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YCNOBHbIE OBO3HAYEHUA

0O603HaueHue OnucaHue

MonykMpHbIM  WPNGTOM  BblLeNEHbl MPUMEYAHUA W NpeaynpexaeHus,

MonyXupHbii wpuodT
Ha3BaHWe ras., 3aroJiIoBKOB, 3aro/JioBKOB Ta6J'IVILI,.

Kypcueom Calibri Kypcmeom Calibri yKasbiBaeTca MHPopmauua, Tpebytowas 0coboro BHUMaHMUA.

YcTpoiicteo WB-10P/WB-11P

KomnbtloTtep

a UndpoBan TeneBnsnoHHaa npucraska STB

BecnpoBofHOe coeiHeHne

MpumeyaHma n npeaynpexaeHus

MpumeyaHua coaeprKaTt BaXKHy0 MHPOpPMaL Mo, COBETbI UM PEKOMEHAaLMU No
MCNONb30BaHUIO U HACTPOIiKe YCTPOICTBA.

l l MpeaynpexaeHna HGOPMUPYIOT NONb30BATENA O CUTYaLMAX, KOTOPble MOTyT
HaHEeCTU Bpea, YCTPOUCTBY U/ YEeNIOBEKY, MPUBECTU K HEKOPPEKTHOM paboTte
YCTPOICTBA MM NOTepe AaHHbIX.
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1 BBEAEHMUE

CoBpeMeHHble TeHAEHUUN Pa3BUTUA CBA3U SUKTYIOT onepaTtopam HE0H6X0AMMOCTb MOMCKA ONTUMA/bHbIX
TEXHONOTUIM, NO3BONAOWMNX YA0BNETBOPUTL CTPEMUTEIBHO BO3pacTatowme NoTpebHOCTM abOHEHTOB, COXPaHAsA
npu 3STOM NPEeeMCTBEHHOCTb BM3HEC-NPOLLECCOB, TMOKOCTb Pa3BUTUA M COKPALLEHME 3aTPAT Ha NpeaoCTaBeHME
pasnnyHbIX CcepBucoB. becnpoBoaHble TEXHONOIMW B KOPOTKOE BPEeMA MPOLWAM OFpOMHbIA NyTb OT
HeCcTabuabHbIX HU3KOCKOPOCTHbIX CeTel CBA3U Masnoro paauyca go ceten UMM, conocTtaBMMbIX MO CKOPOCTHU C
NPOBOAHBLIMMU CETAMM C BbICOKMMU TPEHOBAHUAMM K KAUecTBY NpesoCTaBAEHUA YCAYT.

TepmuHan 6ecnposogHoro paoctyna WB-10P/WB-11P (manee «ycCTpOMCTBO») nNpeAHasHayeH Aana
MCNONb30BaHUA BHE MOMELLEHUN U npeacTaBaseT cobol eauHy0 TOYKY AO0CTYNa KO BCEM MHTEPAKTUBHbLIM
cepBucam no 6ecnpoBogHbIM CETAM OMEepaToOpoB COTOBOW CBA3M. YcTpoincTBo mmeet 1 nopt Gigabit Ethernet
Ana opraHmsauumn nutanus (PoE 48B) n nogKkntoueHUa NPOBOAHbIX CETEN Nepesayun AaHHbIX.

MogkntoveHne K cetam 2G/3G/AG npousBoaMTCA MOCPEACTBOM OAHOMO MAW ABYX YCTaHOBAEHHbIX Ha
nnaTy yctpoictea USB-mogema, paboTalowmx B peXMME pe3epBMPOBAHUA WAW arperaumMmM KaHafoB U
noAnepXMBaKOLWUX COOTBETCTBYHOLWME CTaHAAPTbI.

B HactoAwem pyKOBOACTBE MO IKCMAyaTaUUM M3/I0XKEHO Ha3HayYeHWe, OCHOBHble TexXHW4YecKue
XapPaKTEPUCTUKKN, MpaBuaa KOHOUIYPUPOBAHUA, MOHUTOPUHIA W CMEHbl NporpammHoro obecneyeHun
TepmuHanos becnposoaHoro goctyna WB-10P/WB-11P.

JKcnyaTauma yCTPOMUCTBA A0/KHA NPOU3BOAUTLCA TO/IbKO C BHELWWHUMM, NOAKAYEeHHbIMU K USB-
V MoZiemMaMm, aHTEHHaMM.

6 TepmuHan 6ecnposogHoro goctyna WB-10P/WB-11P
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2 ONWUCAHUE U3AENUA

2.1 Has3HauyeHue

WB-10P »n WB-11P — BbiCOKOMNpOU3BOAUTENbHbIE ABYXKaHanbHble 2G/3G/4G TepmuHanbl Ans
noAKkaloueHna ceTeBoro obopyaoBaHMA K ceTu Internet maM BeLOMCTBEHHbIM/KOPMNOPATUBHLIM CETAM, C
noAAep kKol GpyHKUMM pe3epBMpoBaHMS/arperaummn KaHaaoB..

2.2 BapuaHTbl UCMONHEHUA

B HacTOALWMIA MOMEHT YCTPOMCTBA BbIMYCKAIOTCA B CNEAYIOLMNX MOAMOUKALMAX:

Tabnuua 1 — BapuaHTbl UICNONHEHMUA

HanmeHoBaHue UHTepdeiic Mopt USB Konunuectso CneunduKkauma
mopaenu Ethernet nopTtos USB usB
WB-10P RJ-45 Tvun A 2 2.0
WB-11P RJ-45 Tvun A 2 2.0

YCTPOICTBO paccumMTaHo Ha paboTy B LUMPOKOM AMana3oHe TemnepaTtyp oT «MuHyc» 40°C go «natoc»
55°C. 3anycK YCTPOWCTBA B YCNOBUAX MOHMXEHHOW TemnepaTypbl OKpyXaloLLei cpedbl MPoM3BOAMTCA B ABa
aTana:

1. Nocne noakntoyeHua Kabens Ethernet, Ha BXog ycTpoWcTBa MogaeTcs NuTaHue. BKaouMBLIMICA B
paboTy TepMocTaT OTCNEeXKMBAET TEKyLlylo TemnepaTypy nnaTbl. Ecnm Temnepatypa Huke «MuHyc» 5°C, To
nutaHMe Ha CPU He nopaeTcA, a NOAKNIOMAETCA HarpeBaTesibHblA 3/1eEMEHT, KOTOpPbIM HarpesaeT naaTy 4o
pabouen Temnepatypbl.

2. Mpu AOCTMMKEHMU TemnepaTypbl Bbille «MmuHyc» 5°C, nutaHue nopaetca Ha CPU M npowussoauTtca
3anycK ycTpoKcTBa. HarpeBaTeibHbI 3n1eMeHT NpofoKaeT paboTaTtb. Mpy NpesbiEHUM TEMNEPATYPbI NAATbI
0°C, HarpeBaTe/IbHbI 31eMEHT OTK/IOYaAETCA.

2.3 XapaKTepuCTUKU YCTPOMUCTB

Unmepdpeiicol:

e Ethernet: 1 nopt Ethernet RJ-45 10/100/1000BASE-T;

e USB: 2 nopta USB2.0 ana nogknodeHna USB-moaemoB € BHELWHMMN aHTEHHAMU. [TogKkntoueHne
BHELUHWX aHTEeHH yepe3 pasbembl CRCO maun TS9 (TMn pasbema 3aBUCUT OT KOHCTPYKTUBHbIX
ocobeHHocTelt USB-moaema).

MuTaHMe WANto3a OCyLLeCTBAAETCA Yepe3 BUTYLO napy ceTu Ethernet nocToAHHbIM TOKOM HanpsxkeHnem 48B
(PoE). Yctpoiictea WB-10P 1 WB-11P ¢pyHKUMOHANbHO MAEHTUYHbI. OT/IMUME 3aKNOYaeTCs B pa3mepax M Tune
repMeTUYHOTO KOPMyca, a TaK e B TUMNe BHELHMX aHTEHH U crnocobe nx NogKAtYeHUs.

DyHKYuUU:

e ceTeBble QyHKUMM:

— paboTa B perKMme «MOCTa» WaM « MapLupyTU3aTopa;
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— nopaeprKKa ctaTnueckoro agpeca u DHCP (DHCP-knmeHT Ha cTopoHe nopTta Ethernet);
— noaaepKka VLAN;

— noaaepxka GRE;

— nogaepka OpenVPN

— nogaepxka L2TP

— nopaepxka DNS;

— nopaepxka DynDNS;

— nopaepxka NAT;

— nopaepxka DHCP Relay;

—  CeTeBOM 3KpaH;

— nopaepxka NTP;

—  ¢unbTpaumsa no MAC (yepHble 1 besible CNNCKK);
— IPv6.

obHoBneHue MO yepes Web-uHtepdelic;

noagneprkka pesepsHoi sepcuu MO;

noaaepka DHCP-based autoprovisioning;

TR-069;

yAaNeHHbIA MOHUTOPUHT, KOHPUTYPUPOBaAHME M HacTpoiKa: Web-uHTtepdelic, Telnet, SNMP;
BO3MOXHOCTb CO34aHMA OTAENbHOr0 N30/IMPOBAHHOIO TYHHENA A8 yNpaBaeHus;

noageprka B3aMMOAENCTBUA C NAAaTGOPMON MOHUTOPUHIA W YMNPaBAEHMA KayecTBOM YCayr
cBA3Kn WiSLA.

BO3MOXHOCTb HaCTPOMKMK ycTpoiicTea Yepes CLI.

Ha pucyHke 1 nokasaHbl cxembl npumeHeHmns obopyaosaHua WB-10P/WB-11P.

Cxema 1

«@» QB-]DP}W B-11P
,

PoE

2G/3G/4G 2G/3G/4G

b PoyTED

s L \
MK
(‘ ’) arperauua/pesepeupoBaHme (lt ’)

WHTepHeT

CeTk coToBOMO
oneparopa 2

CeTb coTOBOMO
oneparopa 1
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Cxema 2

, ((t 3))

2G/3G/4G

WB-10P/WB-11P

bl FOyTED CeTb cOTOBOrD

onepatopa

Cxema 3

e A7)

OdwcHan ceTb

WB-10P/WB-11P

GRE tunnel

CeTb manoro oduca
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Cxema 4

e ((c )))

OducHan ceTb

CeTb cOTOBOrO
ornepatopa

WB-11P-25IM
(IO)) o L2TP-TyHHENb L2TP-cepsep
-

(X PoyTep

CeTb manoro opuca

Cxema 5

(c12)

2G/3G/4G

OducHas ceTb

CeTb coTOBOIO
onepaTopa

WB-11P-25IM

OpenVPN-TyHHenb

s OpenVPN-cepeep
-

CeTb manoro oduca

PucyHoK 1 — ®yHKLMOHAAbHbIE CXeMbl npumeHeHnsa WB-10P/WB-11P
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2.4 CrpyKTypa v NnpuHUMN paboTbl u3genus

Tepmuran WB-10P/WB-11P cocTouT U3 Caefyoumx noacucrem:

e CPU, B cOCTaB KOTOPOro BXOAMT:

— BblcOKOMHTErpMpoBaHHaa cuctema Ha Kpuctanne (System-on-a-Chip - SoC),
BKNtOYalolWwan B ceba npoueccop, rMrabuTHbli KOMMYTaTOp CO BCTpoeHHbiMK PHY,
annapaTHyto akcenepauuio Tpaduka L2/L3/L4, USB 2.0 nopTbl, PCI-E KOHTpOAEPSI;

—  Flash-namaTtb — 32MB;

— OnepaTtnBHasa namatb — 128MB (DDR3);

e Ethernet-moaynb: 10/100/1000BASE-T;
e 2 USB Host nopra.

CTpYKTYpHas cxema yCTPOWCTB NpuBeeHa Ha pUCyHKe 2.

RJ45

KOHTponnep

ETHERNET SWITCH

USB-uHTepdeiic

CPU

USB-uHTepdeiic

Soc RTL8954ES

PucyHok 2 — CTpykTypHas cxema WB-10P/WB-11P
YcTpoiicTBO paboTaeT noa ynpaB/ieHMeM onepaumoHHolr cuctembl Linux. OCHOBHble ¢yHKUUM

yrpaB/ieHNsa CcOCPegoToYeHbl B MPOLECCOPE, KOTOPbIA  OCYWEeCTBASeT MaplpyTmMsaumio  IP-nakeTos,
NPOKCUPOBaHWe rpynrnoBoro Tpaduka v apyroe.

2.5 OcHOBHbIe TEXHUYECKME napameTpbl

OCHOBHble TEXHUYECKME NapameTpbl YCTPOMCTB NpuBeseHbl B Tabauue 2.

Tabanua 2 — OCHOBHble TEXHUYECKME NapameTpbl

MapameTpbl MHTepdeiica Ethernet

Konunyectso noptos 1

INEKTPUYECKUI pPasbem RJ-45
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CkopocTb nepeaayn, Méut/c 10/100/1000, aBTOOMNpPEAEAEHNE
Nopaep»Ka cTaH4apTOB BASE-T

YnpasneHue
YpaneHHoe ynpasaeHue Web-unHtepdeiic, SSH, Telnet, SNMP, TR-069
OrpaHu4yeHue goctyna no napoJsito

0O6wue napameTpbl

MutaHne PoE 48B, Class 4
MNoTpebnsemas MOLWHOCTb He 6onee 20 Bt
Pabounit aAnanasoH Temnepartyp ot -40 pgo +55°C
OTHOCUTENbHAA BNAXKHOCTb Npu TemnepaType 25°C no 80%
FabapuTbl WB-10P 194x144x84 mm

WB-11P 200x226x48 mm
Macca WB-10P 0,65 kr

WB-11P 0,90 kr

2.6 KOHCTpPYKTUBHOE UCMNOJIHEHUE

YcTpoiicTBa MMEIOT TrepmeTUYHbIM  Kopnyc Knacca 3awmtbl IP55 (WB-10P) u IP67 (WB-11P),
obecneumnBatowmii 3aLWMTY OT NbIAK U BNATW.

765

PucyHok 3 — UHTepdelicbl ycTpoiictea WB-11P
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5,6,7

PucyHok 4 — UHuTepdelicbl ycTpoiictea WB-10P

Ha nnate pacnosioxKeHbl cnepytowme nHtepdeincol U cBeToBble MHAMKATOPDI, Tabauua 3.

Tabanuya 3 — OnncaHme nHTepdencos U MHAMKATOPOB NAATbI

dnemeHT nepeaHeii naHenm

OnucaHue

1 | NopT Ethernet. PoE (pa3bem X6) MonyyeHne NUTaHuA No ¢aHTOMHbIM Lensam. NMoakntoyeHune K cetn Ethernet.
5 | Knonka S1 :;y;r;uclil(o“:f:::f:ox;“c;ﬁa. [lna nepesarpysku ycTpoiictea uam cbpoca K

3 | Nopt USB1/USB2 (pasbembl J3/14) [na noagkntovyeHna USB-mogemos

4 | Pasbemsbl Cable N (female) [ns noagKNtouYeHUA BHELHUX aHTeHH

5 | Unankatop USB UHpuKaTop noakntoveHHoro USB mogema

6 | Unaukatop WAN NHamKaTop pexknmos paboTbl nopTa Ethernet

7 | Unaukatop Power MNHAMKaTop NUTaHUA M cTaTyca paboTbl yCTpolicTBa

2.7 CseToBafA MHAMKaUUA

TeKylllee COCTOAHME YCTPOMCTBa oOTOGpakaetca npu MNOMOLUM WMHAMKATOPOB, PaCMONOMEHHbIX Ha
nepegHei naHenn. NMepeyeHb COCTOAHUIN MHANKATOPOB NpuBeaeH B Tabauue 4.

Tabanua 4 — CeeToBan MHAMKALMA COCTOAHUA yCTPOMUCTB cepumn WB-10P/WB-11P

UHpukatop

CoctosaHUe NHAMKaTOpA

CocTofiHMe YCTPOMCTBA

WAN

roput 3e/1eHbIM (10, 100Mbps)/
opaH:KeBbim (1000 Mbps)

YCTaHOBNEHO
TEPMMUHANOM

coefMHeHNEe  MeXay CTaHUMOHHbIM
M abOHEHTCKMM  YCTPOMCTBOM  Ha
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ckopocTn 10/100 nnm 1000 M6UT/c COOTBETCTBEHHO

Mwuraet

npouecc nNakeTHOW nepefayM AaHHbIX 4epe3 nopT
Ethernet

3e/IeHbIN, ropuT

XoTa 6bl 0a4MH 13 USB-moaemoB nogkaoueH

UsB He ropuT OTkAntoyveHbl Bce USB-moaemsl
11 3e/IeHbIN, ropuT B USB-nopt 1 yctaHoBneH USB-moaem
He ropuT B USB-nopt 1 He ycTaHoBAEeH USB-mogem
)1 3e/IeHbIN, ropuT B USB-nopt 2 yctaHoBneH USB-moaem
He ropuT B USB-nopt 2 He ycTaHoBAeH USB-mogem
3e/1eHbI1, TOPUT NOCTOAHHO BK/IHOYEHO NUTaHMeE YCTPOMCTBA, HOpMasibHan paboTa
OpaHXXeBbll, FOPUT NOCTOAHHO OTCYTCTBYET BbIXxoZ B MHTepHeT
Power KpacHbIi, FOPUT NOCTOAHHO 3arpyska ycTpowncTea, cbpoc yCTpoMcTBa K 3aBOACKUM

HaCTpoMKam

CUHMIAL

BKntoYeH HarpeBaTebHbIA 31eMEHT

2.8 C6pocC K 3aBOACKMM HaCTpoiMKam

[na 3anycka ycTpomncTea ¢ 3aBOACKMMM HACTPOKaMM HEOHXOAMMO B 3arpyKEHHOM COCTOAHMM HAXKaATb U
yOepKMBaTh OYHKUMOHANbHYIO KHOMKY «S1» (pacrnosioxkeHa B HWMKHEM 4acTu Kopryca npasee ethernet
nHTepdelica 3a repMeTUYHON PE3UHOBOM BCTAaBKOW. [N HaxKaTMA KHOMKN UCNOb3yHTe Nt0601 TYNOKOHEYHbIN
npegmeT NoAxoAAlWlero AMameTpa UM AJIMHbI U HaZaBuUTe MM Ha AHO PE3MHOBOW BCTAaBKU [0 XapaKTepHOro
WeNYKa KHOMKMK), NoKa MHAMKATOp «Power» He 3aropuTca KpacHbiM LBeToM. lMponsoigeT aBTomaTuyecKas
nepesarpyska yctpoictsa. MpM 3aBOACKUX YCTAaHOBKAxX YCTPOMCTBO AOCTYNHO Yepes nopT Ethernet no aapecy
192.168.1.1, macka noacetm — 255.255.255.0; uma nonb3osatena/naponb gna goctyna yepes Web-unrepoeiic:
admin/password. Mo ymon4yaHuio Ha NpoBoAHOM MHTepdeiice BKatoueH DHCP cepsep.

2.9 KomnneKT nocTtaBKu

B 6a30Bblii KOMNIEKT NOCTAaBKM YCTPOMCTBA BXOAAT:

e TepmuHan WB-10P/WB-11P;
e  PYKOBOACTBO MO YCTaHOBKE 1 HaCTPOWMKe.

! Tonbko ana ycrporicts WB-11P
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3 YNPABJIEHUE YCTPOMCTBOM YEPE3 WEB-KOH®UIYPATOP

KoHdurypuposaHme ycTponcTs NoKasaHo Ha npumepe WB-11P. KoHourypmposaHue yctpoiictea WB-10P
NpPon3BOANTCA aHAOMMYHO.

3.1 Hauano pabortbi

Ona Havana paboTbl HYKHO MOAK/OYMUTLCA K YCTPOMCTBY MO npoBoaHOMY MHTepdeincy Ethernet yepes
Web-6paysep:

1. Ortkpoiite Web-6pay3sep (Nnporpammy-npocMOTPLLNK TMNEPTEKCTOBLIX AOKYMEHTOB), Hanpumep,
Firefox, Opera, Chrome.

2. BBeaute B aZpecHoOl CTpoke Opaysepa |P-agpec ycTpoiicTBa, npeaBapuTe/ibHO HacTPoOuB
ctaTuyeckuin IP-agpec Ha MK n3 noacetn 192.168.1.0/24 nnn y6eamswmnch, 4to MK noay4nn no
DHCP IP-agpec n3 noacetv 192.168.1.0/24;

3aBopackoii IP-agpec ycrpoiicrea: 192.168.1.1, macka noacetu: 255.255.255.0

Noruu:

Mapons:

©® 000 "Mpednpusmue "Snmexc”, 2011 — 2018

Mpu ycnewHom obHapy»KeHUW yCTPOMCTBA B OKHe bpay3epa oTo6pasmTcs CTpaHMLa C 3aMpocoM UMeHU
nosb3oBaTeNA U Napons.

3. BseauTe umsA Nosib3oBaTeNs B CTPOKe «JIOrMH» M Napo/b B CTpoKe «Maposiby.

3aBoAcKue YCTAaHOBKMU: N0ruH: admin, naponb: password.
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3.2 Tonb3osatenu

Ha ycTpoicTBe cyuiecTByeT TONbKO OAMH nosb3oBaTtenb - admin. Monb3osatens admin (naposib no
yMoJl4aHMto: password) MMeeT NOAHbIN A0CTYN K YCTPOWMCTBY: YTEHWE U 3anuCb NtOObIX HACTPOEK U MOJHbIN

MOHUTOPUHI COCTOAHUA YCTPOﬁCTBa .

Ethernet-nopTel USB Moaemb DHCP ARP YCTPOMCTEO Conntrack MapLpyTuaauyu1a

[na BbIxoga nonb3oBaTena U3 CUCTEMbI, HAXKMUTE HA KHOMKY «BbIx00». TeKywaa ceccma nosib3osBaTtena

6y,CI,ET 3aBeplleHa, 0T06pa3VITC’i| OKHO aBTOpu3aUuunn:

WB-11P u -

Noruu:

Mapons:

©® 000 "Mpednpusmue "Snmexc”, 2011 — 2018

3.3 MNpumeHeHue KOHPUrypaLUm U1 OTMEHA U3MEHEHU I

1. MNpumeHeHue KoHbUTypaLmm

ﬂm Mo HaxKaTUIo Ha KHOMKY «MPUMEeHUTb» NPOUCXOAUT COXpaHeHUe KoHurypauum o flash-namarb
YCTPOIACTBA M NPUMEHEHMNe HOBbIX HacTpoeK. Bce HacTpoiiku BCTynatoT B cuny 6e3 nepesarpysku

ycTpoiicTBa.

+ [prmeHnTs

KHonka ((anMEHMTb» B MEHIO paClWMPEHHbIX HAaCTPOEK UMEET BN

B Web-unHTtepodelice peannsosaHa BU3yanbHaa MHAMKALMA TEKYLLETO COCTOAHMA NpoLecca NpUMeHeHUs

HacTpoek, Tabanua 5.

Ta6nvu.|,a 5 — BusyanbHaa MHANKALMA TEKyLLero COCTOAHNA npoLecca NpMmeHeHNA HacTpoeK

OnucaHue coCcToAHUA
Mocne Ha)aTMA Ha KHOMKY «MpUMEHUTb» NMPOUCXOAMT NPOLECC NPUMEHEHUA U 3anmncK
HacTpoekK B NamsATb ycTpoiicTea. 06 sTom MHGOPMMpPYET 3HAYOK = B Ha3BaHWM BKAAOKM

M Ha KHonMKe «[pumMeHunTb».

BHewHuit BuA,

HacTpo
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HACTPOMAKA CETH @ 06 ycnewHom COXPaHEHUUM U MPUMEHEHUU HACTPoeK WHOOPMMPYET 3HAYOK B
Ha3BaHWUW BKNAAKM.
HACTPOMKA CETH @ Ecnn 3HaueHWe napameTpa 6blN0 YKa3aHO C OWMOKOM — MOCNAE HaXKaTus Ha KHOMKY

«MpUMeHUTb» NOABUTCA COOTBETCTBYIOLLEE cOoO0bWEeHMe 06 oWwnbKe C yKasaHuem
NPWYMHBI, @ B HA3BaHUWN BKNAAKM OTOOPa3nTCA 3HAYOK E]

2. OTmeHa nsmeHeHum

ﬂ OTmeHa U3MeHeHU NPOU3BOAUTCA TONbKO A0 HaXaTusa Ha KHOMKY «MpumeHuUTb». B 3TOM cnyyae

M3MEeHEHHble Ha CTpaHuUe napameTpbl OOHOBATCA TEKYLIMMM 3HAUYEHUMAMM, 3aNUCAHHbIMU B

namaTtu yctpoictBa. lMocne HaxKaTMA Ha KHONKy «lMpuMmeHUTb» BO3BpaT K nNpeaplaylum
HacTpoWKam 6ygeT HEBO3MOMKEH.

" ® Otmena
KHOMNKa oTMeHbl UBMEHEHUIN B MEHIO paclWnMpPeHHbIX HAaCTPOEK MMeEET BUA,:

3.4 Hactpouku

3.4.1 OcHosHble anemeHmol Web-unmepdgeliica

Ha pucyHKe 5 npeacraBneHbl 31eMeHTbl HaBuraumum Web-KoHourypatopa B pexkume HacTpoeK.

WB'11 P 1 - admin
MOHUTOPUHT Cucrema

WHTEPHET GRE L2TP OpenVPN m DHCP Relay QoS LLiennuHr Tpaduka DHCP-cepsep JlokanbHbit DNS

NAT # npoBpoc nopTos CeTeBoM 3KpaH Qunstp MAC MapLupyTu3auna OuHamuueckuit DNS SNMP KoHTpoOnb cBa3u

Hactpouiku IPv6

BKMOYUTH IPV6

© OO0 "Mpednpusmue "Gnmexc", 2011 — 2018 Bepcusa M10: 1.2.0.329
Bepcusi sed-usmeppetca: 1.2.83

PucyHoK 5 — dnemeHTbl Hasuraunmn Web-koHdurypatopa

OKHO No/ib30BaTeNbCKOro HTepdelica pasgeneHo Ha ceMb obnacTeit:

1. Wma nonb3oBaTtensd, nof KOTOpbiM Oblil OCYLECTBAIEH BXOZ B CUCTEMY, @ TaKKe KHOMKa
3aBeplieHus ceaHca paboTbl B Web-uHtepdelice («Bbixod») noa, 4aHHbIM Nob30BaTeNEM.

2. BKnagKu MeHIo rpynnupytoT BKAAAKW NOgMEHI0 No KaTeropmuam: MoHuTopuHr, CeTb, Cuctema.

BKNaAKM NOAMEHIO CYKaAT A8 yNpaBAeHUa NONeM HaCTPOEK.

4. Tone HacTPOEeK yCTpOKCTBa, KOTopoe basupyetcs Ha Bblibope Nosib3oBaTens, npeaHasHayeHo
A9 MPOCMOTPA HaCTPOEK YCTPOICTBA M BBOAA KOHOUTYPALIMOHHbIX AaHHbIX.

5. KHoNKu ynpasneHma KoHpUrypaume.

w
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6. WHbopmaymoHHOe none, B KOTopomM oTobparkaetca Bepcus NO, Bepcua Web-uHtepdeiica.

3.4.2 MeHro «Cemb»

B meHto «CeTb» BbINOAHAKTCA BCE OCHOBHbIE CeTeBble HaCTpOﬁKM yCTpOﬁCTBa.

34.2.1 NoameHIo « AHTepHET»

B nogmeHto «MHTepHET» BbINOAHAETCA KOHOUIYpUpOBaHME MNOAKNAIOYEHUA K OecnpoBogHOM ceTu
nepefaym AaHHbIX OMNepaTopoB COTOBOW CBA3M W NIOKa/IbHOW CETU CO CTaTUYECKOW MAM AMHaMuyecKkol (B
peXnme mocTa) HacTpolikoit IP-agpeca.

O6WKe HACTPOMKK
Mms xocTa
Pesum pabota Mapwpytisatop v

BromqnTe Jumbo Frame ¥

MuTepdenc LTE v
EeCI‘IDOBO,‘J,HaH CeTb
Ofwme HACTPOHKN
Pexnm pabotol USB-moaemos PescpEMpOBaHHE v
MNpuopuTeT USBE 1 (npegnodtuTensHo), L ¥
NogknioueHwe Mogknicuenwe 1 (USEB1) v
HacTpoHKK NoAKNHYEHHA
Pesum Moden He MOCKMIOYEH UMY HEUCTIDEESH

ABTOMATHYECKH ONPELENATb onepatopa &
MoGuneHeii nposangep  None
THN COBOWHEHKA AlwaysOn v
MpoToRON aETOPHIALMH None v
Mepewdseid DNS

Bropuutbid DNS

MTU 1452 -
MRU 1452 -
Lna 3anonHeHun HEcCMpoex peroMeHdosaHRbIMU # TIo yMOn4aHue

NPOSALASpOM IHEYEHUAMY HEXMUME KHONKY
MH

OTENKYHTE TPAHCNAUMK a4pecos OTNPaEKTENA

[NMpoBOOHEA CETH

IP-agpec 192.168.158.58

Macka NogoeTH 255.255.235.0
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Obuwue HacmpoUKu

e UmA xocma — ceTeBoe MMSA YCTPOMCTBA.
e Pexcum pabomel — pexkmm paboTbl ycTponcTBa:

— Mapuwpyt1zatop — MeXay nNpoBOAHbIM M 6ecnpoBogHbIM  MHTepdelicamm
YCTAHaB/AMBAETCA PEKMM MapLLPYTM3ATOP];

—  MocT — mexay npoBogHbIM U 6ecnpoBogHbIM UHTEPdECaMM YCTaHABIMBAETCA PEXUM
MOCTa: AaHHble NepesatoTca NPo3payHo U3 NPOBOLAHOM B HecnpoBOAHYO CeTb M 06paTHO
no npotokony GRE (HacTpoika GRE onucaHa B pasaene 3.4.2.2 MoameHto «GRE»).

Mpu BbIGOPE perkmma paboTbl «MapwpyTnsatop» IP-aapec nHtepdeiica nposoaHon cetn byaer
MMeTb CTaTMYecKue HaCTPOMKHK; B pexkmnme «MocT» - cTaTUdeckne uam no npoTtokony DHCP.

e Bkawoyume Jumbo Frame — npu BbibpaHHOM dnare BKAOYEHA NOAAEPIKKA BONbLUNX KaApOB;

e UHmepgpelic — wnHTepdeiic, yYepe3 KoOToOpbi OydeT npoucxoauTb nepepaya TpaduKa U3
NPOBOAHOM ceTn B 6ecnpoBoAHYIO B pexume « MapLupytmsaTop».

GecriposodHasa cemob

e Pexum paboTbl USB-MmogeMOB — NO3BOAAET HAaCTPOUTL pexum paboTbl ¢ USB-mogemamu ans
obecneuyeHua 3alWmMTbl OT HepaboTocnocobHoro 6ecnpoBOAHOr0 KaHana MAM obbeauHeHus
6ecnpoBoAHbIX KAHANO0B C LLe/blo YBeANYeHUs o0bLwelt NPonycKHOM cnocobHOCTH:

—  PesepsuposaHue — pexum paboTbl, PN KOTOPOM BblOMPAETCA OCHOBHOMN U pe3epBHbIN
USB-mozem cornacHo npuoputety. Nepexon Ha pe3epBHbIA MOLEM OCYLLECTBAAETCS NpPU
npeKpaLweHn cBA3n No OCHOBHOMY MOAEMY:

lMpuopumem — BbIGOP NPUOPUTETHOTO MOAEMA, KOTOPbIN NMOAKAIOYEH K MOPTY
USB1 nnun USB2:

= USB1 (npednouymumensHo), USB2 — ecnu noaknoyeHbl ob6a mogema, To
nepBbiM COEAMHEHWE YCTAaHAB/AMBAET MOLEM, MOAKNOYEHHbIA K NOpTy
USB1, a npu OTCYTCTBUM CBA3WN Yepes HEro UM ecan oH 6bin n3BneyeH/He
YCTaHOBEH, coeinHeHue yCTaHaB/AMBaeTcA yepes Mmoaem,
NoAKNOYEHHbIM K nopTy USB2;

= USB2 (npednoymumesnsbHo), USB1 — ecnv nogxatoyeHbl 06a mogema, To
nepBbiM COeAMHEHWE YCTAHAB/AMBAET MOLEM, MOAKNOYEHHbIA K MopTy
USB2, a npu OTCYTCTBUM CBA3M Yepes HEro Uam ecav oH 6bin nssnedeH/He
YCTaHOB/EH, coeguHeHue yCTaHaB/MBaeTcA yepes moaem,
NOAKOUYEHHbIN K nopTy USB1.

— Aezpeaayua — pexunm paboTbl NpyU KOTOPOM OAHOBPEMEHHO aKTMBHbI 06a USB-moaema
ANnA ysBenndeHusa obliei nponyckHol crnocobHocTM B becnpoBoaHoi ceTu. [aHHble
yepes HMX NepeaaloTcs COrnacHo Becy NOAKNOYEHUSA:

Bec nodkntoveHus vepe3 USB1/2 — KoapPULIMEHT, YCNOBHO Onpeaensaoumii
KOZIMYECTBO MaKeTOB M3 0bOLLEero NOToKa AaHHbIX, KOTopble ByayT NnepeaasaTbea
yepes moaem, NogKAtoYeHHbIN K nopTy USB1 n USB2.

— [loOknwoveHue — Homep noaknouveHua (B CKOOKax ykasaH Homep nopta USB ¢
NOAKNOYEHHBIM  MOAEMOM, COOTBETCTBYHOLMA BbIOPAaHHOMY MOAKAIOYEHUIO), ANA
KOTOPOro Npomn3BOANTCSA HAacTpoMKa nogkntouyeHma (USB1 — pasbem J3, USB2 — pasbem
14).
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Hacmpoliku nodknoyeHus

Pexcum — HacTpoiika pexunma pabotbl USB-mogema (2G/3G/4G/ABTomaTtnueckn). HacTpoika
ABNAETCA YacTblo KoHOUrypaunmn USB-moaema 1 nNpu yCTaHOBKe Apyroro mogema byaeT cumtaHa
M3 ero KoHOUIypauum aBTOMATMUECKM Mpu CAeyloWeM OTKPbITUM CTPaHUUbl UAN  ee
obHoBNEHUN:

—  2G/3G/4G — mogem byaeT npou3BoAUTb MOMbITKY YCTAaHOBAEHMA MOAKAOYEHUA K CETU
onepaTtopa UCnosib3ya ToAbKO TexHonormio 2G, 3G naun 4G, COOTBETCTBEHHO;

— Asmomamuuecku — MOAEM aBTOMATMUYECKU onpeaenaeT oNnTUMAAbHYIO TEXHONOTMIO ANA
NOAKMOYEHNA U3 NOAAEPKMBAEMbIX MM WAW OOCTYMHbIX B ceTu onepatopa. Co
BPEMEHEM MCMNONb3yEMAA TEXHONOTNA MOMKET U3SMEHATLCA aBTOMATUUYECKM.

/ Ecan mogem He noanep>KUBaeT ogHY UM HECKONbKO TEXHOOrMi U3 CNUCKa, To Bbi6Gop 3Toro
peXkuma nogknioueHua byaet HeaoCTyneH.

Asmomamuyecku onpedensms onepamopda — Npwu BbibpaHHOM ¢nare onepatop, SIM-kapTa
KOTOPOro ycCTaHOBAEHa B MoAem, ByaeT onpefenAatbCa aBTOMaTUYECKUM M ANA Hero 6yayt
YCTaHOB/IEHbl HACTPOWKM MO ymondyaHuio. (CMeHa HacTpoeK Mo YMONYaHUIO AN OnepaTopos
onucaHa B NMPUIOXKEHWN B)

MoburnbHbil nposalidep — uma nposaiaepa, npeaocrasasiolero goctyn K cetn 2G/3G/4G. U3
CnucKa Bbl mosKeTe BblIBpaTb OAHOMO M3 LWECTM MOBUAbLHBLIX OnepaTopoB (CTaHAapTHble
HACTPOMKM KaXKA0ro M3 HUX XPaHATCA B MaMATM YCTPOMCTBA), NPUCYTCTBYIOLINX Ha TEPPUTOPUU
Poccuiickonr ®epepaumn: MeradoH, bunainH, MTC, CkannuHk, Tene2, Yota. HaxkaB Ha KHOMKy
«lo ymonyaHuto» NPon3onaET 3anosiHEHNE HACTPOEK NOAKAOYEHMA NapamMeTpaMmn BbIBpaHHOTo
nposakaepa. Ecan HacTpoiikn npoBangepa B Bawem perMoHe OTAMYAKOTCA OT NPeAsiOXKEHHbIX,
OTpeaaKTUPYNTE UX B COOTBETCTBUM C HEOBXOAMMBIMUW 3HAYEHUAMM.

Ecnun Bawero npoBaitaepa HeT B CNUCKe — BbiIbepuTe 3HaueHue «[lpyroii» u 3anosHuTe Bce Nons
B COOTBETCTBUM C HAacTpoiiKamu Bawero nposaiiaepa;

Ecnn cTouT dpnar «ABToMaTUYECKM ONpeaensaTs onepaTopa», B nose oTobparkaeTca nposBanaep,
KOTOpbIN onpeaennnca Ans yctaHoBaeHHown SIM-KapTbl.

lMpomoKoa — none AOCTYNHO TOJIbKO NpU BblbOpe 3HaYeHUs «[pyroii» M3 Cnncka MobUbHbIX
npoBaingepos. B 60/1bWMHCTBE cyyaeB MobBUAbHbIE OMNepaTopbl UCMOAL3YIOT NpoToKkon PPPoE
ANA AOCTyna K CBOEM CeTW, 0gHaKo ANA paboTbl C HEKOTOPbIMU MOZENAMU MOOEMOB MOMKET
notpeboBaTbCs BbIbOP NpoToKosa DHCP;

Tun coeduHeHUA — B 3aBMCMMOCTM OT BblbpaHHOro 3HauyeHusa PPP-ceccus nogHsTa Bceraa
(AlwaysOn), ceccus UHULMKUPYETCA NPU HeobxoaMmocTu nepeaayn Tpaduka (OnDemand).

Talimaym HeakmugHOCMU, C — NMPOMENXYTOK BPEMEHU, MO MUCTEYEHUIO KOTOPOro MPOUCXOAnUT
pa3pbiB PPP-ceccnn no HeakTMBHOCTHM B pexxnume OnDemand;

l7pom0Kon asemopusayuu — nNpoToKon, KOTOprﬁ 6yLI,ET ncnonb3oBaTbCA ON1A MAeHTVICbMKaLI,I/IM
npu NOAKNKOYEHUUN K 6eCI'IpOBO,CI,HOl71 ceTu;

UmAa nonv3oeamens — WMA NoONAb3oBaTeNAa ANA UAEHTUPUKALMM NPU  NOAKAOYEHMM K
6ecnpoBoaHOM ceTy;

Maposb — Naponb gna UAeHTUGUKaLMM NPU NOAKAOYEHMM K BECNPOBOAHOMN CeTH;

20
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e Homep 0o3soHa — HOMep [03BOHA A/A NOAKAOYEHMS K GecnpoBofHOM ceTn (npumep:
99 **1#);

e [flononHumesnbHble napamemps! UHUYUGAU3AUUU — MapamMeTpbl N8 MNOAK/OYEHUA K CeTU
MobunbHOM cBasu (npumep: AT+CGDCONT=1,IP). B 3Tol1 CTpOKe HEeNb3A UCNONb30BaTb KaBblUKY;

e APN — 1Ms TOYKM J0CTYNa, UCNONb3YETCA ANA NOAKNOYEHUA K CETU MOBUABbHOM CBA3M (Npumep:
Internet — gna MeragoH);

e [lepsuyHsili DNS, BmopuuHbili DNS — agpeca cepBepoB AOMEHHbIX MMEH (MCnosb3yloTca AN
onpeaeneHua IP-agpeca ycTpoicTBa NO ero AOMEHHOMY MMeHM). [laHHble MONA MOMKHO He
3ano/IHATb, €CAN B 3TOM HET HEOBXOANMMOCTH.

e  MTU/MRU — maKkcumanbHbI pasmep 6/10Ka AaHHbIX, nepeaaBaemblx/NpuHUMaeMbIX Mo CeTH,
pekomeHayemoe 3HavyeHne — 1492;

e [IMH — pana seoga PIN-koga SIM-kapTbl, ycTaHoBneHHOW B USB-mozem, ecnn Tpebyetca. Mo
YMONYaHMIO Y OOJIbLUMHCTBA OMNEepaTtopoB COTOBOM cBA3M nposepKa PIN-koaa SIM-kapThbl
OTKNtOYEHa. B Takom cnydvae none cnefyet OCTaBUTb NYCTbIM;

e OMKaYUMb MPAHCAAUUD adpecos omrpasumens — NpU yCTaHOBNAEHHOM ¢nare oTKA4YeHa
nogmeHa aZpeca WCTOYHWMKa OTNPaBUTENs MaKeTa M3 JIoKasbHOW noacet (OTKAKoYeHUE
masquerading). Mone A4OCTYNHO Npu BbIBpaHHOM pexunme paboTbl « MapLupyTnsaTop».

KHonka «Mo ymonyaHuio» npegHasHadeHa ANs  3ano/IHEHMA HacTpoeK npoBaligepa 3apaHee
npeaycTaHOBAEHHbIMW 3HAYEHUAMM, XPAaHUMbIMK B NMaMATU YCTPOWCTBA, TEM CamMbiM M36aB/AA NONb30BaTeNA
OT Heob6X0AMMOCTM UCKATb 3TN HACTPOMKKN B UHTepHeTe.

lposodHaa cemob

e [Ipomokon — BbIGOP MPOTOKOMA, MO KOTOpOMy 6yAeT ocywecTBAaTbcA noakatoyeHne WAN-
nHTepdeiica yCTpoicTBa K CETM NpesocTaBiAeHnsa ycayr nposaiaepa:

—  Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce Heobxoaumblie NapameTpbl Ha
npoBogHOM WHTepdelice HasHauyatoTca cTaTuyecku. Mpu Bbibope Tuna «Staticy ans
penaKTUPOBAHMA CTAHYT AOCTYMHbI CAeAyoLMe NapameTpbl:

IP-agpec — ycTaHoBKa IP-agpeca npoBoAgHOro MHTepdeinca ycTpomncTsa;
Macka noaceTy — macka BHeLLIHen noaceTu.

— DHCP — pexnm paboTbl, Npu KoTopom IP-agpec n macka nogcetvm 6yayt nonyyeHbl oT
DHCP-cepBepa aBTOMaTUYECKMU.

MogaepsknBaemble onuun:

e 1 - macka certy;

e 12 —ceTeBoe MMSA YCTPOMNCTBA;

e 15— gomeHHOE nms;

e 33— cTaTMyeckme mapLipyTbl;

e 42 —appec NTP-cepsepa;

e 43 —cneunduyHana nHbopmaLmna NPon3BOaUTENS;

e 66 —aapec TFTP-cepBepa;

e 67 — 1ma dalina nporpammHoro obecneyeHns ana sarpyskm no TFTP c cepeepa
M3 onuumn 66;

e 121 —6ecKknaccoBble CTaTUYECKME MapLLPYTbI.
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Ons npotokona DHCP nmeeTtcs BO3MOXKHOCTb 3a4aTb HeobxoaAnMoe 3HaYeHune onumm 60.

AnbmepHamusHsbili Vendor ID (onyus 60) — npwu ycTaHoBneHHOM dnare
ycTpoiictBo nepepaér B DHCP-coobuweHuax B onuum 60 (Vendor class ID)
3HauyeHue u3 nonsa Vendor ID (onyus 60). Mpwu nyctom none onuua 60 B
coobueHunsx npotokona DHCP He nepepaércs.

Ecan dnar AnbmepHamueHsili Vendor ID (onyus 60) He yCcTaHOB/IEH — B ONLUK
60 nepegaeTca 3HaYEHME N0 YMONYAHMIO, KOTOPOE MMEET caeaytowmii popmar:
[VENDOR:npoussogutens][DEVICE:Tun yctpoictea][HW:annapaTHas Bepcusa]
[SN:cepwiiHbIii Homep][MAC:MAC-agpec nHTepdelica
Ethernet][VERSION:Bepcus nporpammHoro obecneyeHums]

Mpumep:
[VENDOR:Eltex][DEVICE:WB-10P][HW:1.0][SN:WP20000032][MAC:A8:F9:4B:16:0E:60][VERSION:1.0.0.251]

B pexxume paboTbl ycTpoiicTBa « MapLpyTnusaTop» A0CTyrNeH ToONbKO NpoToKo Static.
3.4.2.2 NoameHto «GRE»

B paHHOM pasgene npoussoauTcA HaCTDOVIKa NPOTOKO/1a GRE gna TYHHENNPOBAHUNA OaHHbIX JIOKA/IbHbIX
I'IO,EI,CGTEVI yepes KOpnopaTuBHYHO CETb NN CETb UHTEPHET.

Y106bl BKAOUYUTD WAM BbBIKAOYUTL TYHHENW, cnepyeT OTMETUTb HYXKHYIO KoHdurypaumio B rpade
«BKNIOYNTBY M HaXKaTb KHOMKY «[1pnMeHunTb».

C MOMOLLBIO KHOMKM «YA43NUTb» MOXHO YAANATb CYLLECTBYIOLLME TYHHEN.

HacTpoika GRE

BrnrounTe Wmna Tun GRE VLAN ID IP-agpec nuTepdiedca GRE NokaneHelA IP-agpec Yaanewxeln IP-agpec YOanuTe

test gretap - W Yaanute
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Hacmpolika GRE

Ana ,D,06aBIIEHMﬂ HOBOIro TyHHEeNnA Ha*XMute Ha none ((|_|YCTO» (IWI60 HaXMUTe€ Ha Ha3BaHWe
cyuiecrTeytowlero TyHHena gna ero pe,ﬂ,aKTMPOBaHMﬂ) M 3anosIHUTE cheaylouwmne nonAa B NOABUBLLEMCA OKHE!

Penaktnpoeate GRE

Brneuen
Hma
Twn GRE gretap v
IP-agpec wHTepdenca GRE
Macka wHTepdenca GRE
LinkeE no ymonyadue wHTepdedca GRE
MepenyHblil DNS nHTepdeica GRE
ETopuutoid DNS wiTepdenca GRE
HMcnoneaosate WLAN
NokansHed |IP-agpec
YaaneHHsld |P-anpec
Pasmep MTU 1500 -
He namenaTe TTL
TTL 64

IP-agpec cepeepa koHTponAa GRE

e BkntoueH — dnar, KOTOPbI aKTUBMPYET UCMONb30BAHNE TYHHENS;

o UmaA —unmsa nHtepdeiica;

e Tun GRE —no3sonsaet HacTpouTb TN GRE TyHHens;

e |P-adpec uHmepgpelica GRE — ycTaHOBKa |IP-agpeca yCcTpoincTea B TYHHENE;

e Macka uHmepgpelica GRE — macka nogcetv uHtepdelica GRE;

o Ulnwo3 no ymonuaHuto uHmepgelica GRE — IP-agpec aedonTtHoro wntosa nHtepdelica GRE;

o [lepsuuHbili DNS uHmepdgelica GRE, BmopuuHbili DNS uHmepdgelica GRE — appeca cepsepos
AOMEHHbIX UMEH (Ucnonb3yetcs ana onpegenexus IP-agpeca ycTpoicTBa Mo ero AOMeHHOMY
nmeHn) pgna untepoerica GRE. [aHHble MoAs MOXKHO OCTaBUTb MYCTbIMWU, €CAN B HUX HET
HeobxoaMMOCTH.

e Ucnonvzosame VLAN — npw ycTaHoBNeHHOM dJiare paspeluaeTcs nepeaaBaTb gaHHble 802.1q;

e VLAN ID — ngeHTMdMKauMOHHbIN Homep VLAN, npuHMmaeT 3HayeHuA oT 1 go 4095; He gonxkeH
coBnaaatb ¢ uaeHTnpmKkatopammn VLAN apyrmx cepBucos;

o JloKanobHblli IP-adpec — cobcTBeHHbINM |IP-agpec ycTpoicTBa, MOJIyYeHHbIM Ha 6ecnpoBoAHOM
nHTepdelice;
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e YOaneHHsIl IP-a0pec — IP-agpec BCTPEYHOro YCTPOMCTBA, Ha KOTOpPOoM ByaeT TepMUHMPOBATLCA
TyHHenb GRE;

e Pasmep MTU — MmaKCMManbHbili pasmep 610Ka AaHHbIX, NepeaaBaemMblx Yepes TYHHEb;

e He usmeHamoe TTL — npu ycTaHOBAeHHOM ¢nare 3HauyeHWe 3aronoBka TTL, nepegasaemoro no
npotokony GRE, He MHKpemeHTUpyeTca;

e TTL—no3BonAeT 3a4aTb }Kenaemoe 3HavyeHue 3aronoska TTL nepeaasaemoro naketa GRE;

e |P-appec cepsepa 019 KoHMpona GRE — IP-agpec, Ha KOTopbIi ByayT OTNPaBAATLCS 3aNpochl As
NPOBEPKM aKTUBHOCTU TyHHeNA. Echm none nyctoe — KOHTposb GRE He ncnonb3yeTcA.

Ana 3anucm HaCTpPOEK B 3HEProHe3aBUCUMMYIO NaMATb Ha*XMUTE KHOMKY «I'IpumeHumb». Ana oTmeHbl
N3MEHEHUIN HaXKmnTe KHOMKY «OmmeHa».

3.4.23 NoameHto «L2TP»
B faHHOM pasgene NnpousBoanTca HacTpolka L2TP-TyHHenen.

YT06bl BKAOYUTE WAW BbIKAKOUYUTD TYHHEAWM, HYXKHO OTMETUTb HYMKHYI0 KOHourypaumto B rpade
«BKAIOYNTLY U HaXKaTb KHOMKY «[1pyuMeHunTb».

C nomoubo KHOMKK «Y4anuUTb» MOXHO YOaNATb CywecTByrowme TyHHeNnn.

HacTtpoika L2TP

BrnrounTs Wma IP-agpec cepeepa Tun coegMHeHns Yoanutoe

i

Alwegy B
AlwaysCn W ¥aanuTe

Hacmpolika L2TP

Ona pobasneHWA HOBOFO TyHHeNA HamuTe Ha nose «fycto» (AnMbo HaxkmuTe Ha HasBaHue
CYLLLECTBYIOLLErO TYHHENA ANA ero peAakTMPoBaHWA) U 3aN0NHUTE cieaylolme Noas B NOABUBLUEMCA OKHE:

Pepaktnpoeate L2ZTP
BrnerdeH
m=
IP-agpec cepeepa
Hms nonssoeatens
Mapone
THM COEAWHEHHA AlwaysOn v
Konwuecteo LCP-echo 5

Mepueg otnpaeku LCP-echo. ¢ 10
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e BKnawyeH — dnar, KOTOPbIN aKTUBMPYET UCMOJIb30BaAHNE TYHHENS;

e VIMA —vmsa nHTepdeica;

e |P-adpec cepsepa — yctaHoBKa |IP-agpeca cepsepa L2TP;

e MImMAa none3osamena — UMA NOMb30BaTeENA ONA aBTOpPM3aLUMmM Ha cepeepe L2TP;
e [laposb —naponb ANna asTopmsaummn Ha cepsepe L2TP;

e Tun coeduHeHUs — B 3aBUCMMOCTM OT BblbpaHHOro 3HayeHua L2TP-ceccua nogHATa Bcerga
(AlwaysOn), ceccus MHUMUMMPYETCA NpU HeobxogumocTy nepedaun Tpaduka (OnDemand) nam
Ceccus MHULMANU3NPYETCA BPYYHYIO NMPW NMOMOLWM KHOMKM «Connect» B Tabauue HacTpoliku
TyHHenen (Manual);

e Talimaym HeakmueHOCMU, C — NPOMENKYTOK BPEMEHW, MO UCTEYEHUIO KOTOPOro MPOMCXOAUT
paspbie L2TP -ceccum no HeaKTUBHOCTM B perkume OnDemand;

e Konuuecmeo LCP-echo — KonnyectBo HeoTBeyeHHbIX LCP-3anpocoB, nocsie KOTopbIX NPOUCXoauT
paspbie L2TP -ceccuu;

e [lepuod omnpasKku LCP-echo, c — nepuop oTnpaBku LCP-3anpocos.

[na 3anucy HacTpoeKk B 3HEProHE3aBUCHMMYIO MAMATb HaXKXMUTe KHOMKy «flpumeHume». OnA OTMEHbI
N3MEHEHUI HaXKMUTE KHOMKY «OmmeHa».

3.4.24 NogmeHto «OpenVPN»
B gaHHOM pa3gene npom3BoanTca HacTpomka OpenVPN-TyHHenen.

YT06bl BKAOYUTE WAW BLIKAKOYUTD TYHHEIN, HYXKHO OTMETUTb HYMHYI KOHoUrypauuio B rpade
«BKAIOYNTBY N HaXKaTb KHOMKY «[1pnuMeHunTb».

C NOMOLLLbIO KHOMKM «Y A3/ UTb» MOXHO YAaNATb CYLECTBYIOLINE TYHHEN.,

Hactpoika OpenVPN

BENHYHTE Hma Anpec cepeepa YAanuTe
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Hacmpolika OpenVPN

Ana ,D,06aBIIEHMﬂ HOBOIro TyYHHEeNnA Ha*XmMmute Ha none ((|_|yCTO» (IWI6O HaXMUTe Ha Ha3BaHWe
cyuiecrTsytollero TyHHena gna ero pe,ﬂ,aKTMpOBaHMﬂ) M 3anosiHUTE cheayouwmne nonAa B NOABUBLLUEMCA OKHE:!

OpenVPN
Brneoqet
Ama
Agpec cepeepa
MopT 1194
THN aETOPWIALHH Key A
Norvx
Mapone i
CeptumkaTtel
CeptmdMEaT yOOCTOEEPAHWETD LEHTPA (ca.crt)
CepTudnKaT He 3arpyHeH BriSepute dain ®ain He BbiGpanx
KNWEHTCKWA cepTUdIMKAT (user.crt)
Ceprundukar He sarpyxeH BriSepute dain Dain He BwiOpat
KnueHTCKWA kntod (user.key)
KNy He 3arpy#eH BribepuTe dain Dain He BbiGpaH
X OTmEHa

e  BKawoueH — nar, KOTOPbI aKTUBUPYET UCMO/Ib30BaHME TYHHENS;
o UmA —nma nutepodeica;

e Adpec cepsepa — ycTaHoBKa IP-agpeca cepsepa OpenVPN;

e [lopm — NopT, Ha KOTOPbIN ByAYT OTNPaBAATLCA 3aNPOCHI;

e Tun aemopu3ayuu — B 3aBUCMMOCTU OT BblBpaHHOro 3HaYeHMs aBTopu3aumsa bygeT NPoOXoaAnuTb
NPy NOMOLLM CBA3KM JIOTMH-MAPO0b U cepTudMKaTa yaocTosepstowero ueHTpa (User), anbo npwm
NMOMOLLM ABYX CEPTUDUKATOB M KAMEHTCKOro Katoua (Key);

e Jlo2uH — nmsa NoNb30BaTeNa ANA aBTopmsaunm Ha cepsepe OpenVPN;
e [laponab —naponb Ana astopmusaumm Ha cepsepe OpenVPN;

o Cepmughukam ydocmosgepAarou,e2o UeHmpa — paa 3arpysku ceptudukata HeOOX0AMMO HaXKaTb
Ha KHOMKy «Bblbepume ¢alin», BblOpaTh GaN Ha NOKANbHOM KOMMbIOTEPE M HaKaTb KHOMKY
«3az2py3umen;
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e KnaueHmckuli cepmugukam — ANA 3arpysku ceptuduKata HeobXoAMMO HayKaTb Ha KHOMKY
«Bobibepume ¢palin», BbIOPATL Ppana Ha NOKAaIbHOM KOMMbIOTEPE M HaXKaTb KHOMKY «302py3ume»;

o KnueHmckuli ka4 — pna 3arpyskn ceptnduKata HeobXxoaMMOo HaxKkaTb Ha KHOMKY «Beibepume
¢halin», BbI6paThb Ppalin Ha NOKANbHOM KOMMbIOTEPE M HaXKaTb KHOMKY «3a2py3umsb»;

Mocne 3arpy3kun cepTUOMKATOB UX MOXKHO MPOCMOTPETb, HaXKaB Ha KHOMKY «[Ipocmomp».

[ns 3anMcym HacTpoOeK B 3HEProHe3aBUCUMMYKD MaMATb HaXXMUTE KHOMKY «[TpumeHumoe». [ONna OTMeHbI
NU3MEHEHUI HAXKMUTE KHOMKY «OmmeHa».

3.4.2.5 MNoameHio «IPv6»?

B noameHto «IPv6» BbINOAHAETCA KOHPUIYPUPOBAHME NOAKNOUYEHMA K BHELLHEN CETU M IOKANbHOWN CeTH
no npoTokony IPv6.

Hactpolikn IPv6

BRMOYUTL IPVE &
BHelWHARA ceTk

PesMm ABTOKOH(DUIYPUPOBaHHE v
PE#MM aBTOKOHMDUIYPUPOBAHNSA Stateless v
Mony4uTe aapeca DNS-CepBepoB aBTOMATHYECKM ¥

AneTepHaTueHblil Vendor ID (onyms 18)
TNokankHan ceTe

BntouuTs prefix delegation #
PeskM aBTOKOHMUIYpHPOBaHKSA LAN Stateless v
IPV6-agpec yCTPORCTBA
[OnuHa npedgukca LAN

MHTepean oTnpaekk Router Advertisement, ¢ 600

Hacmpoliku IPv6

e Brawyume IPv6 — no3BoNAET BKAOYNTD UIN OTKAOYUTL UCMOIb30BaHUE NPOTOKoAa IPV6.

BHewHsasa cemob

. Pexum — cnocob NOAKNTHOYEHNA yCTpOﬁCTBa K BHELUHeM ceTu:

— Static — nogKknwveHVe K ceTu MHTepHeT yepes NpoTokon IPv6 ocyuwiecTensetca no
HacTpOWKaM, 3a4aHHbIM MO/Ib30BaATENIEM;

1 B TeKkyLwelt Bepcun nporpammHoro obecneuerus |Pv6 He noaaepxusaertca.
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— ABMOKOHpuU2ypuposaHue — nNopknoyeHne K cetn WMHTepHeT uyepes3 npoTokon IPv6
OCYLLECTBNAETCA MO  HACTPOMKaM, MONYYEHHbIM 4Yepe3s OOUH W3  PEeXUMOB
aBTokoHOUrypmposaHus: SLAAC, Stateless, Stateful.

Hacmpoliku nodknaovyeHUs K BHewHel cemu

1. Npu BbIbOpe pexmma «Static» byayT A4OCTYNHbI CAeAyoWmMe HACTPOMKM:

e BrewnHuli IPv6-adpec ycmpolicmea — ctatudeckuit IPv6-aapec ycTpoiicTBa, ¢ KoTopbiMm byaet
OCYLLLECTBAATLCA AOCTYN K ceTn UHTepHeT;

e /[lnuHa npeghuxkca — aHanor macku noacetu B IPv4. OnpenenseT, Kakaa 4yacTb agpeca onpeaenset
NoAceTb, @ Kakaa XocT. MaKkcumasnbHOe 3HaYeHue AnHbI npeduKkca — 128, B HacTosAllee Bpems
yale BCero ucnosbsyetca npedpukc 64;

e |Pv6-LLnto3 no ymonvaHur — IPvb-agpec wnto3a, MCNob3yeMoro No YMOYaHUIO;
e |Pv6-MNepBuuHbIt DNS — IPv6-agpec nepsmuyHoro DNS-cepsepa;
e |Pv6-BtopunuHbiii DNS — IPv6-agpec BTopmyHoro DNS-cepsepa.
2. MNpw BbIbope pexknma «ABTOKOHPUrypupoBaHue» 6yayT AOCTYMHbI CAeAyioLme HaCTPOMKM:

e Pexum aemoKoHgu2ypupo8aHUs — cnocob Mosy4yeHUs HacTpoeK MOAKAOYEHUSA YCTPOMCTBA K
BHeLlHel ceTu:

— SLAAC - nonydyeHue HacTpoeK IPv6 uyepe3 coobuieHune «Router Advertisement»
npotokona ICMPv6;

— Stateless — nonyyeHune HacTpoek IPv6 yepes coobuieHme «Router Advertisement (RA)»
npotokona ICMPv6, 3anpoc HegocTatowmx napametpos yepe3 DHCPVG;

—  Stateful — nony4yeHune HacTpoeK IPv6 yepes npotokon DHCPv6.

e [lonyyums adpeca DNS-cepsepos asmomamuyecku — cnocob nonyyeHuns agpeca DNS-cepBeposB:
aBTOMATUYECKM UM BBECTU CAMOCTONTENbHO, KaK Npu BbiIbpaHHOM pexxmnme «Staticy;

e AnbmepHamusHbili Vendor ID (onyua 16) — HacTpolika aHanorMyHa Hactporike B IPv4 (cm. NyHKT
3.4.2.1 MoameHto «MNHTepHET»), AOCTYNHA NpU BbIOPAHHOM peXKUMe aBTOKOHOUIYpUpPOBaHMUSA
«Stateless» nnn «Stateful» nnmn sBkntoueHHo HacTpolikm «PaspelwmnTsb prefix delegation».

JlokanbHasa cemo

e Paspewums prefix delegation — paspewunTb Bblgayy XOCTam J0KanbHOW ceTn IPv6-agpecos u3
NoACeTH, NOJlyYeHHOM Yepe3 aBTOKOHUTYPUPOBaHME BO BHELLHEN CeTyu;

e Pexum aemokoHguzypuposaHua LAN — Bbibop cnocoba nonyyeHuss HACTPOEK MOAKAHOYEHMS
XOCTOB K /IOKa/IbHOM ceTu:

— SLAAC - nonydyeHne HacTpoek IPv6 uepe3 coobuweHne «Router Advertisement»
npotokona ICMPv6;

— Stateless — nonyyeHune HacTpoek IPv6 yepes coobuieHme «Router Advertisement (RA)»
npoTtokona ICMPv6, 3anpoc HegocTatowmx napameTpos yepe3 DHCPvVG;

—  Stateful — nony4yeHune HacTpoeK IPv6 yepes npotokon DHCPv6;

—  Off — aBTOKOHOUIYpMpPOBaHUE OTK/IOYEHO, CeTEBbIE HACTPOWKK IPV6 Hy»KHO 3asaBaTb Ha
XOCTax B Py4HYIO.

e |Pv6-adpec ycmpolicmea — IPv6-aapec ycTponcTBa B 10Ka/IbHOM CeTy;
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o [lnuHa npegukca LAN — onpegenseT annHy npeduKkca NoKanbHON cetu;

e  UWHmMepsan omnpasKku Router Advertisement, ¢ — WHTepBan BPEeMEHW, B TEUYEHUE KOTOPOro
ycTpolicTBa oTnpasnaseTcsa coobuieHmne RA npotokona ICMPV6 ¢ HacTpoKamm ceTu A/1a XOCTOB.

3.4.2.6 MNoameHto «DHCP Relay»

Hactpoika DHCP Relay

BrnuinTe 9
MHTepdenc DHCP Relay LTE v

IP agpec cepeepa DHCP

Hacmpolika DHCP Relay

e BKa0YUMb — NO3BONAET BKAKOUUTb UM OTKAOUYUTL MCNOJIb30BaHMeE HacTpoiku DHCP Relay.

e UHmepgpelic DHCP Relay — no3BonAetr BblbpaTb WHTepdeic, uyepes KoTopbit 6byaet
ocyuwecTBnaTbca perpaHcaauma DHCP-nakeToB.

e |P-adpec cepsepa DHCP — no3sonseT 3afaThb agpec XocTa, Ha KOTOpoM 3anyueH cepsep DHCP.

3.4.2.7 NoameHto «QOS»

B nogmeHto «QoS» ocyLLecTBAsSETCA HAacTPOlMKa NpuopuTeToB 06paboTkm TpadmKa 1 TUMNa ovepesen.

HacTtpoiika QoS

KOHTpOMNb NOTOKA

BbiGop NpUOpUTETOB DSCP v
Tun o4epeu Strict v
Hacmpolika QoS
(] KOHmpOﬂb nomokKka -— BKnIOLIeHMe/BbIKﬂIO‘-IEHMe KOHTpPOAA CKOpPOCTHN, C KOTOpOﬁ NMOTOKU

onpeageneHHoOro snaa Tpacbm(a nepeaarTcAa BO BHELWHIOK CeTb,

« Mpw BKIOYEHHOM KOHTPOJ1Ee NOTOKA HAaCTPOIKU NPUOPUTETOB HEAOCTYMHbDI

e Boelbop npuopumemos — Bblbop cnocoba NnpuopuTnsaumnmn Tpaduka:

— DSCP — mexaHu3m KnaccuduKaumu, ynpasiaeHus TpadUKoM M obecneyeHus KayecTsa
0b6CNyKMBaHUA NOCPEACTBOM NPUOPUTETOB;

— 802.1p — npusHaK (gpyroe HasBaHue CoS — Class of Service), ycTaHaBAMBAeEMbIA Ha
nucxopAwWmMe ¢ AaHHoro uHTepdeiica IP-naketbl. MpuUHUMaeT 3HayYeHus oT 0 (Hu3wwuid
npuopuTeT) Ao 7 (HaMBbICWNI NPUOPUTET).
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e Tun oyepedu — BbIOOP AUCLMNIMNHBI 06CNYKNUBAHUM oYepeseit:

—  Strict — gucumnanHa obcnyKMBaHUA oyepenei, Npu KOTopoi TpaduK ¢ bonee HU3KUM

NpMOpUTETOM NepeaaeTca, TONbKO KOrAa yXe nepedaHa ovyepedb ¢ 60/ee BbICOKMM
NPUOPUTETOM;

— WRQ - paucumnavHa ob6cCayXuBaHMA oyepesen, npu KOTOpoM [AO0CTyrnHasa noJsoca
NPONyCcKaHUA AeNNTca MexKay odepeaamn NponopLmoHaabHO NPUOPUTETY.

lMpuopumem 0..5 — onpegenaeTca Bec npunopuTteTa B AnanasoHe ot 1 go 127,
yem BbllLe BEC, TeM NpuopuTeTHee TpaduK.

3.4.2.8 MNoameHto «lennuHr Tpapuka»

B nogmeHto «lUelnuHr TpaduKka» MONKHO OrpaHMUUTL BXOAALLYIO U UCXOAALLYIO CKOPOCTM TpaduKa Ha
NpPoBOAHOM UHTepdeice.

WennuHr Tpacuka
OrpaH14yerne CKOpPocTH
WHTepdheiic LLleANMHF BKNHOYEH
Bxogswui Tpadmk Wexogawmin Tpadmk
LAN 1 % BbIKIT0YeHD - -

UWelinuHe mpaguKka

[aHHOoe nogMeHio NpeacTaBneHo B BMAe Tabsuubl, B KOTOPOM HaNpoOTMB MMeHU MHTepdelica yKasaH
CTaTyC WEeMNNUHra Ha HeM M 3HAYEHUS MAKCMMAa/IbHO PaspelleHHbIX CKOPOCTEN BXOAAWEr0 M MCXOAALLEro
Tpaduka. [1ns Toro 4Tobbl NepeiTH K HaCTPOIMKam onpeaeneHHoro nHTepdeiica, HaxkmuTe Ha ero HasBaHue.

LWeinuHr Tpaduka Ha uHTepdelice "LANT"

BrnounTe WeANWHT

OrpaHuyeHne CKOPOCTH BXO4ALLEND
Tpauka, kbutic

OrpaHudeHne CKOPOCTH MCXOAALLEMD
Tpathuka, kbut/c

LetinuHe mpaguKka Ha uHmMepgelce

e Brmoyums welinuHe — npu YycTaHOBAEHHOM ¢nare  BKAKOYEHO OrpaHMYeHMe CKOPOCTU
BXOAALLEr0, UCXOAALLEro Tpaduka;

— OepaHu4yeHue ckopocmu exodAawe2o/ucxodawezo0 mpagpuka, Kbum/c — MmakCMmanbHas
CKOpoCTb BXxoasuwiero/ucxoaawero Tpadpmka B Kbut/c B ananasoHe ot 0 gao 1048576

KBUT/C, War M3MEHEHMA CKOpOCTU BXxogsAllero Tpaduka coctasnaer 16 K6ut/c, a
ncxopgauero 64 kéur/c.
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3.4.29 NoameHio «DHCP-cepsep»

B noameHto «DHCP-cepBep» BbINOAHAOTCS HACTPOMKKU nokanbHoro DHCP-cepBepa, ycTaHaBAMBalOTCA
CTaTUYecKMe NpUBA3KN a4 PeCcoB.

Yctpoiictea WB-10P v WB-11P vMmeloT BO3MOMKHOCTb MOCPEACTBOM MPOTOKOMA AMHAMMYECKOro
KoHdurypuposaHma (DHCP — Dynamic Host Configuration Protocol) aBTomaTtnyeckn HasHauaTb IP-agpeca u
Heobxoaumble Ans BbixoAa B MHTepHeET napameTpbl KOMMbOTEPaM, NOAKAOYeHHbIM K LAN-uHTepdelicy. Ero
MCNONb30BaHWE MNO3BOMIAET U3be)aTb OrpaHMYeHUn pPydyHOM HacTpoiKuM npoTtokona TCP/IP. DHCP-cepsep
OOCTYNEeH aNna KOHPUIrypmMpoBaHMA, TONIbKO €Cn cepBUC MHTEPHET HAaCTPOEH B PEXKMME MapLLpyTM3aTopa.

Hactpoikn DHCP-cepeepa

BrnwcumnTe
HauyaneHein IP-agpec 192 165.18.1
KonuyecTeo agpecos 254

Cpok apeHanl (B MHHYTaX) T20

CTaTtu4eckne NpUBA3KM aOpecos

Hma MAC-agpec IP-appec

Hacmpoliku DHCP-cepsepa

e BKawouumoe — npu ycTaHOBAEHHOM dnare BKAOUYMTb SIoKanbHbii DHCP-cepsep;
e Ha4anbHobili IP-adpec — HavanbHbIN agpec nyna IP-aapecos;
e Kosnuyecmso adpecos — KONMYECTBO afipecoB B Ny/e;

e CpoK apeHObl (8 MUHYymax) — YCTAHOBKA MaKCMMaJAbHOrO BPEMEHM WCNOJIb30BAHMUSA
NOAKNOYEHHbIM ycTpoincTBom IP-aapeca, HasHayeHHoro DHCP-cepBepom, MUHYTbI.

[na BCTyNnAeHWs B CUY HOBOM KOHOUIypaLMM M 3aHECEHUS HAcTPOeK B 3HEepProHe3aBUCHMMYI0 MaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». QN5 OTMEHbI USMEHEHWUI HAXKMUTE KHOMKY « OmMeHa».

/ MNpu nonbiTKe U3MEHUTb Hava/IbHblii agpec Ha 3HaYeHUe U3 ApPYroi NOACETU NO OTHOLLUEHUIO K
noacetu uHtepdeiica LAN — npoucxogutT aBTOMATMUYECKas YCTAaHOBKA Nyna Noj TeKyliee
3HauyeHue agpeca I0Ka/IbHOW NoAceTH.
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CmamuyecKkue npusasKu adpecos

Ona pobaBneHUs HOBOW CTaTMYECKOM MNPUBA3KM HaKMUTE KHOMKY «/Jobasume» W 3anonHuTe
cneayiolme nons:

COS,EI,&TI:. CTaTUHeCKy NpUBA3KY ajpecoB
A
MAC-agpec -

IP-agpec

e UMA — MmA TeKyLLEN CTaTUYECKON NPUBA3KY;

e MAC-agpec — ycTtaHoBKa ctatnyeckoro MAC-agpeca. 3agaetca B dopmate XX:XX:XX:XX:XX:XX,
BO3MOXKeH Bbl6op agpeca NoAKAOUYEHHbIX YCTPOWCTB M3 BCM/bIBAIOLWLENO MEHIO;

e |P-agpec —ycTaHoBKa ctatnyeckoro IP-agpeca gna ykasaHHoro MAC-agpeca.

KoHdurypuposaHme ctaTMYeCcKMX NPMBA3OK None3Ho, ecin Bam Heobxogmmo, 4Tobbl onpeaeneHHomy
KOMMbloTepy, NnoakatodeHHomy K LAN-nHTepdeicy ycTpoincTBa, Bcerga HasHadasica onpeaeneHHbli IP-agpec.

Haxkmunte KHonKy «lpumeHume» pna BHeceHna IP-agpeca B CNMCOK ctaTudeckmx IP-agpecos gna DHCP-
cepsepa. [1n1a oTMeHbl U3MEHEHUIN HAXKMUTE KHOMKY «OmmeHa».

[na yganeHus agpeca u3 cnucka HeobxoaMmMo yCTaHOBUTL ¢ar HaNnpPOTMB COOTBETCTBYIOLLEN 3anucK U
HakaTb Ha KHOMKY «Y0aaumo».

3.4.2.10 MoameHto «JloKanbHbIi DNS»

B noameHto «/lokanbHbili DNS» npoussBoamutca KoHoUrypupoBaHuMe nokanbHoro DNS-cepsepa
ycTpoicTBa nytem fobasneHua B 6asy nap IP-agpec — LOMEHHOE UMA.

NoKkanbHbli DNS nossossfeT w3y noayuyntb |IP-agpec B3aMMOAEMCTBYIOLWLEro YCTPOWCTBA NO €ero
ceTeBOMy MMeHM (xocTy). B cnyyae otcytcTBua cepsepa DNS B cermeHte ceTu, KOTOPOMY MPUHALNERWUT
TEPMUHA, HO NPU HEOBXOAMMOCTN MapLLPYTM3aLMKN NO CETEBbIM MMEHAM, MOXHO MCMO0/1b30BaTb «J/IOKaibHbIN
DNS». Mpu 3TOM HEOBXOAMMO 3HATb YCTAHOBNEHHbIE COOTBETCTBUSA MEXAY MMEHAMM y3/10B (XOCTOB) U ux IP-
afpecamu.

MmeHa y3nos
OomeHHOe UMA IP-anpec
oca 127.0.01
=+ [lo6asuTb & YaanuTe
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Hacmpolika y3nos

Ona pobaeneHns agpeca B CMMCOK HEOBXOAMMO HayKaTb KHOMKY «/Zobasumb» n B OKHe «Co30amb
coomeemcmaue» 3anoNHNUTb CAeaytoLlme Nons:

CospaTe cooTBETCTBME

LomeHHoe uMA local

IP-agpec 127.0.0.1

e JlomeHHOe nmAa — uma y3na;
e |P-apgpec—IP-agpecy3na.

Haxkmute KHOMKY «[TpumeHUMb» ANs CO3LaHUA COOTBETCTBUA IP-appec — gomeHHOe umA. [ OTMEHbI
U3MEHEHWUW HaXXMUTe KHOMKY «OmmeHa». [Qna yAaneHus 3anucyu U3 CnmMcka HeobxoAMmo yCTaHOBUTb dnar
HanpPOTMB COOTBETCTBYIOLLEN 3aMNCK U HaKaTb Ha KHOMKY «YOaaumo».

3.4.2.11 nNopmeHo «NAT u npo6bpoc nopToB»

B noameHio «NAT 1 npobpoc NopToB» BbINONAHAETCA HAaCTPOKKa npobpoca noptos (ports forwarding) u3
WAN-unHTepoeiica B LAN-uHTepdeiic. MogmeHo 40CTYNHO, TO/IbKO ecnun cepBuc MHTepHET HAacTPOEH B pexxnme
MmapLipyTusaTopa.

NAT — (Network Address Translation) pexum TpaHCAAUMM CETEBbIX afpPecoB — MO3BOSAET
npeobpasosbiBaTb IP-agpeca u ceteBble noptbl IP-naketos. Mpobpoc ceTeBbix NOPTOB Heobxoaum, Koraa
TCP/UDP-coeamHeHue ¢ noKanbHbIM (MoakntoveHHbIM K LAN-uHTepdeiicy) KomnbioTepomM yCcTaHaBaMBaeTcA n3
BHeLlHen ceTu. JJaHHOe MeH0 HacTpoeK NO3BOAAET 3a4aTb NPaBW/A, paspeLlatoLLne NPOXOXKAEHME NAKETOB U3
BHELIHEN CeTM Ha YKa3aHHbI aapec B JIOKA/NIbHOW CeTU, TeEM CaMbiM [enasd BO3MOXHbIM YCTaHOBMEHME
coeanHeHuna. Mpobpoc NopToB rnaBHbIM 06paszom HeobxoauM Npu Mcnonb3oBaHUK torrent- U p2p-cepBUCOB.
[lna 3TOro B HacTpoiKax torrent- an p2p-KAMEHTa HYKHO NOCMOTPETb MCMob3yemble UM TCP/UDP-nopTbl 1
334aTb 4S9 3TUX MOPTOB COOTBETCTBYHOLWME NpaBuaa npobpoca Ha IP-agpec Bawero komnbloTepa.

HacTtpoiikm NAT

Paspewnte MAT &

Mpaeuna NAT

Tun . 1P MNopTw P NopTol IP nocne MopTw nocne
HWmn Wnrepdrenc MpoTokon
npasuna HCTOYHMES MCTOYHMER NONy4aTens nony4aTens npecbpasosaduA  npecbpasosaduA
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MckniodeHna NAT

(pu oMENMOYEHHOM MECKEpa0UHEE NDSSUNE PAIPEWENM MpaHcnRLU sdpecos 4R 3a0atHel [P-adpecos

Hma NokaneHen IP-agpec

Hacmpolika npasuna NAT

Ana p

obaBneHna Hosoro npasuna NAT HaKmuTe KHOMKY «/Jo6asumeb» W B OTKPbIBLIEMCA OKHe

«Co30ames Hogoe npaeus1o» 3anONHUTE cheayrowme nona:

Co30aTh HOBOE NPaBUNO

Mm=

Tun npaewna DMAT ¥
WuTepdenc LTE ¥
IP-agpec IP ncTosruEa ¥
MpoTokan TCP ¥

IP-agpec ncTodHuEa

MopT HCTO4HWER

OwanasoH

IP-agpec nocne npeolpasosaHHe

Mma — Ha3BaHWe npasuna (none 06s3atenbHO 415 3aN0HEHUA);

Tun npasusaa — Bblbop TMNa npasuaa: SNAT, DNAT, MASQUERADE;
Uumepdgelic — Bbibop UHTepdelica, Ha KoTopom byaet paboTtaTb NPaBUNo;

IP-adpec — no3BonAeT Bbl6paTb, NO KakKnMm agpecam 6yp,eT onpenenAaTbCA, YTO NAKEeT nonagaeTt
noa gaHHOE npaBuio;

MpomoKkon — BbIGOP NPOTOKONA NaKeTa, Monajatowero noa gaHHoe npasuno: TCP, UDP,
TCP/UDP;

IP-adpec ucmoyHuka/IP-adpec noay4amens — B 3aBUCMMOCTU OT PEXKMMa, BbIGPaHHOro B nosne
«IP-adpec», MOXKHO yKa3aTb afpeca, No KOTopbiM ByaeT onpeaensTbCa, YTo NaKkeT NonagaeT nog
AaHHOe NpaBuno;

Mopm ucmoy4Huka/Mopm noayyamesna — B 3aBUCMMOCTM OT pPeXKMMa, BbibpaHHOro B none «/P-
aopec», MOXHO YKasaTb MOPTbl, MO KOTOpbIM ByaeT onpeAenaTbCs, YTO MakeT nonagaeT nog
[JaHHOe NMpaBuo;

Jluana3oH — npu ycTaHOBKe AaHHOro ¢iara, BMECTO OZHOro NopTa MOXHO 3a4aTb AManasoH;

IP-adpec nocne npeobpa3zoeaHusa — agpec, Ha KOTopbli ByaeT 3aMmeHEH aapec OTNpaBuTens Uan
aZipec nosy4yatens, B 3aBUCMMOCTU OT 3HAYEHUs Nona « Tun npasuaa».
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Hacmpolika uckaroyeHua NAT

Coanate UckniodeHne NAT
Mma

Nokanexesd IP-agpec -

Ons pobasneHus HoBoro mckaoueHMAa NAT HaxkmuTe KHOMKy «Jobasumos» U B OTKPbIBLUEMCS OKHe
«Co3pgatb nckatodeHme NAT» 3anonHUTe cheaytowme nona:

. Mma — Ha3BaHKWe npasuna (none obAsaTenbHO Aana 3aI'IOJ'IHeHM‘r'|);

e JlokanbHbIM IP-agpec — agpec n3 soKanbHOM noaceTu, AnsA KoToporo byaeTt paboTaTb Tekyuiee
nckAodeHne. MoskHo BbIBpaTb agpec M3 BbiMadalowWwero meHio, rae otobparkatorca IP-agpeca,
nob6asneHHble B ARP-Tabnmuy.

HaxkmuTe KHonMky «/TpumeHume» Ana gobasneHns HOBOro npasmaa. 4aa oTMeHbl U3SMEHEHUIN HAXKMUTE
KHOMNKY «OmmeHa».

Ana ypaneHua npasuia n3 CNucKa HeO6XOAMMO YCTaHOBUTb d)nar HanpoTtus COOTBeTCTBYPOLLI,El\;I 3anncn un
HaXaTb Ha KHOMKY «Ypanutb».

3.4.2.12 NoameHIo «CeTeBOW IKpPaH»

B noameHto «Cemesoli sKpaH» yCTaHABAMBAOTCA MpPaBU/IA MPOXOXKAEHUA BXOLALLEro, UCXOAALLErO W
TPaH3UTHOro TpaduKa. MmeeTcA BO3MOMKHOCTb OrpaHW4YMBaTb MNPOXOXKAeHWe Tpaduka pasHoro Tuna
(BXO4ALWNN, UCXOAALLMNA, TPAH3UTHDIN) B 3aBUCMMOCTM OT NPOTOKONA, IP-agpecoB MCTOYHMKA M HAa3HAYeHUs,
TCP/UDP-NopTOB UCTOUYHMKA W Ha3HavyeHus (ans npotokona TCP nan UDP), Tuna coobuieHua ICMP.

[MpoBepka NakeToB ¢ XpaHeHWeM COCTOAHMIA

Pexum SP1 =

[Mpaewna ona exogAwlero Tpaduka

Wmn MpoToken Anpec oTNPaEXTENA MNopTol oTNpaEMTENA MopTel nony4aTens OencTene

lMpaewna ana ucxogauwlero Tpaduka

Wmn NpoToken MNopTel oTARAEMTENA Anpec nonyyarens MopTel nonyYyaTens OeHcTEHE

MNpaewna ONA TPAHAUTHOM TpaduKa

Wmn MpoTokon Anpec oTNpaEXTENA MopTel oTNpaEWTENS Anpec nony4atens MNopTel nonyyatens OedcTene
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[IposepKa Nakemos ¢ xpaHeHUem cocmosHul

B fl@aHHOM NYHKTE BO3MOXHO BK/OYEHME/OTKIOYEHME NPOBEPKMN NAKETOB C XPaHEHNEM COCTOAHNN (SPI).

Hacmpolika npasun cemegoz2o skpaHa

[na pobaBneHus HOBOro MpaBWia HaXmuTe KHOMKY «Jobasumb» v B OTKpbiBLIEMCA OKHe «Co3aaTb

HOBOE MPaBU/IO» 3aMN0/IHUTE c/ieaytolme Nons:

HobaeunTe npasuno

MmaA
Tun Tpaguka BrofAwmia A
MpoTokon TCP v

Afpec oTNpasuTens
MopTel OTNpaBUTENA 0
MopTel nony4yaTens 0

NefcTene MponycTHTE v

] YImaA — Ha3BaHue npasunna;

e Tun mpaguka — Bblbop TMNa TpaduKa, Ha KOTOPbIA pacnpocTpaHAeTcs AelcTBue AaHHOro
npasuna:

—  Bxooswwuli — BXOOAWMK Ha  ycTpolcTBO TpaduKk (nosnyyatenem  sBaAeTca
HenocpeacTBEHHO OAMH M3 CeTeBbIX UHTepdelicoB ycTpoicTea). Mpu Bbibope gaHHOroO
TMna TpaduKa ANa pesakTMPOBaHUA CTaHYT AOCTYMHbI CAeaytolme nons:

Adpec omnpasumena — 3aAaeT HadanbHblt IP-agpec otnpasuTenda. Yepes
cumBon "/" MOXHO yKa3aTb MacKy noAacety B GopmaTax XXX.XXX.XXX.XXX WU XX,
Hanpumep, 192.168.16.0/24 nan 192.168.16.0/255.255.255.0, 4T06bI BbIAEANUTD
Cpasy uenblii AManasoH aApecos (3anucb macku B Buae /24 cooTsetcTeyeT
3anucu /255.255.255.0);

—  Ucxodawuli — ncxoaawmini ¢ ycTpoictea TpaduK (TpaduK, reHepupyemblid N0KasIbHO
YCTPOMCTBOM C OAHOr0O U3 ceTeBbiX MHTepdeiicos). Mpu Bbibope gaHHOro TMna Tpaduka
ONA PefaKTMPOBAHUA CTaHYT AOCTYMHbI Ceaytowme nons:

Adpec nonyyamensa — 3agaet IP-agpec nonyyatena. Yepes cumson "/" MoKHO
YKasaTb MacKy noacet B GopmMaTtax XXX.XXX.XXX.XXX WAM XX, Hanpumep,
192.168.18.0/24 wan 192.168.18.0/255.255.255.0, u4To6bI BbIAEAUTL Cpasy
Lenblii AgnanasoH aapecos;

—  TpaH3umHbIl — TPaH3UTHLIA TpaduK (TpaduK, NpoxoaAlWMiA MeXKaYy OBYMS CeTeBbIMU
nHTepdericamm, Korga oTnpaBuTeiem U NosyyaTesem SBASIOTCA BHELWHME YCTPOMCTBA).
Mpu BbIBOpe AaHHOro TMNa TpadmrKa AN PeaakTUPOBAHMUA CTaHYT AOCTYMNHbI caeaylowme
nons:
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Adpec omnpasumens — 3apaet IP-agpec otnpasutena. Yepes cumson /"
MOXHO YKa3aTb MacKy noacety B GopmaTax XXX.XXX.XXX.XXX WA XX, Hanpumep,
192.168.16.0/24 wnn 192.168.16.0/255.255.255.0, 4T06bI BbIAEAUTL Cpasy
Lenbli AgManasoH aapecos;

Adpec nosnyyamensa — 3apaet IP-agpec nonyyatensa. Yepes cumeon "/" MoxKHO
YyKa3aTb Macky noacetm B (OPMATaX XXX.XXX.XXX.XXX WKW XX, Hanpumep,
192.168.18.0/24 wan 192.168.18.0/255.255.255.0, 4T06bl BbIAEAUTL CPasy
Lenbli AManasoH aapecos;

(] /7pom0K0ﬂ — NPOTOKO/1 NaKeTa, Ha KOTOprﬁ pPacnpoCcTpaHAETCA AEVICTBMG AaHHOTo npasuna:
TCP, UDP, TCP/UDP, ICMP, nto60ii.

e Jlelicmsue — pelicTBue, coBepllaemoe Hag, naketamu (oT6pocuTb/MponycTuTh).
Mpwu BbIGOpe npoTokonos TCP, UDP, TCP/UDP ana peaakTMpoBaHua 6yayT AOCTYMHbI HACTPOMKMN:

e [lopmsl omnpasumesns — CNUCOK NOPTOB OTMPABUTENA, NMaKeTbl KOTOporo 6yayT nonagaTb nog
AaHHOe npasuao (AonyckaeTca yKasbiBaTb IM60 OAMHOYHLIM NopT, AM6o yepes “-“ gmanasoH
NnopToB); ANA YKa3aHWs BCeX MOPTOB BBeAgMTe AnanasoH «0-65535»;

e [lopmesl nosy4amens — CNUCOK MOPTOB MOAy4YaTens, MaKeTbl KOTOporo 6yayT nonagatb nog,
OaHHOe NpaBuao (JOMyCcKaeTcA yKasbiBaTb MO0 OAMHOYHBIM MOPT, AMBO Yepes “-“ amanasoH
NnopToB); AN YKa3aHWs BCeX MOPTOB BBeAMTe AnanasoH «0-65535»;.

Mpu Bbi6Ope NpoTokona ICMP gna peaakTMpoBaHMA 6yayT AOCTYMHbI HACTPOWKK:

e Tun coobuwjeHUAs — MOXHO co34aTb NPaBUIO TONbKO Ans onpedeneHHoro Tuna ICMP-coobuweHua
nnbo ana Bcex.

Haxkmute KHOMKy «lpumeHnTb» ON1A A06aB}'IE'HMFI HOBOro npasuna. na oTmeHbl NU3MEHEHUN HaXKmuUTe

KHOMKY «OTMeHa». Ona  ypaneHna 3anucm U3 CNUCKa HEO6XOAMMO YCTaHOBUTb d)nar HanpoTuB
COOTBeTCTByIOUJ,eﬁ 3aMNnCU U HaXKaTb Ha KHONKY «Y4annTb».

3.4.2.13 MNogmeHto «Punbtp MAC»

B noameHto «®unbtp MAC» BbINOAHAKOTCA HAacTpoMKa punbTpaums goctyna no MAC-agpecy.

[ocTyn K ycTponcTBy

PesUM hunbTpa NPoBOaHOI CETH BhIKNOHEHD v

HacTtpoiiku orpaHuyeHus gocryna

e Pexum cunempa npogooHol cemu — onpeaenseT NOAMTUKY AOCTyNa K YCTPOWCTBY yepes
nposoaHol nHtepdeliic Ethernet:

—  BeikntoyeHo — ounbTpauma no MAC-agpecam OTKAKOYEHA — BCEM K/MEHTaM paspelueH
[OCTYN K YCTPOICTBY;

—  YépHobil cnucoK — B JaHHOM pexnme paboTtbl dpuabTpa KaneHtam, MAC-agpeca KOTopbix
yKasaHbl B «Cnucke MAC-agpecoB», 3anpeweHo MOAKAYATbCA K  YCTPOWCTBY.
KnneHtam, MAC-agpeca KOTOpbIX He yKa3aHbl B CMIUCKe, JOCTYN K YCTPOMCTBY PaspeLleH;
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—  bBenwbili cnucok — B jaHHOM pexunme paboTbl puabTpa KnneHTam, MAC-agpeca KOTopbIX
yKkasaHbl B «Cnmcke MAC-agpecoB», paspelleHo MNOAKAYATbCA K YCTPOMCTBY.
AboHeHTam, MAC-agpeca KOTOpbIX B CMMUCKE HE YKa3aHbl, MOAK/NOYEHME 3aNpPeLLEHO.

Cnucok MAC-appecos

B cnucok MoxKHO BHect Ao Tpuauatm MAC-agpecoB KAMEHTOB, AOCTYN KOTOPbIX K YCTPOWMCTBY
peryanpyeTcs HacTPOMKOM pexnma punbTpa.

Cnucok paspelwénnbix MAC-agpecos. MNMpoeoaHas ceTb

MAC-agpec

Cnucok aanpelwéHielx MAC-agpecoe. lNpoBogHas ceTb

MAC-appec

Ona nobaBneHns HOBOFO KJAMEHTA B CMUCOK Ha*KmuTe KHOMKy «Jobasume» n Beeante ero MAC-agpec
nnu Bblbepute MAC-agpec XocTa, NOAKMOYEHHOTO K YCTPOMCTBY.

[na BCTyN/ieHWs B CUYy HOBOM KOHOUIypaLMu M 3aHECEHMs HAcTPOEeK B 3HEProHe3aBUCHMMYIO MaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». QN5 OTMEHbI USMEHEHWUIN HAXKMUTE KHOMKY « OmMeHa».

3.4.2.14 TMopameHto «MapwipyTusauma»

B nogmeHio «MapLipyTm3aLmsa» yCTaHaBAMBAIOTCA CTaTUYECKME MApPLLPYTbl YCTPOMCTBA.

MapLwpyTusayus

WmA AApec HasHA4eHUA Macka noaceTu LWinks MeTpuka

RIP

Biniouuth RIP ¥
WAN

BKMIO4UTE RIP HA WAN &
Cnocos ayTEHTHDHKALMH BhIKT. v

Bepcua npotokena 1 v
LAN

Bknio4uts RIP Ha LAN - &
Cnocob ayTeHTUdhHKaLnK Bhikn v

Bepcna npotokona 1 v
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Mapwpymu3sauus

Ana ,D,O6aB!'I€‘HMF| HOBOTO MapulwpyTa HaXXMUTE Ha KHOMKY «ﬂ'06aBMTb» M 3anonHUTE cheagytowme nona:

HoBaBuTb MapLpyT

Benicdute
Hma
Anpec HasHa4YeHWA
Macka nogcetw
LLireos

MeTpuka

e BKAOYUMb — NPY BKAOYEHHOM diare MapLIpyT aKTUBEH;

] YImA — Ha3BaHue MapLwpyTa, UCNoab3yeTca AnAa yAO6CTBa BOCNPUATUA YENNOBEKOM;

e Alpec HasHauyeHus — IP-agpec XocTa MAM NOACETU HA3HAYeHWA, A0 KOTOPbIX HeobxoaMmo
YCTAHOBUTb MapLUpyT,;

e Macka nodcemu — macKa nogcetu. [na xocTa mMacKa MoAceTy YCTaHaB/MBAETCA B 3HavyeHue
255.255.255.255, ana nogcetn — B 3aBUCMMOCTM OT €€ pasmepa;

e LUlno3 — IP-agpec Wwto3a, Yepes KOToPbI OCYLLECTBAARTCA BbIXOA, Ha «AOpec Ha3HAYeHUA»;

e Mempuka — No3BO/IAET 33a4aTb YMC/IO NepexofoB («xonoB») Ana Bblbopa ONTUMANbLHOIO
MapuipyTa.

RiP

Ona BknoveHua npotokona RIP cneayeT akTmBupoBaTb nNapameTtp «BrawouuTtb RIP». 3710 BKAOUMT
aHOHCMPOBaHME MapLLPYTOB NPOBOAHOIO MHTEpdeiica:

e Cnocob aymeHmugukayuu — BblbpaTb cNocob ayTeHTUdMKaLMM Nepes 0OMeHOM MapLLpyTaMm €
cocefHMM MapLLpPyTM3aTOPOM: BbiKA/Tekct/MD5X;

e [laponb 04 aymeHMU@UKAUUU — NAposb, UCMONAb3YEMbIN MPU ayTEHTUPUKALUN C COCELHUM
MapLpyTU3aTOPOM;

e Bepcusa npomokosna — ncnonbzyemas sepcua npotokona RIP: RIPv1, RIPv2, RIPv1+RIPv2.

[na BCTyNnNeHWa B CUAYy HOBOM KOHOUIypauMu M 3aHECeHMs HAcTPOeK B 3HEepProHe3aBUCHMMYI0 MaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». QN5 OTMEHbI USMEHEHWUI HAXKMUTE KHOMKY « OmMeHa».
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3.4.2.15 NoameHo «AuHammnueckuit DNS»

B noameHto «AuHammnyeckmnin DNS» BbinoHAETCA HAaCTPOMKa COOTBETCTBYIOLLENO CepBUCa.

JAuHamuyeckuii DNS (D-DNS) nossonseT uHpopmaumm Ha DNS-cepsepe 06HOBAATLCA B peasbHOM
BpeMeHn U (No KenaHuo) B aBTOMATMYECKOM pexume. [pumeHseTca Ana Has3HavyeHMA MOCTOSHHOTO
AOMEHHOIO MMEHM YCTPOMUCTBY (KOMNbIOTEPY, pOoyTepy) ¢ AMHaMmmnYeckum IP-aapecom.

OunHamnueckunii DNS yacTo npumeHsAeTca B NOKaNbHbIX CETAX, IAe KAneHTbl noaydatot IP-agpec no DHCP,
a NOTOM pernucTpupytoT CBoU UMeHa Ha nokanbHom DNS-cepsepe.

OunHamunvecknin DNS

Brniounte D-DNS 1+
Mposaigep D-DNS dyndns.org A
Mma nonb3oBartens

Maponb

[oMeHHOE UmA 0
OoMeHHoe uma 1
[OMEHHOE UMA 2
[OMEHHOE UMA 3
[OMEHHOE UMA 4
[OMEHHOE UMA 5
[OMEHHOE UMA 6
[oMeHHOE UMA 7
[OMEHHOE UMA §

[OMEHHOE HMA 9

e  Bxarwyume D-DNS — npu yctaHoBieHHOM ¢dnare cepsuc D-DNS akTUBEH M Ana peaakTMpoBaHUA
OOCTYMHbI CeAyroLLne HAaCTPOMKM:

e [Iposalidep D-DNS — HasBaHue npoBaigepa D-DNS — BbibepuTe ogHOro nposaiigepa M3 cnmcka
AOCTYMHbIX;

e VIMA nonv3osamesis — UMs NONb30BaTeNs ANA AOCTyNa K y4eTHoM 3anucu cepsuca D-DNS;
e [laposb — naponb ans Aoctyna K yd4eTHoM 3anmcu cepeuca D-DNS;

o [omeHHoe umsa (0..9) — MOXKHO 3aperncTpuMpoBaTb A0 AECATU AOMEHHbIX MMEH YCTPOMCTBA
(0bbluHO TpebyeTca nuwb oaHo). O6HoBneHWe uHPopmaumm 06 IP-agpece ycTpoicTBa Ha
cepBepe Nposaligepa NPonCXoamuT Nepuoanyeckmn Yyepes 60 cekyHA.

[na BCTyNNeHWa B CUAYy HOBOM KOHOUrypaumMu M 3aHECeHMs HacTPOeK B 3HEeproHesaBMCHMMYI0 MaMATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI USMEHEHWUI HAXKMUTE KHOMKY « OmMmeHa».
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3.4.2.16 MNoameHo «SNMP»

MporpammHoe obecnevyeHne WB-10P no3BosnAeT NpPoBOAUTE KOHOUIYPUPOBAHME WU  MOHUTOPUHT
COCTOAIHMA YCTPOMCTBa, wMcnonbdys npotokon SNMP. B nogmeHto «SNMP» BbINOAHAKOTCA HACTPOMKK
napameTtpoB SNMP-areHTa. YCTpPONCTBO NoaaepusaeTt npoToKosbl Bepcnit SNMPv1, SNMPv2c, SNMPv3.

HacTtpoiika SNMP

BrniounTe SNMP - ¥
Maponk Ha YTeHWe public
Maponk Ha 3an1ck private
Afpec and npuéma Tpanoe vi
AZpec Ana npuéma Tpanos v2
Afpec anA npuéma coobweHui Inform
CHCTEMHOE MMA YCTpoiicTBa WEB-10P
KOHTaKTHaA MH@OPMaLMA NpoM3BoaHTENA Contact
MecTononoxeHue yeTpoiAcTea Russia

Maponk & Tpanax | trap

e Bkntouyumes SNMP — npu yctaHoBAeHHOM diare paspeLlleHo Ucnosib3oBaHWe NpoTtokoa SNMP;
e [laposb Ha YmeHue — Napo/b Ha YTeHWe NapameTpoBs (obwenpuHAaATbIn: public);
e [laposb Ha 3aMuUCb — NAPO/b Ha 3anncb NapamMeTpoB (0bLWenpuHATLIN: private);

e Adpec Ons npuéma mpanos vl — IP-agpec nan [OMEHHOe MMSA MNPUEMHMKA coobLieHui
SNMPv1-trap B dopmate HOST [COMMUNITY [PORT]];
e Adpec Ons npuéma mpanos v2 — |P-agpec Wan [OMEHHOe MMSA MNPUEMHMKA coobLieHui

SNMPv2-trap 8 popmare HOST [COMMUNITY [PORT]];

e Adpec 014 npuéma coobuweHuli Inform — IP-agpec UAM JOMEHHOE UMS NPUEMHMKA COObLLEeHMI
Inform B dopmate HOST [COMMUNITY [PORT]];

e CucmemHoe umsa ycmpolicmea — UMA YCTPOMCTBa;

o KoHmakmHaa uHgopmayua npoussooumesnis — KOHTAKTHas WHPopmauma npoussoauTens
YCTPOICTBA;

o MecmononoxeHue ycmpolicmea — UHGoOpMaLUsa O MECTOMO/OKEHMUM YCTPONCTBA;

e [laposab 8 mpanax — Napob, CoaepKalmiica B Tpanax (no ymonyaHuio: trap).

[Nna CcOXpaHeHWs W3MeHeHMI B OMepaTUBHYID MNaMATb YCTPOMCTBA HaxaTb KHOMKY «COXpaHUMob
usmeHeHuUA». nA 3anncy HacTPOeK B SHEPTOHE3aBUCUMYIO MaMATb HAXKMUTE KHONKY «[TpumeHUmMb».
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3.4.2.17 MNopgmeHo «KOHTPONDb CBA3UY»

B AaHHOM MOAMEHIO MOXKHO HaCTPOWUTb MOPOroBble 3HAYEHWA MapPamMeTPOB onpeaesieHMA KayecTBa
ocHOBHoro noggatodenns (USB1 nnm USB2), npu npeBbIllEHUM KOTOPbLIX BYAET OCyLWeCTBAEHO NepekatoyeHune
Ha pe3sepBHoe nogxatoyeHne (USB1 nam USB2).

KoHTpONk aKkTUBHOCTK KaHana

BrntouuTe
Mepuoa oSpalleHnA K CEpEEDaM, 300
TarmayT oxMaaHNA OTBETA OT CEPEEPA, MC 1000
Konwgecteo ICMP Echo Request 10
DSCP gna ICMP 56

Ping-cepeep 1

e BKawYumMb — NPy yCTaHOBAEHHOM diare CTaHOBATCA AOCTYMHbI CeAytoLine HaCTPOMKK:

e [lepuod obpaweHus cepgepam, ¢ — UHTEPBaN OTNPABKN NEPUOANYECKUX COOBLLEHNIA B CEKYHAAX
C Le/1blo NPOBEpPKMN AOCTYNHOCTM CepBepPa KOHTPOASA KayecTBa COeANHEHUS;

e Talimaym oxudaHus omeema om cepeepd, MC — eCnn He 6yaeT oTBeTa OT cepBepa, TO NO
UCTEYEHUN JAHHOTO MHTEpPBana BpemeHn ByaeT npovsseseHa NOBTOPHaA OTNPaBKa NaKeTos.;

e Konuuecmso ICMP Echo Request — KonnM4ecTBo NaKeToB, KoTopoe byaeT OTNPaBAATLCA Ha cepBep
AN NPOBEPKM KayecTBa CBA3W;

e DSCP 0na ICMP — 3HayeHne nona DSCP-3arosioBka IP-naketa ana ICMP-naketa c 3agaHHbIM
NOPTOM UCTOYHUKA,;

e Ping-cepsep 1.5 — IP-agpec, Ha KOTOpblii ByayT OTNPaBAATLCA 3anpocbl ANA MNPOBEPKM
AaKTUBHOCTU COeAUHEHMS.
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3.4.3 MeHro «Cucmema»

B meHto «Cuctema» BbINONAHAKOTCA HaCTDOVIKM CNUCTeMbI, BpeMeHHN, A0CTyNa K yCTpOVICTBy no pas3/IMYHbIM
NPOTOKO/1aM, MPOU3BOAUTCA CMEHA NapoaAa n obHoBNEHUE nporpammHoro obecneyeHuns YCTpOlZCTBa.

3.43.1 NopgmeHto «Bpema»

B nogmeHio «Bpems» BbIMONHAETCA HACTPOMKA NPOTOKOa CUHXPOHM3ALMK BpemeHu (NTP).

HacTpoiikn Bpemenn

Yacoeoi noAc Moscow, Russia r

ABTOMATUYECKWA Nepexod Ha NeTHes/ ¥
IMMHEE BpEMA

Mepexoa Ha neTHee BpemA - |- v - v
B| - r - L4
MNepexon Ha anMHes BpeMA - |- v v
B - v - L
CoBur BpEMEHN (MUH.) 60

Brnwuute NTP ¥

CepBep CHHXpOHW3auMm | pool.ntp.org

Hacmpoliku epemeHu

. Yacosoli nosc — nossonnet YCTaHOBUTb 4YacoBOW NOSIC B COOTBETCTBUMN C BAUMKANLLINM ropoaom B
Balwem pervoHe 13 3a4aHHOroO CNUCKa;

e Asmomamuuyeckuli nepexod Ha snemHee/3uMHee 8pemMs — NpPU ycTaHOBNeHHOM dnare byaer
nepexog Ha neTHee/3umHee Bpema ByAeT BbINONHATLCA aBTOMaTUYECKM B 3afaHHbIA Nepuop,
BpeMeHMU:

— [lepexod Ha nemHee 8pemMs — AeHb, KOTAa BbINOJHATL NEPEXOL, Ha IeTHee Bpems;

— [lepexod Ha 3umMHee 8pemMs — LleHb, KOTAa BbINONHATL NEPEX0L Ha 3MMHee Bpems;

— Cdsuz epemeHU (MUH.) — Nepuos BPEMEHU B MUHYTaX, Ha KOTOPbIW BbINOJHAETCSA CABUT
BPEMEHM.

e Brawoyums NTP — yctaHoBuTe dnar, ecim HeobxoaMMO BKAKOYMTb CUHXPOHU3ALMIO CUCTEMHOTO
BPEeMeHM yCTPOMCTBaA ¢ onpegeneHHoro cepsepa NTP;

e Cepsep cuHxpoHu3ayuu — IP-aapec/aomMmeHHOE UMA cepBepa CUHXPOHU3ALMN BPEMEHMU.

[na BCTyNAeHWUA B CUAY HOBOWM KOHOUrypauMuM v 3aHECeHMA HAacTPOEeK B 3HEeProHe3aBMCMMYI0 NamMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl U3BMEHEHWNI HAaXKMUTE KHOMKY « OmMmMeHa».

TepmuHan 6ecnposogHoro goctyna WB-10P/WB-11P 43



S ELTEX

3.4.3.2 NopmeHto «focTtyn»

B noameHio «Jocmyn» HacTpavMBaeTca AOCTYN K ycTpolcTBy nocpeactsom Web-uHtepdeiica, Telnet u

SSH.
MopTbl AocTyna
MopTHTTP a0
NopT HTTPS 443
MopT Telnet 23
MopT S5H 22
HocTyn k yenyre "MHTepHeT"
Web
BHELIHAR CeTk HTTP HTTPS
NokanbHas ceTe o HTTP ¥ HTTPS
Telnet
BHEWHRAA CET
NokaneHas ceTe ¥
SSH
BHELWHAA CETh
NokaneHan ceTe ¥
Ping
BHEWHRRA ceTe ¥
LocTyn k yenyre "MIHTepchelic ynpasneHns”
Web HTTP [ HTTPS
Telnet
SSH
Ping ¥
Mopmesi docmyna
B paHHOM pa3gaene BbinosiHAeTCcA HacTpolka TCP-nopToB ana cepsucoB HTTP, HTTPS, Telnet, SSH.
e [lopm HTTP — Homep nopTa ans goctyna K Web-uHtepdeicy yctpoiictsa no npotokony HTTP, no
ymonyanuio — 80;
e [lopm HTTPS — Homep nopta ana goctyna K Web-uHtepdelicy yctpoiictBa no npotokony HTTPS
(HTTP Secure — 6e3onacHoe NOAKAOYEHME), NO YyMOIYaHUIO — 443;
e [lopm Telnet — Homep nopTa ANA JOCTyNa K YCTPOMCTBY No npotokony Telnet, no ymonyaHuio —
23;
e [lopm SSH — Homep nopTa A/1s J0CTyna K yCTPOMUCTBY Mo NPOTOKOAY SSH, no ymonyaHuio — 22.
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Mo npoToKonam Telnet n SSH ocywecTBaneTcs 4OCTyN K KOMaHAHOM cTpoke (KoHconb linux).

Jocmyn K ycayee "MHmepHem"

[lna nonyyeHnsa AocCTyna K YCTPOMCTBY C MHTEPdENcoB ycayrn VIHTepHET yCcTaHOBUTE COOTBETCTBYIOLWIMNE
paspelleHms:

Web, BHelwHAA ceTb:

e HTTP — npwu yctaHoBneHHOM ¢nare pa3speweHo nogkntodeHne kK Web-koHourypatopy
ycTpolicTBa yepes 6ecnpoBoAHYyIo ceTb No Npotokoay HTTP (He6e3onacHoe noaknoUueHue);

e HTTPS — npwu ycTaHoBNeHHOM dnare paspeweHo nogkaodeHne kK Web-kKoHourypatopy
ycTpolicTBa yepes 6ecnpoBoAHyto ceTb No NpoTtokoay HTTPS (6e3onacHoe noaxknoueHue).

Web, JTokanbHas ceTb:

e HTTP — npwu ycTtaHoBNeHHOM dnare paspelweHo nogkaoyeHne K Web-koHdurypaTtopy
ycTpolicTBa Yepes nopt Ethernet no npotokony HTTP (Hebe3onacHoe nogKAoUYeHNe);

e HTTPS — npu yctaHoBneHHOM dnare paspelweHo noakatodeHme K Web-KoHdurypaTtopy
ycTpoiicTtea yepes nopT Ethernet no npotokony HTTPS (6e3onacHoe noakatodeHme).

Telnet:

Telnet — npoTokon, NpeaHasHaYeHHbIA N9 OpraHM3aLuK ynpasaeHusa no cetu. MNo3BonseT yaaneHHo
NOAKNHOYMTLCA K LUJTIO3Y C KOMMbIOTEPA AJ1A HACTPOMKM U yNpaB/ieHUs.

[na paspelleHna AocTyna K yCTPOMCTBY Mo npoTokony Telnet U3 BHewHel (Yepe3 6ecnpoBOAHYIO CETb)
WAW BHyTpeHHel (Yepes nopT Ethernet) ceTn ycTaHoBMTE cooTBeTCTBYIOWME dnaru.

SSH:

SSH — 6e30nacHbli NPOTOKOA YAANEHHOrO YNpaBAeHUA ycTpoicTBamu. B oTanumne ot Telnet npoTokon
SSH wudpyeT Becb TpaduK, BKAOYAA NepesaBaemble Napon.

[na paspelueHma 4oCTyna K yCTPOWCTBY NO NPOTOKO/Y SSH 13 BHelwHel (Yepes 6ecnpoBogHYO CeTb) UK
BHyTpeHHeW (4epes nopt Ethernet) ceTn ycTaHOBMTE cooTBETCTBYIOLWME DAaru.

Ping:

ICMP-ping — mexaHW3M, peann3oBaHHbI B npoTokose ICMPV4 1 v6 ana KOHTPOAA AOCTYNHOCTU CETEBbIX
YCTPONCTB.
[na paspelwweHna oteeTa Ha Bxoaawme ICMP-echo cooblieHunsa ycTaHOBUTE COOTBETCTBYOWMNI daar.

Hocmyn Kk ycayze UHmepdbelic ynpasneHus:

Pasgen nossonseT HacTPOUTbL AOCTYN K MHTepdeicy ynpaBaeHUA yCTPOMCTBOM, UCNOb3yA MPOTOKObI
HTTP, HTTPS, Telnet, SSH, a TaK e goctynHocTb no npotokoay ICMP. HacTpoiKa nHTepdeinca nponssoanTca
Ha cTpaHuue Cuctema — UHTepdeiic ynpaBneHua. [na paspelleHma AOCTyNa NO KaKOMy-A1Mb0 M3 yKasaHHbIX
NPOTOKO/1I0B YCTaHOBUTE COOTBETCTBYOLWME dnaru.

Hocmyn yepe3z GRE myHHenu:

Ecnn B cucteme HactpoeHbl GRE-TyHHeNN, ana Kaxaoro TyHHena byaet gocrtyneH pasgen [ocmyn yepe3s
«UIMA myHHena».
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Pasgen nosBonsieT HacTPOUTb AOCTYN K YCTPOMCTBY yepes TyHHenu GRE ucnonbsysa npoTokonbl HTTP,
HTTPS, Telnet, SSH, a Tak e goctynHocTb no npotokony ICMP. Hactpolika GRE-TyHHenel npoussogmTca Ha
cTpaHuue Cetb — GRE. [na pa3spelweHua AocTyna no Kakomy-Mbo M3 yKasaHHbIX MPOTOKO/MOB YCTaHOBUTE
cooTBeTcTBytOWMe daaru.

/ | DOna aBTopusaumm no nporokonam Telnet n SSH no ymonyaHuio UCNoNb3yOTCA UMA NOJib30BaTeNA
admin, naponb - password. [ocne aBTOpU3aLUM CTaHET p[oCTyneH uHTepdeiic pnAa
KoHurypuposaHus CLI.

[na BCTyNNeHuWa B CUAYy HOBOWM KOHOUrypauMu M 3aHECEHMS HacTPOEeK B 3HEeproHesaBMCHMMYI0 NMaMATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWNI HAaXKMUTE KHOMKY « OmMmeHa».

3.433 NopgmeHto «XKypHan»

MoameHio «XypHan» npegHasHaYeHO ANA HACTPOMKM BblBOAA Pa3HOro poAa OT/Naf0uHbIX cOobLLeHUN
cUCTEMbl B LeNAX OBHapy»KeHWUA NPWUYMH BO3HMKHOBEHMA npobnem B paboTe ycTpoiictBa. OTnagouHyto
MHPOPMaLMIO BO3MOXKHO NOMYYMTb OT CAeAYoWMX NPOrpaMmMHbIX MoAY/1ei yCTpoicTea:

=  CUCTEMHbI MeHegXep — OTBEYaeT 3a HaCTPOMKY YCTPOMCTBA cornacHo danay
KOHUrypauum.

=  MeHeaxep KOHPUrypaumm — oTBevaeT 3a paboty ¢ daitom KoHdurypauuu (4teHue m
3anncb B $alin KoHOUrypaumm U3 pPasnYHbIX MCTOYHMKOB) M cbop MHdopmauum

MOHUTOPWHTIA YCTPOMNCTBA.

= }ypHan USB-moaemoB — oTBevaeT 3a B3aumogencreme ¢ USB-mogemamm.

>KypHar| CUCTEMHOIo MeHemKepa
BoiBog, #ypHana OTHnoYEHO v
OWwKGKH
MpeaynpesaeHus
OTtnagoyHan nHopmalma

WHpopMaluoHHble cooBLlLleHua

KypHan meHemxepa KoHpurypauum
BhiBog AypHana OTEnYEHO v
OwmGKK
MpeaynpekaeHns
OTtnagoyHan nHopmalma

MHpopMaLuoHHble cooGLLEHHA
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Xypxan USB-mogemos

MNpeaynpexaeHua

OTnagoyHans MHDOPMaUMA
UsdopMaymonmsie coolWeHna
HacTtpoiika Syslog
BRMouHTE ¥
Pexum Cepeer =
Anpec Syslog-cepsepa
fMopr Syslog-ce

+ [puMesnTs x OTmena

HypHan cucmemHo20 meHedxdepa

e Bbigo0 #(ypHasaa — HanpasBJeHMe BblBOAA COOBLLEHMI KypHana:

—  OMmKA0YeHo — }KypHan OTK/OYEH;

— Syslog — coobuweHna BbIBOAATCA MO MPOTOKOAY Syslog Ha yaaneHHbln cepsep Anbo B
JIOKanbHbIM dhainn (HacTpoiKa NPOTOKO/A OCYLLECTBAAETCA HUXKE);

—  KOHConb — cO0bLWEHNA BbIBOAATCA B KOHCOJIb YCTPOMCTBA (HEOHXOAMMO NOAKIOYEHME
yepes nepexoaHnk COM-nopra);

— TenHem — coobuweHua BbiBOAATCA B telnet-ceccuio; ans 3Toro cHavana Heobxoanmo
€034aTb NOAK/OYEHME Mo NpoTokoay telnet.

Hwuxe HacTpanBaeTca TUn COO6LLI,E'HMI\;1, BbIBOAMMDIX B XKYPHa/1 CUICTEMHOIo meHeaXxepa:

e Owubku —ycTtaHosuTe dnar, ecim HeobxoANMMO BbIBOAMUTL COObLLEHMA TUNA «OWNBKNY;

e [IpedynpexodeHus — ycTaHoBUTE d¢nar, ecinm HeobxoAMMO BbIBOAUTb COOOLLEHUA TUNA
«[pedynpexcdeHun»;

o OmnadoyHasa UHGopmauusa — yctaHoBuUTe dnar, ecnm HeobXxoAMMO BbIBOAUTb OT/NaA0uHble
coobueHus;

e UHpopmMauuoHHble coobujeHUA — YycTaHoBuTe daar, ecan HeobxoAMMO  BbIBOAUTH
NMHPOPMaLMOHHbIE COObLEHMS.

HypHan meHedxcepa KoHGuU2ypayuu

e Bblg0o0d #ypHana — HanpaBaeHMe BbIBOAA COOBLLEHWMI KypHana:

—  OMK/I0YEHO — KYPHa OTK/IOYEH;
— Syslog — coobuieHns BbIBOAATCA NO NPOTOKONY syslog Ha yaaneHHbI cepsep nnMbo B
JIOKaNbHbIM dhain (HacTpoiKa NPOTOKO/a OCYLLECTBAAETCA HUXKe);
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—  KoHconb — coobLeHNn BbIBOAATCA B KOHCO/b YCTPOMCTBA (HEOH6XOAMMO MOAKAOYEHME
yepes nepexogHnk COM-nopra);

— TenHem — coobuweHuna BbiBOAATCA B telnet-ceccuto; ans 3toro cHavana HeobxoaMmo
co3AaTb NOAK/OYEHMe No npoTokoay telnet.

Huke HacTpanBaeTcs TN COOBLLEHNI, BbIBOAMMbIX B }KYPHAN MeHeAKepa KOHPUrypaumm:

e OwubKu — ycTaHoBMTE dpar, ecin HeobxoAMMO BbIBOAUTb COOOLLEHMA TUMA «OWNBOKNY»;

e [IpedynpexcdeHua — ycTaHoBuUTe dnar, ecam HeobxoAMMO BbIBOAUTb COODOLLEHUS TUNa
«[TpedynpexcoeHusn»;

e OMnAadoyHas UHPOPMAYUA — ycTaHoBUTe nar, ecan HeobXoAMMO BbIBOAUTb OTNAA0YHbIE
coobuieHus;

e  UHpoOpmauuoHHble coobweHus — ycTaHoButTe dnar, ecan HeobxoAMMO  BbIBOAUTb
MHPOPMaLMNOHHbIE COOBLLEHUA.

MypHan USB-modemos

e Bbigo0 #(ypHasaa — HanpasBieHMe BblBOAA COOBLLEHMI KypHana:

—  OMmKAoYeHo — }KypHan OTK/OYEH;

— Syslog — coobueHuna BbIBOAATCA MO MPOTOKOAY Syslog Ha yaaneHHbI cepsep Anbo B
JIOKanbHbIM dhann (HacTpoiKa NPOTOKO/1a OCYLLECTBAAETCA HUXKE);

—  KoHconb — co0bLWEHNA BbIBOAATCA B KOHCOJIb YCTPOMCTBA (HEOOXOAMMO NOAKIOYEHME
yepes nepexoaHnk COM-nopra);

— TenHem — coobuweHua BbiBOAATCA B telnet-ceccuio; ans 3Toro cHavasna HeobxoaAnmo
€034aTb NOAK/OYEHME Mo NpoToKoy telnet.

Hwuxe HacTpauBaeTca Tun COO6LLI,E'HMl71, BbIBOAMMbDIX B XKYPHa/1 CUICTEMHOIo meHeaXxepa:

e OwubKu —ycTaHoBuTe dnar, ecnm HeobxoAMMO BbIBOAUTL COOBLEHUA TUNa « OWUbKuU»;

e [IpedynpexdeHua — ycTaHoBUTe d¢nar, ecam HeobxoaMMO BbIBOAUTL COOBLLEHUA Tuna
«[TpedynpexcoeHusn»;

e OmaadoyHas UHPOPMAuUAs — ycTaHoBUTe ¢nar, ecnm HeobXo4MMO BbIBOAMTb OTAaZ0UHblE
coobuieHus;

o UHpoOpMayuoHHble coobujeHus — YycTaHoBWUTe dnar, eciu HeobXxoAMMO  BbIBOAWTb
MHPOPMaLMOHHbIE COOBLEHMS.

Hacmpolika Syslog

Ecnmn xoTa 6bl 0AMH U3 KypHaNoB (MeHeaepa TenedoHUM, CUCTEMHOIO MEHeAKepa UAN MeHeaXKepa
KOHOUrypaumm) HacTpoeH ana BbiBoga B Syslog, Heobxogumo BKAtouuTb Syslog-areHTa, KoTopbii byaet
nepexsaTbiBaTb OT/NaZ04YHble COOOLLEHMA OT COOTBETCTBYIOLWLEIO MEHEeAXKepa W OTNpaBAATb MX AMBO Ha
yAaneHHbI cepBep, MMB0 COXPaHATb B 0KabHbIN dalin B popmarte Syslog.

e BKawoyume — npu yctaHoBneHHOM dnare 3anyuweH Syslog-areHT;

e Pexcum — pexxum paboTbl Syslog-areHTa:
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— Cepsep — WHPOpPMaLMA KYPHANOB OTMNPaBASETCA Ha yAaneHHbln Syslog-cepsep (aToT
PEeXMM Ha3bIBaeTCA «yAafeHHbIN XypHan»);

—  JlokanoHslli ¢palin — nHGoOpMaLUA KypPHANOB COXPaAHAETCA B IOKaNbHOM daine;

— Cepsep u ¢alin — nHpopmauma KypHanoB OTNPaABAAETCA Ha yaaneHHbIn Syslog-cepeep u
COXpaHAeTCA B NOKasbHOM daline.

Janee B 3aBUCUMOCTU OT pexknuma Syslog-areHTa A0CTYNHbI HACTPOMKM:

e Adpec Syslog-cepsepa — |P-agpec unu pgomeHHoe wuma Syslog-cepsepa (Heobxogumo AanAa
pexnma «Cepsep»);

o [lopm Syslog-cepsepa — nopT Ansa BXxoAAWMX coobuieHuin Syslog-cepeepa (No ymonyaHuio 514,
Heobxoanmo ana pexnma «Cepsep»);

e Umsa ¢palina — ima daina ana xpaHeHUa xypHana B dopmate Syslog (He0bxoAMMO ANA permma
«®Danny;

e Pasmep ¢palina, Kb — MaKcMmanbHbIM pasmep ¢aina KypHana (HeobxoauMo ANA pexkuma
«Painy).

3.434 NogmeHto «MNapoaun»

B noameHio «[laponu» ycTaHaBAMBAlOTCA NApoOAM A0CTyNna NPUMBUIETMPOBAHHONO NOJb30BaTeNsA
AAMUHNCTPATOP.

YcTaHOBNEHHbIE MAPOM MCMOAL3YIOTCA A8 AOCTYNa K ycTporcTey Yepes Web-uHtepdelic, a Takxe no
npotokonam Telnet n SSH.

Mpu Bxoae yepes Web-uHtepdeiic agmmHmcTpaTop (Naponb No ymonyaHuio: password) nmeeTt NoHbI
AOCTYN K YCTPOWMCTBY: UTEHUE U 3aNUCb Nt0BbIX HACTPOEK, MOHbIA MOHUTOPUHI COCTOAHWUA YCTPOMCTBA.

V JNlornH agmuHucTpatopa: admin

Maponk agMuHUCTpaTtopa (admin)

Maponb

MoATeEpHAEHHE

U /70p0/7b GOMUHucmpamopa — B cCooTBeTCTBYHOWME nonAa sBegunte naposib agMUHUCTPATOPa U
noatTeepanTe ero;

[na BCTyNnNeHWa B CUAYy HOBOM KOHOUIypauMu M 3aHECeHMs HacTPOeK B 3HEepProHe3aBUCHMMYI0 MaMATb
HaXKMUTE KHOMKY «[TpumeHumeb».
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3.4.3.5 MNopgmeHtio «YnpaBneHue KoHpurypaumein»

B nogmeHio «YnpaBneHwe KoHdUrypauuen» BbINONHAETCA COXPaHeHWe U OOHOBAEHME TeKyluen
KOHUrypaumum.

dannbl KoHQUrypauum
MoNy4YHTE 3PXME KOHPUIYRALMK ¢ yCTpOHCTEa r+ Cravath
JarpysuTe apxMB KOHMWIYPALMA Ha YCTPOWRCTED Bribepute dain ®ain He Ewbpakx
_ 1
COpoc Ha 33B0ACEME HACTPOMKM X Chpoc

Moay4eHue KoHGu2ypayuu

YT0bbl COXPaHUTb TEKYLLYIO KOHPUIypaLMIO YCTPOMCTBA HA JIOKAJIbHbIA KOMMbIOTEP, HAaXXMUTE KHOMKY
«CKayaTb».

Ob6Hoss1eHUe KoHgu2ypayuu

e 3aepy3ums apxue KOHguaypauyuu Ha ycmpolicmeo — BblGOpP COXPAaHEHHOTO Ha JIOKa/JibHOM
KomnbloTepe daina KoHpurypauuu. Ons obHOBAEHMA KOHPUrypauumu yCTPOMCTBA HarKmuTe
KHOMKY «Bblbepute daiin», ykaxuTe ¢ain (B dopmate .tar.gz) U HaKMUTE KHOMKY «3arpysuntby.
3arpy*keHHas KoHduUrypaLma NpUMeHAEeTCs aBTOMaTUYeCKM 6e3 nepesarpysKkm ycTpomncTea.

Cbpoc Ha 3a800cKUe HACMpoUKuU

[na cbpoca ycTpoMCcTBa K HACTPOMKaM MO YMOMYAHUIO HaXKMUTE KHONKY «Copoc».
3.4.3.6 NogmeHio «O6HOoBNEHUEe MO»

MNogmeHto «O6HoBAeHWe MO» npeaHasHayeHo A1a  OOHOBAEHUA YNPaBAAIOWEN MUKPOMNPOrpaMmmbl
YCTpOMCTBa.

OBHoBNEHWE NporpaMmMHoro obecnedyeHna

ervenan sepon 10 1.20.329 (Ll
PesepeHan sepcua MO 1.2.0.324

ObroanesHur N0 macre docmynHe no adpecy: hittp . deltex-co rwsuppartidownloads/

dain oSHoEneHna MO BriGepuTe dain | Pain He Boibpak
_

& Sarpysuts dhain

o AkmusHasa eepcus 10 — Bepcua NporpammMmHoro obecneyeHus, yCTaHOBAEHHOTO Ha YCTPOMCTBE,
paboTatowan B AaHHbIA MOMEHT;
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lMposepums 06HOBAEHUA — KHOMKAa [ANA NPOBEPKM MOCNeAHel BepcuMM MNPOrpamMMHOro
obecneyeHna. C nomowblo 3TON YHKUMKM Bbl MoXKeTe ObICTPO NPOBEPUTb HANMYME HOBOM
BEPCUM NPOrPamMMHOro obecnevyeHma N B cnydyae Heo6xXxo0AMMOCTHM BbINOJHUTL ero 06HOBNEHME;

PesepeHas eepcus 10 — BepcuA NporpaMmmHoro obecnevyeHus, yCTaHOB/IEHHOIO Ha YCTPOWCTBE,
Ha KOTOPYO MOXKHO NepenTn B cnyyae npobsiem c akTuBHoM Bepcuei MO;

Coename akmusHoli — KHOMKa, NO3BO/AOWAnA caenaTb pesepBHyo Bepcuto MO akTMBHOM, AnA
aToro notpebyeTcAa nepesarpyska ycTpolicTBa. AKTMBHaA Bepcusa MO B 3TOM cayyae cTaHeT
pe3epBHOIA.

V [na pabotbl pyHKUUM NpoBePKU 06HOBNEHUA HEO6X04MMO Hannume BbiXoaa B MHTepHerT.

O6HOBUTL NPOrpammHoe obecrnedyeHne YCTPOMCTBA MOMKHO TaKXKe BPYUHYIO, NpeABapuTesibHO 3arpysms

daiin MO c caitta http://eltex-co.ru/downloads n coxpaHus ero Ha KomnbtoTepe. [N 3TOr0 HaXXMMUTE KHOMKY
«Bblbepute daiin» B none dailin obHosneHuUs 10 N yKaxuTe NyTb K ¢aiay ynpasnsiowen nporpammbl B
dopmare .tar.gz.

Ona 3anycka npouecca OOHOBAEHMA HeobxoAMMO HaxKaTb KHOMKY «3arpy3utb dann». [pouecc

06HOB/IEHNA 3aMMET HECKO/IbKO MMHYT (O ero Tekylem cTatyce ByAeT yKasaHO Ha CTpaHule), mocsie 4ero
YCTPOMCTBO aBTOMaTUYECKM nepesarpysunTcs.

/

He oTKnlouaiiTe nuTaHMe YCTPOMCTBA, He BbINOJIHAWTE ero nepesarpysKy B npouecce
obHoBneHua MO. Ecan He yaanocb 3Toro usberkarb u 3arpyxaemblii 06pas MO 6bin 3anucaH He
NOJIHOCTbIO, B pe3ynbTaTe 4Yero 3anycK 31oro MO CTaHOBUTCA HEBO3MOMKHbIM, LUJIO3
ABTOMAaTUUYECKU NONbITaeTCA 3anyCcTUTb pe3epBHbIi 06pa3 MO (npu ero Hanuuuum).

3.43.7 NoameHto «Mepesarpyska»

MNepesarpyaka yCcTpoOWCTBA

£ Nepesarpyska

B nogmeHto «lepe3sarpyska» BbINOAHAETCA Nepe3anyck yCTPoncTea.

[lna nepesarpysku YycCTpoMcTBa HaxmmuTe Ha KHonky «[Mepesarpysutb». [lpouecc nepesarpysku

YCTPOMCTBA 3aHUMAET MPUMEPHO 2 MUHYTBI.

TepmuHan 6ecnposogHoro goctyna WB-10P/WB-11P 51


http://eltex-co.ru/downloads

S ELTEX

3.43.8 NopgmeHt0 « ABTOKOHPUTYPUPOBAHMEN

B nogmeHio  «ABTOKOHOUIYpMpOBAHME»  BbINONHAETCA  HAcTpoiKa anroputma  DHCP-based
autoprovisioning (aBToKOHOUrypupoBaHMe Ha oOcHoBe npoTokosna DHCP) u npoTokona aBTOMaTUYECKOro
KOHOUrypupoBaHMA aboHEHTCKMX ycTpoincts TR-069.

ABTOKOH(DUIYpUpOBaHWe Ha ocHoBe npoTokona DHCP

WHTepdenc LAN v
AgToMamwyeckoe oSHoBNEHKWE Kondurypaywa u NO v
MpropuTeT NnapameTpos M3 DHCP options v

@ arn KoHDUrypauwue
MrTepsan ofHoBNerUs KOHDUIYPALMK, C 300
@ann NO

Wurepean oSnoenexns MO, c 3600

ABTOKOHDUIYpupoeaHue no npoTtokony TR-069

Obuwme

BENKCMHMTE KNKHeHTa TR-069 =
WHTepdgenc LAN v
Anpec cepeepa ACS hitp:ffupdate local 9595
BrroumTe nepuoguseckuia onpoc ¥

Mepwog onpoca, ¢ 60
3anpoc coeqMHeHwna ¢ ACS

Mms nonb3osarens acs

Mapone  sssses
3anpoc COeOWHEHHA C KNHEHTOM

Mma none3oeatens admin

Maponk sasss
HacTponew NAT

Pexam HAT STUN v
Agpec STUN-cepeepa stun.local
Mopt STUN-cepeepa 3478
MWHEMANBHBIA NEpUog oNpoca, © 30

Maxcemanesesi nepuog onpoca, ¢ 60
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ABTOKOHOUIypMpoBaHMe Ha ocHoBe nNpoTtoKona DHCP:

e UHmepgpelic — BbIOOP MHTEPDENCA ANA aBTOKOHOUTYpPUpPOBaHMA No npoTtokoay DHCP;

e AsmomamuyecKoe o06HO8neHUE — Bbl60p pexmnma 0bHOBNEHMS yCTpOﬁCTBa; BO3MOXHO
HECKO/IbKO BApPMNaHTOB!

— BbiKawoyeHo — aBTOMaTMYeckoe OOHOB/EHWE KOHdUrypaumMmM UM NPOrpaMmmHOro
obecrneyeHnn yCTPOMCTBA OTK/IIOYEHO;

—  KoHgpueypauus u O — paspeweHo nepuoguyeckoe OBHOBNEHME KOHOUrypauuu wu
nporpaMmmHoro obecneyeHuns ycTponcTBa;

— TonbKO KOHGu2ypauus — paspelleHo nepuvoauMyeckoe O6HOB/JEHME  TOJIbKO
KOH}UrypaLmm yCTPOICTBa;
— Tonbko O - paspeweHo nepuoguyeckoe O6HOBAEHME TONbKO MPOrpaMmHOro

obecneyeHnn yCcTpoincTBa.

e [Ilpuopumem napamempos U3 — AAHHbLIA NapameTp onpeaenseT, OoTKyAa Heobxoaumo B3ATb
Ha3BaHMA U pacnonoKeHne GpainnoB KOHPUrypaLMmM 1 NPOrPaMMHOro obecneyeHun:

— Static settings — nytM K dainam KoHoUrypaumMm w nporpammHoro obecneyeHus
onpeaensoTcs COOTBETCTBEHHO M3 NapameTpoB «Palin KoHguzypayuu» v «dalin M0y,
nogpobHee paboTy anroputma cmoTputTe B pasgene 4 Anroputm  paboThbl
aBTOMaTMYecKoro 0bHOBNEHUS YCTPOMCTBA Ha OCHOBe NpoToKosa DHCP;

— DHCP options — nytu K d¢aiinam KoHodurypaumm u nporpammHoro obecneyeHus
onpeaenstotca us DHCP onuuit 43 1 66 (ana atoro HeobxogmMmo ansa ycnyru MHTepHeT
BblbpaTb npoTtokon DHCP); noapobHee paboTy anroputma cmoTpuTe B pasgene 4
Anroputm paboTbl aBTOMATMYECKOro OOHOBNEHWS YCTPOWMCTBA Ha OCHOBE MPOTOKOANA
DHCP;

e @alin KOHGuaypayuu — NOAHbIA NYTb K Paliny KoHdurypauumn — 3agaértca 8 popmate URL (Ha
OaHHbI MOMEHT BO3MOKHa 3arpy3Ka ¢aiina KoHourypaumm no npotokosnam TFTP n HTTP):

tftp://<server address>/<full path to cfg file>

http://<server address>/<full path to cfg file>

rae < server address > — agpec HTTP- unun TFTP-cepBepa (aomeHHoOe ums unu 1Pv4),
< full path to cfg file > — nonHbIl NyTb K dpaliny KoHUrypaLunmn Ha cepBepe;

e UHMepsan 0b6HoseHUs KOH(U2ypayuu, ¢ — NPOMEKYTOK BPEMEHW B CEKYHAAX, Yepes3 KOTopbIi
oCylLecTBAsfeTCcA nepuoauyeckoe obHoBeHMe KOHOUIypaLmn YCTPOMCTBA; BbI6Op 3HayYeHus 0
03Ha4yaeT 04HOKpPaTHOE 0B6HOBIEHME TO/IbKO CPa3y Noc/e 3arpy3Ku yCTPOCTBa;

e ®aqlin 10 — nonHbIN NyTb K paliny nporpammHoro obecneyeHma — 3agaértca B popmate URL (Ha
OaHHbI MOMEHT BO3MOXHa 3arpyska ¢aiina N0 no npotokonam TFTP u HTTP):

tftp://<server address>/<full path to firmware file>

http://<server address>/<full path to firmware file>

roe < server address > — agpec HTTP- unu TFTP-cepBepa (gomeHHoe ums unm IPv4),
< full path to firmware file > — nonHbI NyTb K dainy MO Ha cepBepe;

e UWHmMepsan o6HoBneHUA [10, ¢ — NPOMEXYTOK BPEMEHM B CEKyHAAX, 4Yepe3 KoTopbli
OCYLLEeCTBAAETCA Nepunogmnyeckoe obHoBAEHME NporpammHoro obecrnedyeHmsa yCTPOCTBA; BbIBOP
3HayeHua 0 03HayaeT OA4HOKpPaTHOe 06HOB/IEHWE TOJ/IbKO CPa3y MocC/e 3arpy3Ku yCTPONCTBa;

e UWmsa nonvzosamens/napons FTP — 3a4aeT MMA NONb30BaTeNs W Napo/b MpU aBTOPM3aLMKM Ha
cepsepe ftp npu ckaumBaHum dainnos KoHbUrypauum nam No.
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[eTtanbHoe onncaHWe aaropMTMa aBToMaTU4YECKOro 06HOBNEHNA Ha OCHOBe NpoTokosa DHCP cmoTpuTe
B pasaene 4 Anroputm paboTbl aBTOMATUYECKOro 06HOB/IEHMA YCTPOMCTBA Ha OCHOBe NpoTokona DHCP;

ABTOKOHOUTrYpMupoBaHue no npotokony TR-069:

O6wme:

e Bkarwyume kaueHma TR-069 — npu ycTaHoBAeHHOM ¢are paspelleHa paboTa BCTPOEHHOro
KAneHTa npoTtokona TR-069;

e UHmepgpelic — BbIbOp NHTEpdeca gna paboTbl No npotokony TR-069. Ecam Ha wato3e BKAOYEH
UHnmepdgpelic ynpasseHus, TO AaHHbIA UHTepdenc aBTomaTMyecku byaeT Mcnonb3oBaTbCA AR
paboTbl no npotokoay TR-069. HacTpoiika Bbibopa nHTepdeica byaeT 3a6/10KMpPoOBaHa;

e Adpec cepgepa ACS — agpec cepBepa aBTOKOHOUIypupoBaHusa. Agpec Heobxoanmo BBOAUTL B
dopmate http://<address>:<port> unu https://<address>:<port> (<address> — IP-agpec uau
AomeHHoe uma ACS-cepepa, <port> — nopT cepsepa ACS, no ymonyaHuio nopt 10301). Bo
BTOPOM C/ly4ae KAueHT 6ypeT wmcnosnb3osatb 6e3onacHblit npoTokon HTTPS ana obmeHa
nHbopmaumeit c cepsepom ACS;

e Braroyume nepuoduyeckuli ornpoc — Npwu ycTaHoBJIEHHOM ¢Jiare BCTPOEHHbIN KaneHT TR-069
oCyLLecTB/IAeT nepmnoanyeckmin onpoc cepsepa ACS c MHTepBasiom, paBHbIM «[lepuody onpoca»,
B ceKyHaax. Llenb onpoca - 06HapyKMUTb BO3MOMXKHbIE USMEHEHUA B KOHOUIYpPaLMK YCTPONCTBA.

3anpoc coeguHeHunsa c ACS:

e Uma nonvzosamensd, laposas — nma NONb30BaTENA M NAPOAb AAA AOCTyna KameHta K ACS-
cepsepy.

3anpoc coeagUHEHUA C KINEHTOM:

e UmA nonv3zosamensd, llapons — nma nonb3oBaTenda u naponb AnAa goctyna ACS-cepsepa K
KnuneHty TR-069.

Hactpoiiku NAT:

Ecan Ha NyTn mexay KnmeHtom un cepsepom ACS umeeT mecTo npeobpasosaHue ceTesbix agpecos (NAT
— network address translation) — cepsep ACS MOMeT He MMETb BO3MOMKHOCTb YCTaHOBWUTb COEAMHEHMUE C
K/IMEHTOM, €C/IM He WCMNo/b30BaTb ONpeaeneHHble TEXHO/MOorMM, Mo3BOAAWME 3TOro wmsbexarb. ITn
TEXHONOTUWN CBOAATCA K onpeaeneHuno KAMeHToM cBoero nybanyHoro agpeca (agpeca NAT wam no-apyromy —
BHELUHEero agpeca LWk03a, 3a KOTOPbIM YCTaHOBAEH KAWeHT). Onpeaenus cBoi Ny6AMYHbLIA agpec, KAUEHT
cooblaeT ero cepsepy, U cepsep B AasbHENWeM A5 YCTAaHOBAEHUA COEANHEHUA C KIMEHTOM UCMONb3YET YiKe
He ero JIoKasbHbIM agpec, a Ny6AnYHbIN.

e Pexum NAT — onpegfenser, KaKum obpasom KAMEHT JO/IKEH NOAYyYUTb MHGOPMALMIO O CBOEM
nybanyHom agpece. BO3MOXKHbI cnefytowme pexxmmei:

—  STUN — ncnonb3oBaTb npotokon STUN ana onpeaeneHuns nybamMyHoro agpeca;

—  Manual — py4HON perxum, Koraa nybsmMyHbIN agpec 3a4aeTcs ABHO B KOHGUrypauuu; B
STOM peXXMme Ha ycTponcTtse, BbiMonHAWem ¢yHKuMmM NAT, Heobxoaumo nobaBuTb
npasuno npobpoca TCP-nopTa, Mcnonbayemoro kKaneHtom TR-069;

—  Off — NAT He ncnonb3yeTca — AaHHbIA PeXXMM PEKOMEHAYETCA UCNO/Ib30BaTb, TO/bKO
KOrga YCTPOMCTBO NoAkAodeHO K cepsepy ACS Hanpsmyto, 6e3 npeobpa3oBaHus
ceTeBbIX afpecoB. B aTom cnyyae nyb6anYHbIA agpec coBMaZaeT C JIOKA/bHbIM aApecom
KNMEHTa.
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Mpu BbibOpe pexmma STUN Heobxoanmo 3a4aTh c/iedytolmne HacTPOoKu:
e Adpec STUN-cepsepa — IP-agpec nnn gomeHHoe nma STUN-cepBepa;
o [lopm STUN-cepsepa — UDP-nopT STUN-cepBepa (No ymonyaHuio 3Ha4eHue 3478);

o MuHumanesHbIl nepuod onpoca, ¢ n MakcumasbHsili nepuod onpoca, ¢ — onpeaensatoT UHTepBan
BPEMEHW B CEKyHAax ANsA OTNpaBKM nepuoauyeckux coobuieHnit Ha STUN-cepBep c uesnbio
obHapyXeHUsa n3meHeHns NybanYHoro agpeca.

Mpw BbIBOpE pexxknma Manual nybAnYHbIN agpec KNMeHTa 3aaeTca BPy4YHyLo Yepes napameTp Adpec
NAT (appec HeobxoamMmo BBOAMTb B popmaTe IPv4).

Mo npotokony TR-069 BO3MOKHO MPOM3BECTU MOJIHOE KOHOUIYypMpoOBaHME YCTPoicTBa, obHoB/EHME
nporpammHoro obecnevyeHus, yteHne nHpopmaumm o6 ycrpolictee (Bepcus NO, moaenb, CEPUIAHbIA HOMEP U
T.A), 3arPy3KYy M BbIFPY3KY Liesoro ¢ainna KoHPUrypauum, yaaneHHyo nepesarpysky ycrpoictea (noaaepaHoi
cneundukaumm TR-069, TR-098).

[na BCTynneHus B CUAY HOBOM KOHQUIypauum M 3aHECeHUs HACTPOEK B 3HEProHe3aBMCUMMYIO NamsAaTb
HaXKMUTE KHOMKY «[TpumeHumMb». AN OTMEHbI USMEHEHWNI HAXKMUTE KHOMKY « OmmeHa».

3.4.3.9 NoameHio «UHTepdeiic ynpaBaeHua»

MeHto nosBonAeT HactpouTb GRE TyHHenb Ana  yaanéHHoro ynpaBnaeHMAa YCTPOMCTBOM C
ncnosibzoBaHnem npotokonos HTTP, HTTPS, Telnet n SSH.

IHTEpderc ynpaeneHns

Brnwounte nhTepdedc ynpaensHna
HMcnonbsoeats VLAN
NokaneHsr IP-agpec
YaaneHHsld IP-anpec
IP-agpec wHTepdenca GRE
Macka wHTepdenca GRE
LWinwes no ymonyadue nHTepderca GRE
MepewyHe DMS wHTepdenca GRE
Bropuyeii DMS uHTepdeica GRE

MTU 1500

He nameHATE TTL &

IP-agpec cepeepa koHTpona GRE

Twn GRE gretap v
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BKnountb WHTepdeic ynpasneHua — ¢nar aktmsupyeT GRE-TyHHenb pana  yaanéHHoro
ynpaBaeHNA YyCTPOUCTBOM;

Mcnonb3osatb VLAN — npu ycraHoBAeHHOM dnare ynpaBieHUe YCTPOMCTBOM MOXKET
npousBoauTbea B BblaeneHHoi VLAN, Homep KoTopoi ykasaH B nosie «VLAN ID»;

JNokanbHbI IP-agpec — cobcTBeHHbIM IP-agpec ycTpolicTBa, MOJyYEHHbIW Ha HecnpoBogHOM
nHTepdodelice;

YpnaneHHbiit IP-agpec — IP-agpec BCTPEYHOrO YCTPOMCTBA, Ha KOTOPOM ByaeT TepMUHUPOBATLCA
TyHHenb GRE gns uHtepdelica ynpasneHus;

IP-appec nHtepdeiica GRE — yctaHoBKa IP-agpeca ycTpoincTBa B TYHHeNe;
MacKa nHtepoeica GRE — macka noacetn nntepoeica GRE;
LLnto3 no ymonyaHuto nHtepderica GRE — IP-agpec gedontHoro wnrosa nHtepdemnca GRE;

MepBuyHbin DNS nHTepdeitca GRE, BtopuuHbit DNS wmnHTepdeiica GRE — agpeca cepsepos
OOMEHHbIX UMEH (Mcnonb3lyeTcs ana onpepenenuns IP-agpeca ycTponctsa No ero AOMeHHOMY
UMeHun) pgna uHTepdenca GRE. [aHHble MO MOXKHO OCTaBWUTb NYCTbIMM, €C/IM B HUX HET
HeobxoaMMOoCTU.

MTU — maKkcmanbHblli pasmep 610Ka gaHHbIX, NepeaaBaemMblx Yepes TYHHE b

He nameHaTts TTL — npu ycTtaHOBNAeHHOM dnare 3HavyeHue 3aronoBka TTL, nepegaBaemoro no
npotokony GRE, He MHKpemeHTUpyeTcs;

TTL — no3BonAeT 3a4aThb Kenaemoe 3HavyeHue 3aronoska TTL nepepgasaemoro naketa GRE.

IP-agpec cepsepa ana KoHTponsa GRE — IP-agpec, Ha KOTopbii ByayT OTNPaBAATLCA 3anpocChl ANA
NPOBEepPKM aKTMBHOCTW TYHHeNA. Ecnm none nycroe — KOHTpoab GRE He ncnonb3syerca.

Tun GRE — no3sonaeT HacTpouTb TN GRE-TyHHens;

[NA 3an1cK HaCTPOEeK B SHEPTOHE3aBUCUMYIO MAMATb HAXKMUTE KHOMKY «[IpumMeHuUmeb».

[na BCTynneHWAa B cMAy HOBOWM KOHOUrypauuu M 3aHECeHMA HAcTPOeK B SHEpProHe3aBUCHMMYI0 NMaMATb
HaXXMuUTe KHONKY «[lpumeHumes». Ana oTMeHbl U3MEHEHWUIN HAXXMUTE KHOMKY «OmmeHa».

3.4.3.10 MoagmeHo «WiSLA»

Hactpolika songa SLA

Brmiounte ¥

Mma xocTa

Moptan
JKypHanuposaHue Information v
MepUoaWYHOCTE OTNPABKKM JaHHLIX 30H4A, C 10

56

TepmuHan becnposoaHoro goctyna WB-10P/WB-11P



O ELTEX

Hacmpolika 30H0a SLA

B aToM pasaene nponsBOAMTCA HAaCTPOMKA B3aMMOAENUCTBUA C NNATGOPMOI MOHUTOPUHTA U yNpaBaeHNA
KayecTBOM ycayr cBAa3n WiSLA.

e Bkaroyume — npu ycTaHOBAEHHOM dare 3anylieHa oTnpaBKa AaHHbIX HA NopTan WiSLA;
e VIMA Xocma — NMA yCTPOMCTBA NPM B3aMMOLENCTBUM C NOpTanom WiSLA;
e [lopman — URL nopTana, Ha KOTOpbIli 30HA ByAeT oTNpaBaATb cobnpaemble gaHHbIe;

e JMypHanuposaHue — nNo3BofAeT BblbpaTb YPOBEHb OTNAAKM B COOBLLEHUAX, OTNPaBAAEMbIX
30HO0M;

] HepuoduwHocmb omnpasku OaHHbIX 30Hda, C — BpemA B CEeKyHAaX, 4Yepe3 KOTopoe AdaHHble
OTNPaB/IAKTCA 30HAOM Ha nopTan.

3.4.3.11 NoameHIo «[JONOAHUTENbHbIE HACTPONKUY»

B noameHo «[JONOAHUTENBbHbIE HACTPOMKM» MOXHO BKAOYMTb UPNP.

UPnP

Brneo4nte UPRP

3apesepeupoBaHHble VLAN ID

Hauanshsm VLAN 1D 1

KoHeuHwi VLAN 1D

e Bkaouute UPNP — npu yctaHoBneHHOm dnare npotokon UPnP 6yaet aktuseH. MNpoTtokon UPnP
MCNONIb3YeTC HEKOTOPbIMK  NpuaoXeHuamu (Hanpumep, DC-KAneHTamu, TaKMMKM  KaK
FlylinkDC++) gna aBTomMatudyeckoro cosfaHua npasun npobpoca TCP/UDP-nopTtos,
NCNONIb3YeMbIMW 3TUMW NPUNOKEHUAMM, HA BbILIECTOALWEM MapLLpyTU3aTope. PekomeHayeTcs
BKAtoUMTb UPNP gns obecneyeHma paboTbl cepBucoB ob6meHa pananamm B ceTu.

3ape3epsuposaHHseie VLAN ID

3apesepsupoBaHHble VLAN ID HeobxoAMMbl AN BHYTPUCUCTEMHbIX HYXA LWAKO3a WU MOTyT 6biTb
M3MeHeHbl B 3aBUCMMOCTU OT ncnoabsyemoro Ha cetn VLAN ID:

e HayvanbHbii VLAN ID — HayanbHoe 3HadeHue maeHtuédwukatopa VLAN B 3ape3epBMpPOBaAHHOM
AvanasoHe, NpMHUMaeT 3HavyeHua [1-4090];

e KoHeuHbir VLAN ID — HauyanbHoe 3HayeHue ugeHTuduratopa VLAN B 3apesepBMPOBAHHOM
AnanasoHe.  [laHHas HAcTpPoOWMKa HeAOCTYMHAa A1A pPefakTUPOBaHWMA UM pacCYMTbIBaeTcA
aBTOMATUYECKM.

[na BCTyNNeHWA B CMAY HOBOM KOHOUrypauuuM M 3aHECeHMs HacTPOeK B 3HEeproHe3aBMCMMYI0 MaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». N OTMEHbl U3MEHEHWNI HAaXKMUTE KHOMKY « OmMmeHa».
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3.5 MOHUTOPUHT cucTembl

3.5.1 [ModmeHro «MHMepHem»

ycTpoiictea. AnAa nonyvyeHua Tekywen MHPopmaLmum ¢ yCTPOMCTBA HaXKMUTE KHOMKY

Ha HeKOTOpbIX CTpaHMUAX HEe peann3oBaHO aBTOMaTUYECKUue obHOBNEeHMe AdHHbIX MOHUTOPUHIA

= OBHOBMTE

B noameHo «MIHTEepHET» OCYLLLECTBAETCA NPOCMOTP OCHOBHbIX CETEBbIX HACTPOEK YCTPOMCTBA.

LTE

MogknYeHne K CeTH
MpoTokon aocTyna
IP-agpec

LWnies no yMOomYaHne
Macka nogceTu
DMN3-cepecpnl
MpHHATO

MepenaHo

GREO

HuTepdenc
MpoTokon JoCTYNa
IP-agpec

Winkes No YMOMYaHAID
Macka nogceTu

DM S-cepeepnl
MpHHATO

MepenaHo

Ka4ecTED CEASM

3G/M4G USB-wmooem
PRPOE

10.90.179.2458

10.64.64.65
255.255.255.255
217.8.224.10, 217.5.224.40
61016 GanT

83590 GanT

gred

Static
203.0.1131
203.0.113.18

255.255.255.0

0 GawnT
0 GawnT

He B HopMe

e [loOKao4eHue K cemu — cnocob NoAKAOUYEHUA K CETU NpoBaliaepa ocywecTensetca yepes 3G/4G

USB-moaem, NoAKNAOYEHHbIN K nopTam USB;

e [Ipomokos docmyna — NPOTOKOA, UCNONb3yeEMbI 414 A0CTyNa K ceTu NHTepHeT;
e |P-adpec — IP-agpec ycTpoiiCTBA BO BHELWHEWN CeTU, NoNyYeHHbI Yepe3 USB-moaem;

e Ulno3 no ymonyaHuro — IP-agpec ceTeBOro LWAt03a MO YMOAYAHWUIO, MOJYYeHHbIn Yyepe3 USB-

MoJem;

e Macka nodcemu — MacKa NoAceTn ceTeBoOro nHTepdeiica nosydyeHHan yepes USB-moaem;
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e DNS-cepsepsi — cnncoK IP-agpecos DNS-cepBepoB, noaydeHHbIx Yepes USB-moaem;
o [IpuHAMO — KoNn4ecTBo 6anT, NPUHATLIX Ha MHTepdeiice LTE;
o [lepedaHo — KonnyecTBo 6anT, nepeaaHHbIX ¢ MHTepdeica LTE.

GREO/GRE1

o UHmepdgelic — uma nHtepdelica, HacCTpoeHHoe B KOHGUTypaLmu;
e [Ipomokon docmyna — NPOTOKOJ, UCNONb3YyEeMbIN A4 A0CTyNna K ceTh NHTepHET;
e |IP-adpec — IP-agpec ycTpoicTBa B TYHHE/IE;

o L3 no ymonyaHuro — IP-agpec ceTeBoro Wwat3a no yMo4aHMIo, HAaCTPOEHHbIN Ha uHTepdelice
GRE;

e Macka nodcemu — macka noaceTu ceteBoro MHTepderica GRE;

e DNS-cepsepbl — cnucok IP-agpecos DNS-cepBepoB, HaCTPOeHHbIX Ha nHTepdeince GRE;
e [IpuHAMO — KoNn4ecTBo 6anT, NPUHATLIX Ha MHTepdeice GRE;

e [lepedaHo — Konuyectso H6aliT, nepenaHHbix ¢ MHTepdelica GRE;

e Kayecmeo cg8s3u — NoKa3blBaeT AOCTYNHOCTb cepBepa KoHTpossA GRE.

KayecTeo coedWHEHWA

MogknyeHne "WAN1T"
Cratyc Configured

Ka4ecTED CEASM HMAE 3adaHHOrD nopora

Bpema paboTw

MTU f MRU 1492 SanT / 1492 GaAT
MepenaHo 327 KoanT (84 714 GanT)
MpUHATD 605 KBanT (61 9238 GanT)
MoTepH 100%

Kpyroeas 3agepera 1000 mc

OxuTTEp 1000 mc

MogrknyeHne "WAN2"
Cratyc

KauwecTED CEBASM

27 oH, 13:21:20

Mot configured

HWAE 3adaHH0rD Nopora

Bpema paboTw 0 gw, 00:00:00
MTU f MRU

MepegaHo

MpUHATO

MoTepH 100%
Kpyroeas 3agepera 1000 mc
OxuTTEp 1000 mc
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Kayecmeo coeduHeHus

MNoakntoueHme "WAN1"/MoaxkntoyeHne "WAN2"

Cmamyc — cocTtosiHne noakntoveHma USB-mogema K ycTpoicTsy;

Kauecmeo cesA3u — nokasbiBaeT AOCTYNHOCTb CepBepa KOHTPO/IA KauecTBa CBA3Y;

Bpems pabomel — Bpema paboTbl C MOMEHTA NOC/AeAHEr0 NOAKNOUYEHUA MOAEMA K YCTPOMCTBY;
MTU/MRU — maKkcumanbHbI pasmep 610Ka gaHHbIX, NepegaBaembixX/MpUHUMaEMbIX MO CeTH;
lMepedaHo — KonndectBo 6aiiT, nepenaHHbix Yepes WAN nHTepodeic;

MpuHAMo — Konnuectso 6anT, NpuHATbIXx Ha WAN uHTepdelic;

Momepu — npoueHT notepb ¢ WAN nHTepdeiica;

Kpyzosas 3a0epxKa — BpeMs, 3aTpayeHHOE Ha Nepegady NakeTa icmp v NPUem OTBETA Ha HEero;

Arummep — HepaBHOMEPHOCTb BpeMEHU, OTBEAEHHOIO Ha A0CTaBKy NakeTa.

L2TP O

Cratyc He nogknioqeHso
HMuTepdenc

IP-anopec

Macka nogceTu

LInws No yMoN4aHWo

DMS-cepeepbl

MpUHATO

MepegaHo

L2TPO/L2TP1

Cmamyc — oTobparkaeT COCTOAHNE NOAKNOUEHUS;
UHmepdghelic — nma nHTepdenca, HaCTPOeHHoe B KOHUrypauuuy;
IP-adpec — IP-agpec yCcTpoMncTBa B TYHHeENE;

Macka nodcemu — macka nogceTtu cetesoro nHtepdeiica GRE;

LLUnto3 no ymonyaHuro — IP-agpec ceTeBoro Wak3a Nno YMo/YaHMIo, HAaCTPOEHHbIN Ha uHTepdelice
GRE;

DNS-cepsepoi — cnncok IP-agpecos DNS-cepBepoB, HAaCTPOEHHbIX Ha MHTepdelce GRE;
lpuHAMO — Konn4yecTBo 6alnT, NPUHATLIX Ha MHTepdeice GRE;

MepedaHo — KonnyecTBo H6alT, NepenaHHbIX ¢ MHTepdeica GRE.
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Open VPN O

Cratyc He noaknwu4eHo
WuTepdenc

Cepeep

Mopt

Noxanskbl IP-agpec

YaanénHem IP-agpec

Macka nogceTtu

LLno0s no ymonyaxuio

MpuHATO -

Mepeaaro -

< O6HoBHTL

Open VPN 0/Open VPN 1

e Cmamyc — otobpakaeT cOCTOAHWNE NOAKAOYEHMNS;

o UHmMepdelic — uma nHtTepdeinca, HaCTPOEHHOE B KOHPUTYpaLUK;

e (Cepsep — IP-agpec cepsepa Open VPN;

e [lopm — lNopT, Ha KOTOPbIM ByAYT OTCbINATLCA 3aMPOChI HA NOAKIOYEHUNE K CEPBEPY;
o JloKanoeHell IP-adpec — IP-agpec ycTponcTBa B TYHHENE;

o Y0anéHHulili IP-adpec — IP-agpec yaanéHHOro KoHua TyHHens;

e Macka nodcemu — macka nogceTu ceteBoro nHTepoeinca GRE;

e Llno3 no ymonyaHuto — IP-agpec ceTeBoro Wak3a Nno YMo/14aHUIo, HacTPOEHHbIN Ha uHTepdelice
GRE;

e [IpuHAMO — KoNnN4ecTBo banT, NPUHATLIX Ha MHTepdeice GRE;

o [lepedaHo — KonnyecTBO HalT, NepenaHHbIX ¢ MHTepdeica GRE.

3.5.2 [lodmeHto «Ethernet-nopmeoi»

B nogmeHto «Ethernet-nopTbi» BbINOAHAETCA NPOCMOTP cocToaHUA Ethernet-nopTtos ycTpoitcTea.

CocrtoaHwe Ethernet-nopTtoe

Mept Nogknoyerne CHOpoCcTh Pesmm Nepegaxo NpuHATO

LAN 1 Bxn 10000 MBuTic Full-duplex 74.0 MSaitT (77 616 200 GanT)

259.7 MBair (272 349 355 BaiT)
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CocmosHue Ethernet-nopmos

e [lopm — Ha3BaHWe NopTa:
— LAN 1 - Ethernet nopT noKanbHOM NnoaceTw.
o [loOKao4eHUe — COCTOAHME NOAKIOYEHUA K AaHHOMY NOPTY:

—  BKs. — K NOPTY NOAKIOYEHO CETEBOE YCTPOMCTBO (IMHK aKTUBEH);
—  BbIKa. — K MOPTY He NOAKNIOYEHO CeTEBOE YCTPOMCTBO (IMHK HE aKTUBEH).

e CKopocmb — CKOPOCTb MOAKOYEHMSA BHELUHEero ceTeBoro ycTpoicTsa K nopty (10/100/1000
M6éut/c);

o Pextum — pexknm nepenadn AaHHbIX:

—  Full-duplex — nonHbIit gynnekc;
—  Half-duplex — nonyaynnekxc.

o [lepedaHO — KONMYECTBO NepedaHHbIX 6anT ¢ NopTa;

e  [IpUHAMO — KONINYECTBO NPUHATbIX BAT NOPTOM.

Ons nonydeHus Tekyuwen MHPopmMaLMM O COCTOAHMMU cTaTUCTUKe Ethernet-nmopta HaskmuTe KHOMKY
«OBHOBUTbY.

3.5.3 [loomeHto «USB modemobi»

MoameHto «USB moaembl» NO3BOAAET NOAYYNTb MHOPMALMIO O CcTaTyce noakntoveHma USB-moaemos K
YCTPOMCTBY, @ TaK e TeKyLLyto MHPOPMaLUMIO 0 MOAEMAX U NOLAKAOYEHUIO K 63a30BOM CTaHUUMN.

MopTt USB 1 Mopt USB 2
CTatyc YCTaHOBMNEH Cratyc He ycTaHOBNEH
PIN koA cTaTyc roToBo
OYHKUMOHANBHOCTE +CGSM,+DS +ES
Mpon3e0AUTENb huawei
Mogens E3372
IMogugurauna 21.180.01.00.00
CepuiAHLIA HOMep 868757026869863
Cnepatop
TEXHONOMMS AOCTYNa LTE
IMSI 250202001985264
RS3I -69 o6
RSRP -99 nbmM
SINR 12.2 06
RSRQ -9.5 06
Band LTE_BANDT
Hecywaa yactota 2825 My
PLMN 25020
Cell ID Ox804472E9 (4485856)
PoyMUHT Home
JAnuTeneHOCTE NOQKNHOYEHNA 273163 ¢
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e Cmamyc — coctosiHne nogkatoveHna USB mogema K yCTponcTsy;

e PIN K00 cmamyc — cocTosiHue UCnonb3osaHusa/nposepku koaa PIN SIM KapTbl, ycTaHOBAEHHOW B
USB mogem:

— Tomoso — PIN Koz 13 KOHOUIypauum NpoLuen npoBepkKy.

—  PIN k00 omcymcmeyem 8 KoHgpueypauuu — Tpebyetcs PIN koa. PIN Kog, B KoHuUrypaumm
He 0OHapyIKeH;

—  OwubKa SIM-kapmsl — BEPOATHO He pabouas Kapta SIM (nonpobyite ussneub SIM us
MOAEMA U YCTaHOBUTb 3aHOBO);

— HenpasunbHobili PIN ko0 — PIN Kog, n3 KOHOUTypaumm He npoLlesn npoBepKy;

— Modem He 0bHapy»#eH — YCTPONCTBO 3aHATO UM HE OTBEYaEeT;

— HeussecmHas owubKa — He N3BECTHas OWNOKA. YCTPOIACTBO BEPHY/IO0 COOTBETCTBYHOLLMIA
Koa, nMbo He oTBevaer.

e PYHKUUOHANMLHOCMb — OMUCBIBAET TEKYLLME BO3MOXKHOCTM USB-mogema;

e [Ipouzsodumesb — Ha3BaHue npoussoauTena USB-mogema;

e Modeab —mogenb USB-moaema;

e Modugukayus — Bepcusa nporpammHoro obecneveHma USB-moaema;

e CepuliHbll Homep — Homep USB-mogema, NnpucBOEHHbIM eMy 3aBOA0M U3rOTOBUTENEM;

e Onepamop — Ha3BaHWe onepaTopa MOBUNLHOM CBA3M, K KOTOPOMY MPOM3BEAEHO MOAK/IOYEHME
B JlaHHbIA MOMEHT;

o TexHos02uA OoCcmyna — TEXHO/OMUA, MO KOTOpPOK 6blN0 NPOM3BEAEHO NOAKAOYEHUA K
onepartopy AN nepesayun gaHHbIXx mogemom (2G — GSM, 3G -“WCDMA, 4G — LTE);

e IMSI (International Mobile Subscriber Identity) — meayHapoaHbIA NoeHTUDUKATOP MOBUNLHOTO
aboHeHTa (MHAMBMAYANbHBIN HOMep aboHEHTa), aCCOLMMPOBAHHDIN C KaxKabIM Mo/sb30BaTeemM
MOB6UNbHOW CcBA3M (MAEHTUDUKAUNOHHDBIN HOMep SIM-KapTbl);

e RSSI (Received Signal Strength Indicator) — cpegHee 3HayeHME MOLWHOCTU MPUHUMAEMOTO
MUAOTHOTO CUTHANa;

e RSRP (Reference Signal Received Power) — ypoBeHb NpUHUMaeMoro curHana c basosoi CtaHuuu.

e SINR (Signal Interface + Noise Ratio) — OTHOLIEHWE YPOBHA NONE3HOMO CUrHana K YPoBHIO LWyMa B
TOYKe Nprema;

e RSRQ (Reference Signal Received Quality) — xapaKTepusyeT KauyecTBO MPOHATbIX MWUIOTHbIX
CUrHaNOB;

e Band — pabounit YacTOTHbIN AMaNa3oH;
e Hecywaa yacmoma — HecylLasa YacToTa AMaNa3oHa;
e PLMN (Public Land Mobile Network ID) — uHaeKc ceTeBoro Koa MobuabHOro onepaTtopa CBs3u;

e Cell ID — naeHTMOMKATOP COTbl. ITOT YHMKaNbHbIA MapamMeTp NPUCBaMBaEeTCA ONepaTopom
KaXkOoMy CeKTOpY KaxKaoi BC v cnyKuTt ana ero naeHTudmKaumm;

e PoymuHz — NPUHAANEKHOCTb K 30He POYMMUHra:

— Home — BHe 30HbI POYMWUHTQA;
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Roaming — B 30He poymMuHra.

e [lnumenbHOCM®b MOOKAOYeHuUA — NPOAO/TKUTENIbHOCTL TEKYLWEro noAaKN4YeHNA K CeTwn
onepartopa COTOBOI CBAA3U

3.5.4 [oomeHto «DHCP»

B nogmeHto «DHCP» MOMHO MOCMOTPETb CMMCOK MOAKAOYEHHbIX K MHTepdeicy Ethernet cetesbix
YCTPOMCTB, KOTOpbIM BblIM Ha3HaueHbl IP-agpeca nokanbHbim DHCP-cepBepom, a Takke Bpems A0 UcTeYyeHun
apeHapl! IP-agpeca.

Cnucork DHCP-knueHTOR

MAC-agpec Wma knwenTa IP-agpec Nogknroyexne Bpema go McTeYEHWA apeHaLl

AKmusHbie DHCP-apeHObI

° MAC-adpec — MAC-agpec NoAKAOYEHHOIO YCTPOMCTBA;

. Umsa KnueHma — ceTeBOE UMA NOAKIOYEHHOIO YCTPONCTBA;

° IP-a0pec — IP-agpec, Ha3HAYEHHbIM K/IMEHTY M3 NyJia aipPecos;

. lodKnaoueHue — TN NOAKNIOYEHUA KNNEHTA;

. Bpems 0o ucmeveHus apeHObl — CPOK, Yepes KOToPbI UCTEKAET apeHa BblAeIeHHOro agpeca.

[ns nonyyeHuna Tekywen nHdopmaumm o DHCP-kAneHTax HaxkmuTe KHoMnKy « OBHOBUTb».

3.5.5 [loomeHto «ARP»

B noameHto «ARP» BbinonHaetca npocmoTtp ARP-Tabnuubl. B ARP-Tabnuue copeputca nHpopmaumsa o
cooTBeTcTBMM IP- 1 MAC- agpecoB cocegHMX CETEBbIX YCTPOMCTB.

ARP-tabnuua

IP-agpec MAC-agpec WMAa knnueHTa WHTepdgenc
192.168.18.14 48:EE.0C:BB:1E:2D Bridge
192.168.18.1 ABF9:4B:80:E7:00 Bridge

= OGHOBHTDL

ARP-mabauuya

e |P-adpec — IP-agpec ycTpoliCTBa;

e  MAC-adpec — MAC-aapec ycTpoicTBa;
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. Umsa knueHmMa — ceTeBoe MMA NOAKNOYEHHOro yCTpOVICTBa;

e UMHmepgpelic — nHTepdelic, co CTOPOHbI KOTOPOro akTMBHO ycTponcTeo: WAN, LAN, Bridge.

[ns nonyyeHuna Tekywen MHGOPMALMM HAXKMUTE KHOMKY « OBHOBUTbY.

3.5.6 ModmeHro «Ycmpolicmeo»

Hopmauua ob ycTponucTee
Wzgenuwe WE-11P
Bepcwua MO 1.2.0.329
Bepcwua zarpysdumka 1.2.0-201307031748 NOVT({bfd6002)
3aeocgckon MAC-anpec 00-4D:5FE2:11:10
CepriHEIn HoMED WP24000166
Cucremuoe Bpema 13:46:45 16.08.2015
Bpema paboto 2 on, 02:44:38
TemnepaTtypa nnatwul, C 37
CocToRHWE HAarpeBaTensHorD Beikn.
INeMEeHTa

B noameHio «YCTpoicTBO» NpuseaeHa obwan nHpopmaumsa ob ycrpoiictse.

UHopmayus 06 ycmpolicmee

e M30enue — HaMmeHoBaHME MOAENN YCTPOWCTBA;
e Bepcusa 0 — Bepcua nporpaMmHOro obecneyeHuns yCcTponcTea;
e BepcuAa 3a2py34uKa — BepPCUA NPOrpammbl 3arpy3ymKa OCHOBHOM NPOrpammsi;

e 3aso0ckoli MAC-adpec — MAC-agpec WAN-uHTepdeinca ycTpoicTea, YCTaHOBAEHHbI 3aBOAOM-
U3roTOBUTENIEM;

e CepuliHblli HOMep — cepuiiHblit HoOMep YCTPOMCTBA, YCTAHOBAEHHbIN 3aBOLAOM-NU3rOTOBUTENEM.
e CucmemHoe 8pemMs — TeKyLLMe BpemMs U 4aTa, YCTaHOB/IEHHbIE B CUCTEME;

e Bpemsa pabomsl — Bpema paboTbl C MOMEHTa MNOCNEAHEro BKAOYEHWUA WAW Mnepesarpysku
YCTPOICTBA;

e Temnepamypa naamsi, C — TeKyLWas TemnepaTypa AaTunKa, KOTOPbIA HAXOANUTCA Ha NAaTe;

e CocmosHue HazpesamesnbHO20 3/AeMeHMd — COCTOSIHWME 3/1eMEHTa, KOTOpbI HarpesaeT
YCTPOMCTBO NPU HMU3KOWM TEMNEPATYPE OKPYXKatoLwen cpespbl.
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3.5.7 [MoodmeHto «Conntrack»

BeiBoa akTuBHbIX ceccuid NAT
YuCNo aKTHBHEIX 14
COBAMHEHIIA
Hueno nokasaHHbIX 14
COEAMHEHMI
Cnucok coeguHeHunin
MpoTtokon Anpec MCTOMHWKA Aapec HasHa4YeHUA Tanmayt
tcp 192.168.27.128:1557 192.166.18.44:443 55 cek
tcp 192.168.27.128:1555 192.1668.18.44:443 40 cek
tcp 192.168.27.128:1563 192.166.18.44:443 1 MWH 17 CEeK
fcp 192.168.27.128:1576 192.1668.18.44:443 1 MWH 59 cek
udp 192.168.18.45:137 192.168.18.255:137 24 cek
fcp 192.168.27.128:1578 192.168.18.44:443 4 OH 23 4 59 MUH 59 cek
fcp 192.168.27.128:1353 192.168.18.44:443 38 cek
udp 0.0.0.0:68 255.255.255.259:67 4 cek
tcp 192.168.27 1281567 192.168.18.44:443 1 MWUH 44 cek
tcp 192.168.27.128:1591 192.168.18.44:443 19 cek
tcp 192.168.18.44:35652 192.166.0.1:85085 1 MuH 47 cek
tcp 192.168.27.128:1565 192.166.18.44:443 1 MUH 33 cek
tcp 192.168.27.1258:1561 192.166.18.44:443 1 MUH 6 cex
tcp 192.168.27 1281577 192.166.18.44:443 9cek

B nogmeHio «Conntrack» oTobparkaloTcs TEKYLIME aKTUBHbIE CETEBbIE COeAMHEHUA YCTPOUCTBA.

Bbiso0d akmusHbix cecculi NAT

. Yucso0 akmusHbix coeOuHeHul — 06|.u,ee KO/INYECTBO aKTUBHbIX CETEBbIX COGAMHEHMVI;

e YHucno nokasaHHeix coeOuHeHUll — KONMYECTBO CoeauHEHU, BbiBedeHHbIX B Web-uHTepdelic.
YTo6bl He CcHUMKaTb Npou3BoAUTeNbHOCTb paboTbl Web-uHTepdeiica, makcMManbHoe 4ucio
NOKas3aHHbIX COeAMHEHUI OrpaHuYyeHo 3HayeHvem 1024. OcTafibHble COEAMHEHMA MOMKHO
MOCMOTPETb Yepe3 KoMaHAHYI KOHCOb ycTpoicTBa (KomaHaa cat /proc/net/nf conntrack).

Crniucok coeduHeHul

e [IpomoKos1 — NPOTOKO/, MO KOTOPOMY YCTaHOBAEHO COeANHEHMUE;

e Adpec ucmoyHuka — IP-agpec n Homep NopTa MHMLMATOPA COeANHEHUS;
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Adpec HaszHa4yeHuUA — IP-aapec n HoMep NopTa agpecaTa CoeaMHEeHUs;

Taﬁ/vlaym — nepuopg spemeHun A0 YHUUTOXKEHUA COeaNHEHNA.

[ns nonyyeHuna Tekywen MHGOPMALMM HAXKMUTE KHOMKY « OBHOBUTbY.

3.5.8

ModmeHro «Mapwpymu3sayus»

B nogmeHio «MappyTr3auma» oTobparkaeTtca Tabimua mapLupyTM3aLmn yCTponcTBea.

Tabnrua MmapLupyTUaaLnm

Apgpecar
0.0.0.0
0.0.0.0
10.54.64.65
192.168.15.0

203.0.113.0

£ O6HoBMTL

Winws Macka dnaru MeTpuEka ODpaweHns ODHApY®EHHRA WHTEpdenc
192.163.181 0.0.0.0 uG 0 1] 1] br
10.64.64.65 0.0.0.0 UG 0 1] 1] popi

0.0.00 255.255.255.255 UH 0 1] 1] pppl
0.0.00 255.255.255.0 u 0 1] 1] br

0.0.0.0 255.255.255.0 u 1] 1] 1] grewani

Adpecam — IP-agpec xocTa AN NOACETU Ha3HAYEHUSA, 40 KOTOPbIX YCTAaHOBAEH MapLLpPYT;
Lnro3 — IP-agpec wnto3a, Yepes KOTOPbIM OCYLLLECTBAAETCA BbIXOA Ha afpecaTa;
Macka — macka noaceTw;

®ngau — onpepeneHHble XapaKTEPUCTMKM AaHHoro MapuwpyTa. CywecTByloT cieaytouime
3HayeHus ¢nazo08:

— U —yKa3blBaeT, YTO MapLUpyT CO34aH U ABAAETCA NPOXOAUMbIM;

— H-—yKa3bIBaeT Ha MapLUIPYT K onpeaeneHHOM y3ny;

— G = yKasbIlBaeT, YTO MapLpyT Nposieraet yepes BHeWwHU wnto3. CeTeBon MHTepdeic
CUCTEMBI NMPEeAOCTaBAAET MapLpyTbl B CETM C MPAMbIM MogkAoveHnem. Bce npouue
MapLPYTbl MPOXOAAT Yepe3 BHeWHUe wa3bl. dirarom G 0TMEYAIOTCA BCE MAPLLPYTHI,
KpOMe MapLLpPYyTOB B CETU C NPAMbIM NOAKNIOYEHUEM;

— R = yKasblBaeT, YTO MapLpyT, CKopee Bcero, H6bin CO34aH AUHAMUYECKMM MPOTOKOIOM
MapLpyTM3aummn, paboTaloWwmm Ha JIOKA/IbHOW CUCTeMe, MOCPEeACcTBOM MapameTpa
reinstate;

— D - yKasbiBaeT, YTo mMapuwpyT 6bin gobaBneH B pesynbTaTe MNOJyY4eHUA COOBLLEHMA
nepeHanpasnexHus ICMP (ICMP Redirect Message). Korga cuctema y3HaeT 0 maplupyTe
n3 coobueHma ICMP Redirect, maplpyT BK/IOYaETCA B TabaMLy MapLUpyTM3aLLMK, YTOObI
WUCKNIOYUTb NepeHanpasieHne ANa nocaeayowmx NakeTos, NpeaHa3HaYeHHbIX TOMY Xe
agpecary.

— M — yKasblBaeT, YTO MapLUPYT NOABEPICS U3MEHEHUIO - BEPOATHO, B pe3y/ibTaTe paboThbl
ONHAMMWYECKOro MPOTOKO/Ia MApLUPYTM3aLMM HA JIOKAJIbHOM cCUCTEME U NMPUMEHEHMA
napameTpa mod;

— A - yKkasbiBaeT Ha b6ydepu3oBaHHbIA MapLLpyT, KOTOPOMY COOTBETCTBYET 3anucb B
Tabauue ARP.

— C—yKasbIBaAET, YTO UCTOYHMKOM MapLIpyTa ABNsAeTcA bydep mapLipyTmsaumm aapa;
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L — yKa3bIBaeT, YTO NYHKTOM Ha3HA4YeHMA MapLIPyTa ABAAETCA OANH U3 a4PecoB AaHHOTO
KomnbtoTepa. TaKMe «J/IOKaNbHble MApLpPYTbi» CYWECTBYIOT TONbKO B bydepe
MapLLpyTU3aLnu;

B — yKa3blBaeT, YTO KOHEYHbIM MYyHKTOM MapLipyTa ABAAETCA LUMPOKOBELLATE/IbHbIN
agpec. Takue «LWMPOKOBELLATE/IbHbIE MapLUPYTbI» CYLWECTBYIOT TO/IbKO B bydepe
MapLLpyTU3aLNK;

| — yKasbiBaeT, YTO MapLpyT cBA3aH ¢ KonblesbiM (loopback) nHTepdeiicom c uenbio
WHOM, Hexenn obpalweHne K KoabLeBOW ceTU. TakuMe «BHYTPEHHME MApLIPYTbI»
CYLLLECTBYIOT TONIbKO B Bydepe maplupyTmsaumu;

! — yKa3bIBaeT, YTO AenTarpaMmbl, Hanpasasemble NO 3STOMy agpecy, byayT oTBepraTbca
CUCTEMOIA.

Mempuka — onpefenaer «CTOMMOCTb» MapulpyTa. MeTpuKa MCMoAb3yeTca AAA COPTUPOBKU
Ay6MpyIoWMX MapLpyToB, €CAN TaKoBble MPUCYTCTBYIOT B Tabsiuue. BbiMrpbiBaeT maplupyT c

HaMMeEHbLUEN METPUKON;

ObpawieHus — 3adUKCMPOBAHHOE YMCNO OOpaLLEHMA K MApLpYyTy C LUenbl co3gaHuA

coenHeHMA (He NCNONb3yeTcA B cUCTEMe);
O6HapyxeHUa —YNCNo OOHAPYKEHUIM MapLLPYTA, BbIMOJIHEHHbIX MPOTOKOOM IP;

UHmepdgelic — nma ceTeBoro uHTepdelica, Yepes KOTOPbIN NpoaeraeT AaHHbIA MapLIpyT.

Ons nonyyeHua Tekyuwen MHGopmaumm HaxkmuTe KHonky « OBHOBUTb».

Mpumep HACTPOKH

1. Moakntoumte MK K Ethernet nopTy ycTpoicTBa Hanpsmylo 4yepes WHXKekTop PoE wam pgpyroe
ceTeBoe 060pyA0BaHUE BbinosiHAWOLWee GyHKUnio PoE.

2. B agpecHoli cTpoke 6paysepa BBeaute IP-agpec yctpolictBa (no ymonuyaHuio 192.168.1.1),
npeasapuTenbHO HacTpoms cTaTudeckuid IP-aapec Ha MK n3 noacetn 192.168.1.0/24 unm nonyyms ceTesble

HACcTPOMKM no npotokony DHCP.

3.

Mpw ycnewHom NOAKNKOYEHUN K YCTpOVICTBy NOABUTCA OKHO C 3aNpOCOM JIOTUHa U NaponaAa.

Noruu:

Maponk:

© 000 "Tipednpuamue "3nmekc”, 2011 — 2018

YKaxuTte J/loeauH —admin, aposne — password. HaxkmuTe KHOMKyY «Botu».
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4.  [1nA HaCTPOMKM BHELIHEro COEANHEHMA HA BEPXHEN naHenn web-KoHpUrypaTopa BbibepuTte MeHto
«CeTb». Ha cTpaHunue «MHTepHeT» B nose «logKrntoveHne» Bblbepute «MoakntoveHne 1», «Pexum paboTbl» -
«Mapuwpytmsatop». B none «Pexum» aBTOMATUYECKM OTOOPA3UTCA TEKYLUME PEXMM ANA NOLKNOYEHMS,
HacTpoeHHbI Ha USB mogeme. Ecnv B cenekTope KaKOW-TO pPeMM HedoCTyMeH, 3HauyuT OH He
nogaepXmseaeTca ycTaHoBAeHHbIM USB mogemom. PekomeHayeTca UCNoIb30BaTh peXXmnm « ABTOMaTU4ecKkmn». B
3aBOACKON KOHOUIypaumm onepaTop onpeaenserca aBTOMaTUYeCKU, U ANA HEro UCMO/b3YIOTCA HACTPOMKM No
ymonyaHuto. Ecnm HyXKHO wucnonb3oBaTbh cheumduyeckme HacTpoiku, ybepute dnar «ABTOMATUYECKM
onpefensaTb onepatopa». B none «MobunbHbIi npoBaiiaep» Bblbepute 04HOr0 U3 AOCTYNHbIX NPOBANAEPOB U
HaX*XMUTe KHOMKY «l1o ymonyaHumio». 3T0 npMBeseT K aBTOMATUUYECKOMY 3anOJIHEHUIO HAaCTPOEK MOAK/IYEHMA
ana BblbpaHHOro nposaikgepa. Ecam Tpebyemoro npoBangepa HeT B ChUcKe, TO Bblbepute «pyroi» wu
npou3BeanTe HACTPOWKY BpydHyto. B none «MNH» BBeaute PIN-kog SIM-KapTbl (ecnm TpebyeTcs).

OBWWe HACTPOMKK

HMms xocTa
Pesum padoTsl MapwpyTrsatop v
Brnroqnte Jumbo Frame

WuTepdenc LTE v

BecnpoeoaHas ceTk

O0wMme HACTPOHKK

Pestum pabotal USB-moaemoe PesepEMpoBEaHUE v
MpuopuTeT USE 1 (npegnoqTuTensHo), L ¥
NogenousHre Mogemouekre 1 (USB1) v
HacTpolkk nogeniyeHns
Pesmm Modem He NOOKMOYEH UMY HeUCRPaseH
ABTCMATHYECKM ONPEENATL onepatopa

MoGuneHeid npoeadgep  None
TuN coBaMHEHMA AlwaysOn ¥
MpoToEON 2ETOPHIALMH None ¥

Mepandttii DNS

Bropwutbii DNS

MTU 1492 -
MRU 1492 -
Lng 3aMonHerus HacMPoer PeRoMEHI0E8HHBIMU # Mo ymondanu

Npoeasiepom SHEYEHUAMY HEXMUME KHOMKY
NWH

OTENHOYKHTE TPAHCNALMIO 3peCoB OTNPaEUTENs

[MpoBogHaA ceTh

|P-aopec 192.168.18.58

Macka nogeetu 2552552550
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5.  [AnA HacTpoWMKM NPOBOAHOI YacTU ceTeBOro MoAKAYeHuA, 3aaaliTe IP-agpec U macky noacetu B
pasaene «MpoBoaHas ceTb».

6. [NnA coxpaHeHWa U NPUMEHEHMUA HAaCTPOEK HAXKMUTE KHOMKY « TPUMEHUTb».
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4 ANTOPUTM PABOTbl ABTOMATUYECKOrO OBHOBJ/IEHUA YCTPOUCTBA HA OCHOBE
MPOTOKOJ1A DHCP

Mouutopuur  Cete [STw GTTEY
Epems Ooctyn Hypran Maponu YnpaenetMe Kondurypaumen ObHoaneqwe MO Nepesarpyska HuTepdedc ynpasneHna wiSLA O ononHUTENEHLIE HACTPORKK

ABTOKOHbUrypupoBaHue Ha ocHose npoTokona DHCP
Wurepdenc LAM v
ABTOMaTH4eckoe oDHOBNEHWE Kondurypauwa u MO v
MPUOPUTET NAPaMETPOE M3 DHCP options v
@ann koHDUrypaynu
WHTepsan oBHOENEHUR KOHGMIypaumMu, c 300
Qain MO

WrxTepean ofxoenewus MO, ¢ 3600

Anroputm paboTbl npoueaypbl aBTOMaTUUYECKOro OBHOB/IEHUA YCTPOWCTBA OMNPeAensieTca 3HadeHuem
napametpa «lpuopumem napamempos us».

1. Ecnau BbibpaHO 3HauyeHue «Static settings», To n3 napameTpoB «Palin KoHpuzypayuu» v «daiia MO»
onpeaenseTcs NOMHbIA NyTb (BKAOYas NPOTOKOA AOCTyNa U afapec cepBepa) K panam KoHOUrypaumm
M nporpammHoro obecnedyeHua. MonHbIM NyTb YyKasbiBaeTcAa B ¢popmaTe URL (nopaeprusatorcs
npotokonbl HTTP u TFTP):

<protocol>://<server address>/<path to file>, rae

e <protocol> — npoToKo/, MCMOAb3yeMmblit ANA 3arpy3KM cooTBeTcTByloWero ¢aina ¢ cepsepa
(nopaepxusatotca npoTtokonbl HTTP u TFTP);

e <server address> — agpec cepBepa, C KOTOPOro HeobxoAMMO 3arpy3uTb ¢ain (LoMeHHoe Mmsa
nnu IPv4);

e <path to file> — nyTb K Ppanny Ha cepBepe.

B URL monyckaeTcs MCNoNb30BaHME CAeayloLIMX MaKpoCoB (3ape3epBMpoBaHHbIe C/1I0Ba, BMECTO
KOTOpPbIX YCTPOMCTBO NOACTABAAET Onpeae/ieHHble 3HaYeHnn):

e SMA — MAC address — BmecTo maHHoro makpoca B URL ¢alina ycTpoicTBo noacrasnser
cobcTBeHHbIM MAC-aapec;

e SSN — Serial number — Bmecto paHHoro makpoca B URL daitna ycTpoicTtBo noacrasnser
COBCTBEHHbIV CEPUIMHBIN HOMEP;

e SPN — Product name — BmecTo gaHHoro makpoca B URL ¢aitna ycTpoictso noacrasnser
Ha3BaHWe mogenn (Hanpumep, WB-10P);

e SSWVER — Software version — BmecTo aaHHoro makpoca B URL ¢aitna ycTpoictso noacrasnser
HOMep BepPCMM NPOrpammMHoro obecneyeHus;

¢ SHWVER — Hardware version - BmecTo aaHHoro makpoca B URL ¢aitna ycTpoiictBo noacrasnser
HOMep annapaTHOM BEPCUKN YCTPOMCTBA.
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MAC-agpec, CEepUiHbIA HOMep W Ha3BaHME MOLENN MOMHO Y3HaTb Ha CTpaHMLE MOHWTOPWHra B
pasgene «YCTPONCTBO».

Mpumepbl URL:

tftp://download.server.loc/firmware.file,
http://192.168.25.34/configs/WB-10P/my.cfg,
tftp://server.tftp/SPN/config/SSN.cfg,
http://server.http/SPN/firmware/SMA.frm un 1.4,

Mpun aTOM AonycKaeTca onyckaTb HekoTopble napameTpbl URL. Hanpumep, ¢aiin KoHduUrypaLumm moxKHO
334aTb B TaKOM popmarTe:

http://192.168.18.6
nnu
config_wb10p.cfg

Echm 3 URL-daitna KoHdurypaumm wuam nporpammHoro obecnevyeHuss He yAaértcA M3BAeYb Bce
Heobxoammble ana 3arpysku daina napameTpbl (MPOTOKOA, aapec cepsepa UAKM NyTb K daliny Ha cepsepe) —
6yneTt npounsseneHa NonbiTKa U3B/eYb HEN3BECTHbIM napametp M3 DHCP-onuuit 43 (Vendor specific info) nan
66 (TFTP server) u 67 (Boot file name), B cnyyae ecnm B ycnyre MHTepHET yCTaHOBAEHO NOAyYeHME afpeca Mno
npotokony DHCP (¢opmat u aHanus DHCP onuwnit byaeT npuseaéH HuxKe). Ecnm s DHCP-onuuit He nonyyaeTca
U3BJieYb HeZOCTalOLWMI MapameTp, byaeT MCNOb30BaTbCA 334aHHOE 3HAYEHUE MO YMOIHAHUIO:

e  ANA npoToKona: tftp;

e Ans agpeca cepsepa: update.local;

e Anf MmeHu dpaiina KoHourypaumm: wb10p.cfg;

e OnA MMeHU daliia nporpammHoro obecneyvenuns: wb10p.fw.

Takum obpasom, ecnm nonsa «@alin koHgpuaypauuu» n «@aiin MNO» O0CTaBUTb NYCTbIMU, WU MO NPOTOKOY
DHCP He 6ygeT nonydeHbl onuun 43 unm 66, 67 C yKasaHMemM MeCTONonoXeHusa 3Tux ¢ainos — URL dalina
KOHOUrypaumm 6yaet UMeTb BUA,

tftp://update.local/wb10p.cfg,
a URL ¢aina NO:
tftp://update.local/wb10p.fw.

2. Ecnn BbibpaHo 3HauveHne «DHCP options» — URL ¢aitnos KoHdpurypaumm u nNporpammHoOro
obecneyeHnn nssnekarorca u3 DHCP onuumit 43 (Vendor specific info) unn 66 (TFTP server) un 67 (Boot
file name), ans yero B ycnyre UHTepHeT A0ONXKHO BbITb YCTaHOBAEHO MOAYyYeHUe agpeca No NPOTOKoNY
DHCP (dopmat u aHanns DHCP onumit 6yaet npusenéH Huxke). Ecnm n3 DHCP onumii He yaaetca
onpeaenutb Kakon-Hnbyap napametp URL — anAa Hero ucnosnb3yeTcA 3afaHHOE 3HayeHue Mo
YMONYAHUIO:

e ans npoTokona: tftp;

e anf agpeca cepsepa: update.local;

e anfA MmeHu dpaiina KoHourypaumm: wb10p.cfg;

e ANf MMeHU dalina nporpammHoro obecnedyenuns: wb10p.fw.

dopmart onuum 43 (Vendor specific info)
1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5|<server_url>|6|<config.file>|7 | <firmware.fil
e>|8|<vlan_tag>
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1 - Kog agpeca cepBepa aBTOKOHPUIypMpoBaHMA No npoTokoay TR-069;

2 - Kog, 4ns yKasaHua napameTpa Provisioning code;

3 - Ko4 MMeHU NoNb30BaTeNA ANA aBTopu3aummn Ha cepsepe TR-069;

4 - Kkop napona Aana asTopusaumum Ha cepsepe TR-069;

5 - Kog afpeca cepsepa; agpec cepsepa 3agaetca B popmate URL: tftp://address nam http://address.
B nepsom BapuaHTe yKasaH agpec cepsepa TFTP, Bo sBTopom — HTTP;

6 - Ko4 UMeHU daiina KoHPUrypaumu;

7 - Kog umenu daiina MNo;

8 - kopg Tera VLAN ana ynpasneHus.

"|" - obsa3aTeNbHbIN pa3aennTeNbHbI CUMBOA MEXAY KOAAaMU 1N 3HaYeHMAMN NOAONLNIA.

Anroputm onpepgeneHus napametrpos URL daitnos KoHpurypaumum n nporpammHoro obecneyeHusa us
DHCP onuui 43 1 66, 67.

1.  WHuumanmsauma DHCP-obmeHa

Mocne 3arpyskun ycTpoiicTeo nHuummnpyet DHCP-obmeH.

2. AHanms onummn 43
Mpu nonyyeHnn onumm 43 BbINOJIHAETCA aHa/IN3 NOAONUMA C Kogamn 5, 6 u 7 ¢ uenblo onpeaeneHun
agpeca cepsepa U UMEH $aiiioB KOHPUTYPaLUM M NPOrpamMmmHOro obecneyeHus.

3.  AHanus onuum 66

Ecam onuma 43 ot DHCP-cepBepa He nonyvyeHa AMbHO NonyvyeHa, HO U3 HEE He yAanocb M3B/eYb aapec
cepBepa — OCyWLecTBaAAeTcA nouck onumn 66. Ecnm uma danna MO TakKe He ypanocb MNONYYUTb —
oCyLLLeCcTBAAETCA NOUCK onunmn 67. N3 HUX M3BNEKAIOTCA COOTBETCTBEHHO agpec cepsepa TFTP u nyTb K danny
MNO. Nanee dainbl KOHOUTYpaLUM M NPOrpaMmmHOro obecneyeHuns 6yayT 3arpy*KaTbca C agpeca M3 onumm 66 no
npotokony TFTP.

OcobeHHOCTU 06HOBNEHUA KOHOUTYpaL UK.

dalin KoHPUrypaumMm [oMmKeH umetb ¢opmart .tar.gz (B gaHHOM dopmaTe NPOUCXOAUT COXpaHeHue
KoHdurypaumm udepes Web-uHtepdeiic B 3aknagke «Cuctema» - «YnpasneHue KoHoUrypaumen»).
3arpy»KeHHan ¢ cepBepa KOHPUrypaLma NPUMeEHAETCA aBTOMaTUYeCKM 6e3 nepesarpysKku yCcTpoicTea.

OcobeHHOCTM 06HOBNEHMA NpOorpamMmMmHOro obecneueHus.

dann nporpammHoro obecneyeHus [OMKeH MmeTb dopmaT .tar.gz. MNocne 3arpy3ku daiina MO
OCYLLECTB/ISIETCA €ro pacrnakoBKa M NpoBepKa Bepcun (Mo cogeprxumomy ¢dalina version B tar.gz-apxuse).

Ecnv Tekywasa Bepcus mporpamMmHoro obecneyeHus coBnagaeT C Bepcuei ¢alina, NOAYYEHHOro Mo
npoTtokony DHCP, o6HoBneHune MO npoussoauTbca He 6yaer. O6HOBAEHME NPOU3BOAUTCA TOLKO B Caydae
HecoBnageHua Bepcuid. O 3anyuieHHom npouecce 3anucu obpasa nporpammHoro obecneuverua so flash-
NamATb YCTPOMCTBA CBUAETE/NbCTBYET MooYepesHOe UMKAMYECKOe MUraHue MHAMKaTopa «Power» 3eneHbim,
OpaHXXeBbIM M KPaCHbIM LIBETOM.

He oTKnwuailTe NnuTaHMe U He neperpyraiTe ycTpoicTBO BO Bpems 3anucu obpasa so flash-
' namaTtb. [laHHble AeWCTBUA NpuBeayT K 4YacTMUHOM 3anucu MO, yTO paBHOULEHHO nopuye
3arpysouyHoro pasgena ycrpoiictBa. [lanbHelwana paborta ycTpoiictBa 6yaer HeBOo3mMOXKHa. [Ana
BOCCTAHOB/IeHMA PaboToCcnoco6HOCTU YCTPOMCTBA BOCMONb3yWATECb WHCTPyKUMell, KoTopas
npusegeHa B pasgene 5 «[lpoueaypa BOCCTAHOBAEHMA CUCTEMblI nocne cboa npu
06HOBNEHUM NpOorpaMmHoOro obecneyeHma».
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5 MNPOUEAYPA BOCCTAHOBJIEHUA CUCTEMbI TMOC/NE CbBOA MNPU OBHOBJIEHUU
NMPOrPAMMHOIO OBECMEYEHUA

Ecnv npw BbINOAHEHMM NpoLeaypbl 06HOBNAEHUS NporpamMmmHoro obecneverus (Yepes Web-uHTtepdelic
WM Yepes MeXaHW3M aBTOMaTWYecKoro ob6HOB/MeHWA Ha ocHoBe npoTokona DHCP) npousowen cboit
(Hanpumep, M3-3a CNy4aHOIO OTK/IOYEHWUA MUTaHWA) U pe3epBHasa Bepcus MO Ha W/O3e OTCYTCTBYET WUAM
NOBPEXKAEHA, B pe3ynbTaTe Yyero ganbHelwan paboTa ycTpoMcTBa CTasa HEBO3MOMKHOM (MHAMKaTOp «Power»
MOCTOSHHO TOPWUT KPACHbIM  LLBETOM), BOCMO/Ib3yMTECH C/AeAyloWMM  aaropuTMOM  BOCCTAHOBNEHMSA
paboToCnoCcobHOCTM YCTPOMNCTBA:

e Pacnakyiite apxmB ¢ paniom NporpaMmHoOro obecneyeHums.

e Moaxntounte MK K nopty WAN ycTpoicTBa, yCTaHOBUTE Ha CETEBOM WHTepdelice aapec us
noacetn 192.168.1.0/24.

e 3anyctute Ha MK TFTP-kaneHTta (ans Windows pekomeHayeTca WMCMNO/b30BaTb Mporpammy
Tftpd32), B KauecTBe agpeca yAan€HHOro XocTa ykaxuTe 192.168.1.6, a ans nepenayn sbibepute
daiin linux.bin n3 pacnakoBaHHOro apxmBa NPoOrpaMmmMHOro obecneyeHus.

e 3anycTuTe KoMaHAy OTNpPaBKW ¢alina Ha yAaneHHbI XocT (KomaHga Put). [lonKeH 3anycTuTbCa
npouecc nepeaayn aiiia Ha ycTpoicTBo.

e Ecnu npouecc nepegaun danna Havanca — OOXKAUTECb ero OKOHYaHuA, nocne yero WB-10P
npousseseT 3aNMcb NPOrpammHoro obecrneyeHmsa B NamATb U aBTOMATUYECKM BbIMOAHUT 3anycK
cuctembl. Bpemsa 3anncu coctaBasieT okosio 5 muHyT. O6 ycrnewHoM BOCCTAaHOB/IEHUW YCTPOMCTBA
CBUAETENbCTBYET OPAHXKEBbIA WMAW 3eNeHbld UBeT WHAMKaTopa «Power». [pu 3ToM Ha
YCTPOICTBE COXpaHsieTcA KoHourypauua, Kotopaa 6bina ao cboa. Ecam nmogxntoumtbea K
YCTPOMCTBY He yAaéTca — npounssegmTte c6poc Ha 3aBOACKME HACTPOMKM.

e Ecan npouecc nepegaun daitna He Hadvancs, ybeamutecb B KOPPEKTHOCTU CETEBbIX HACTpPOEK
KOMNbloTepa 1 nonpobyiiTe ewe pa3. B cayvyae Heyaaum — yCTpomncTBO HEOOXOAMMO OTNPABUTL B
PEMOHT B0 BbIMONHUTb BOCCTaHOBAEHME, NOAKNHOUYMBLUNCH K ycTpoincTBy no COM-nopTy Yepes
cneumanbHbli agantep (Npy ero Haanuum).
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NMPUNOXEHUE A. 3ANYCK MPOU3BOJIbHOIO CKPUNTA MNMPU CTAPTE CUCTEMDbI

MHoraa BO3HMKaeT Heobxo4MMOCTb MpW CTapTe YCTPOWCTBA BbINOHATL OnpeAenéHHble AeUCTBUS,
KOTOpble HeNb3s OCYLLEeCTBMTb 3aJaHMEM OMNpefesieHHbIX HacTpoek yepe3 ¢ain KoHdurypauuun. Ona atoro
C/ly4as B YCTPOWCTBE MpPeAyCMOTPEHA BO3MOKHOCTb Yepe3 KOHPUIypauMOHHbIM ¢ail HacTpouTb 3anycK
NPOM3BO/IbHOTO CKPUNTA, B KOTOPbI MOXKHO MOMECTUTD /IOBYI0 KeNaeMyto Nocief0BaTeIbHOCTb KOMaHa,

[lns 3anycka Npor3BOIbHOrO CKpUNTa B paitsie KoOHPUrypaumm cosgaHa CeKLMA HaCTPOEK:

UserScript:
Enable: "0"
URL: ""

Onuus «Enable» paspelwaet (ecnm 3HayeHue 1) unu 3anpeutaet (ecnm sHayeHune 0) 3anycK CKpUNTa, NyTb
K KOTOPOMY yKa3aH B napametpe URL.

3anycKaembli CKPUMNT MOXKET PacnosiaraTbCa KaKk Ha yaAanéHHOM cepBepe, Tak U Ha camom ycTpoinctee. C
YAANEHHOTO cepBepa CKPUMT MOXKET ObITb 3arpy*KeH nocpeactsom npotokonos HTTP nau TFTP. PaccmoTpum
npumepsbl dpanna KoHGUrypaumm 4na 3anycka NoAb30BaTENbCKOTO CKPMMTA C Pa3HbIX MCTOYHMKOB.

1. 3anyck c HTTP-cepBepa
Ona 3anycka ckpunTta ¢ HTTP-cepBepa Heobxoaumo B napameTtpe URL yKa3aTb NOJHbIA NyTb K ¢panny B
dopmate HTTP-URL:
URL: “http://192.168.0.250/user-script/script.sh”
B aTom cnyyae nocne cTapTa yctponctea ¢ann script.sh, xpaHawminca B Katanore user-script no agpecy
192.168.0.250, aBTOMaTu4eckn 3arpysmtca no npotokony HTTP ¢ ykaszaHHOro cepsepa, nocsie 4yero
6yneT nponsBeaEH ero 3anyck.

2. 3anyck c TFTP-cepsepa
[ns 3anycka ckpunta ¢ TFTP-cepBepa Heobxoaumo B napameTpe URL yKasaTb NOHbIM NyTb K dainy B
dopmarte TFTP-URL:
URL: “tftp://192.168.0.250/user-script/script.sh”
B aTOM cnyyae nocse cTapTa ycTpoiicTtea ¢daiin script.sh, xpaHawmiica B KaTanore user-script no agpecy
192.168.0.250, aBTOMaTUYECKM 3arpy3uTca no npoTtokoay TFTP c yKasaHHOro cepsepa, nocne 4yero
6yLeT Npon3BesEH ero 3anyck.

3. 3anycK N0KanbHOro ckpmnTta
Beuay ocobeHHocTelr GaliioBOM CUCTEMbl JIOKa/bHbIA CKPUNT AO/KEH pacnosaraTbCa TO/bKO B
KaTanore /etc/config, T.K. TONbKO cOAEpPXMMOE 3TOTO KaTasora COXpaHAeTCs Mociae nepesarpysku
ycTpoiictBa. CKpunt B KaTanore /etc/config moxHO co3gaTb AMbBO ¢ MOMOLWbIO pefakTopa Vi, iMbo
3arpysuTb ero c BHewHero TFTP-cepBepa (KomaHgol tftp —gl user.sh <TFTP-server address>). Mocne
CO3/aH1A CKPUNTa eMy HEOBXOAMMO Ha3HaYMTb NPaBa Ha 3aNyCcK KOMaHAOWM
chmod 777 /etc/config/user.sh
B daiine koHourypaumm URL ana 3anycka N0KasnbHOro CKpMnTa MUMeeT BUA;:
URL: “File://etc/config/user.sh”

Ba)KHO OTMETUTb, YTO MO/Ib30BATENbCKUIA CKPUNT AO/IKEH HauMHaTLCA C AUpeKTuBbl #1/bin/sh.
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NMPUNOXKEHUE Bb. USMEHEHUE HACTPOEK MO YMOJIYAHUIO A/11 OMEPATOPOB MPU
ABTOMATUYECKOM ONPEAENEHUU ONMEPATOPA

B xo4e paboTbl C yCTPOMCTBOM MOXKET NoTpeboBaTbCA M3MEHEHNE HACTPOEK A/1A OTAE/IbHbIX ONepaTopoB
NpyM aBTOMAaTU4YecKom onpegeneHum SIM-kapTbl. [ 3TOro HACTPOMKM OMepaTtopoB XpaHATcA B ¢aiine

KOH}UrypaLmm Ha yCTPOMCTBE B CEKUMMU:

OperatorDefaultSettings:
OperatorO0:

Name: "megafon"

Username: ""

Password: ""

PhoneNumber: "*99#"

AdditionalParams: "AT+CGDCONT=1,IP,internet"
Operatorl:

Name: "mts"

Username: "mts"

Password: "mts"

PhoneNumber: "*99#"

AdditionalParams: "AT+CGDCONT=1,IP,internet.mts.ru"
Operator2:

Name: "beeline"

Username: "beeline"

Password: "beeline"

PhoneNumber: "*99#"

AdditionalParams: "AT+CGDCONT=1,IP,internet.beeline.ru"

B aToM CeEKUMN ONA KaXXgoro ykasaHHOro onepartopa MOXHO HaCTpOUTb CBOU NapaMeTpbl, KOTOPpble 6y/J,yT
MCNONb30BaTbCA NPU aBTOOMNpPEAENEHUN.
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NMPUNOXKEHUE B. WUCMNOJ/Ib3OBAHUE
KOH®UT'YPUPOBAHUA N MOHUTOPUHTA

COMMAND LINE INTERFACE (CLI) AnAa

MN3meHeHun B KOHPUrypaumm, nponsseseHHble yepes CLI npumeHstoTcs 6e3 nepesarpysku yCcTpoincTea.

[Onsa coxpaHeHMA WM3MEHEHWIA B 3HEProHe3aBUCUMMYIO MaMATb YCTPOMCTBA HeobXxoAMMO BbIMNOAHUTD
nocnenoBaTe/ibHO KOMaHAbl commit u confirm.

CLI npeaycmaTpmBaeT TONIbKO NPUBUAEIMPOBAHHDIN PEXUM.

KomaHgpl do, exit, help, history n top goctynHbl ans 601bWMHCTBA NOAMEHIO, UX Ha3HAYEHWE ONUCAHO B

Tabnnue Komang CLI B pasgene config — network.

MepeyeHb KomaHg CLI:

Tabanuya B1 — KomaHgb! CLI

KomaHpga

3HayeHune

OnucaHue

PyHKUMA
KOMaHZAbl No

logout

3aBepwunTh
TeKYLLYI Ceccuio
CLI

reboot

Mepesarpyska
ycTpolicTea

help

BbiBectu
NoACKasKu
cnHTakcuca CLI

configure

(dir)

Pexkum
KOHOUryprpoBaH
1A ycTpoiicTea

network

(dir)

Hactpolika
ceTeBbIX
napameTpos

jumboframes

enable

Bkntountb
noaaepXKKy
60/1bLUNX KaApPOB

BbiktounTL
noaaepXKKy
60/1bLUNX KaAPOB

router

<options>

HacTtpoiiku
pexxmma
MapLipyTusaTopa

enable

BkntoyaeT pexum
poyTepa Ha
ycTpolictee

<options>

KoHourypuposaH
1e ceTeBOro
nHTepoeiica

address

<value>

IP-address

IP-agpec B
NIOKaNbHOM ceTn

mask

<value>

netmask

Macka nokanbHow
cetn

masquerade| <options>

Hactpolika
MacKapaguHra

enable

Bkatountb
TpaHCAALMIO
agpecos
NIOKaNbHOM
noacetu

disable

OTKAOYUTL
TpaHCAALMIO
agpecos
NIOKaNbHOM
noacetu

interface

<value>

Ite | greO | grel

NHTepdelic ana
MHTEepHeTa

bridge

<options>

Hactpolika
pexunma mocTa

enable

Bkntoyaet pexum
MocTa Ha
ycTpoiictee
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mode <value> static | dhcp

Pexxnm
nony4yeHus ip-
afpeca Ha
NOKanbHOM
nHTepoelice

ip <options> -

HacTpoiiku
ceTeBoro
uHTepoeliica,
KoTOpbI ByaeT
MCNo/Nb30BaTbCA
npu sbibope
mode — static

address <value> IP-address

IP-agpec B
NIOKaNbHOM ceTu,
KOTOPbIi
Mcnonb3yetca npu
Bbl6ope mode —
static

mask <value> netmask

Macka nokanbHom
CeTu, KOTopbIit
ucnosb3yeTca npu
BblI6ope mode —
static

traffic-shape <options> _

HacTtpoiiku
WwennuHra
Tpaduka

egress <value> int: 0..1048576

OrpaHunueHue
CKOpOCTH
nexoaALLero
Tpaduka

ingress <value> int: 0..1048576

OrpaHuueHue
CKOpOCTH
BXOAALLEro
Tpaduka

mode <value> enable | disable

HacTtpoiika
BK/OYEHWA/BbIKN
toueHuns
WwennuHra
Tpaduka

do -

Mossonset
BbINONHATD
KOMaHZbl
KOpPHEBOro
pexuma u3s
ntoboro apyroro
pexuma
KOMaHZHOro
nHTepdeiica.

exit -

Mepexopn Ha
YPOBEHb BblILLE B
CTPYKTYpe KOMaHz,
CLI

help -

BbiBectn
noACKasKu
cnHTakcuca CLI

history -

MNpocmoTp
MCTOPUM KOMaHS,
CLI

no <command> PesynbtaT
MCNONb30BaHUA
KOMaH/bl NO ¢
pPa3NnYHbIMU
KOMaHAaMm
YKasaH B
cTonbue
«PyHKUMA
KOMaH/bl NO»

Mcnonb3osaHne
oTpULaTENbHOM
KOMaHAbl

top R

Bosspauaer 8
KOPHEBOW peXKnum

autoprovision

<options> -

HacTpoliku
aBTOKOHGUrypUpo
BaHWA

cwmp (dir)

HacTpoliku
aBTOKOHOUIYpPUpPO
BaHWA No
npotokony TR-069

acs <options> -

HacTpoliku
aBTOPU3aLMM Ha
cepsepe
aBTOKOHGUIYpUpo
BaHWA
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authname

<value>

string

Norun ana
aBTOpPU3aLMM Ha
cepsepe
aBTOKOHOUrypUpo
BaHMA

password

<value>

string

Naponb ana
aBTOpPU3aLMM Ha
cepsepe
aBTOKOHOUrypHpo
BaHMA

client

<options>

HacTpoiiku
asTopu3aLUMmM ans
BXOAALLNX
3anpocos ¢
cepsepa

authname

<value>

string

JNoruH ana
asTOpU3aLMM
BXOAALLMX
3anpocos ¢
cepsepa

password

<value>

string

JNoruH ana
aBTopu3aumm
BXOAALLMX
3anpocos ¢
cepsepa

enable

Bkntountb
aBTOKOHOUrypHpo
BaHuWe no
npotokony TR-069

BbikntounTH
aBTOKOHOUrypuposa
HWe no npoToKkony
TR-069

interface

<value>

lan | Ite | gre0 |
grel

WHTepodeiic, Ha
KoTopom byaet
3anyLeHo
aBTOKOHOUrypUpo
BaHuWe no
npotokony TR-069

nat

mode

<options>

HacTpoliku
pexuma NAT

disable

He ucnonb3yetca
NAT

stun

<options>

HacTpoliku
MCNONb30BaHUA
STUN cepsepa
ANA onpejeneHns
ina NAT

enable

Mcnonb3osaTb
STUN cepsep ana
onpegeneHuns
Tuna NAT

He ucnonb3osatb
STUN cepsep ana
onpeaeneHua Tuna
NAT

address

<value
>

IP-address

Appec STUN-
cepsepa

port

<value
>

int: 1..65535

Nopt STUN-
cepsepa

keepalive

<options
>

MapameTpbl
onpoca cepsepa

min

<value>

int:
10..2147483647

MWHUMaNbHbIV
nepuoa onpoca

<value>

int:
10..2147483647

MaKcumanbHbIn
nepuog onpoca

manual

<options>

HacTpoliku
PY4YHOrO 3ajaHunA
napametpos NAT

enable

BKAtounTb pyyHoe
3ajaHune
napametpos NAT

BbIKkAOUNTL pyyHOe
EEVELTTS
napametpos NAT

address

<value

IP-address

My6anuHbIN agpec

periodic

<options>

HacTpoliku
nepuoAnNYeckoro
onpoca ACS
cepsepa

enable

Bkatountb
nepuoanYecKuit
onpoc ACS
cepsepa

BbikOUUTL
nepuoanYecKuit
onpoc ACS cepsepa

interval

<value>

MNepwuopg onpoca
cepsepa

url

<value>

string

Appec cepsepa
aBTOKOHOUIYpUpPO
BaHMA

dhcpbased

(dir)

HacTpoliku
aBTOKOHGUIypUpo
BaHWA NO
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npotokony DHCP

cfg_file

<value>

string

Nma daiina
KoHbUrypaumm

cfg_interval

<value>

int: 0..1000000

WUHTepsan
obHoBNEeHUA
KoHUrypaumm

fw_file

<value>

string

Nmn daiina
NpPOLNBKK

fw_interval

<value>

int: 0..1000000

WUHTepBan
obHoBnEeHUA
NPOLINBKU

interface

<value>

lan | Ite | gre0 |
grel

Bbibop
uHTepoelica ans
aBTOKOHOUrypHpo
BaHWA No
npotokony DHCP

mode

<value>

disable |
cfg_only |
cfg_and_fw |
fw_only

Pexxvnm
aBTOKOHOUIYpUpPO
BaHWA No
npotokony DHCP

priority

<value>

dhcp | static

Hactpolika
npuoputeta
napameTpos U3
onuumit DHCP naun
U3 CTAaTUYECKUX
HacTpoeK

clock

<options>

HacTpoliku
CUCTEMHOTO
BpeMeHU

auto

time

<value>

enable | disable

BkntoyeHune
aBTOMATUYECKOro
nepexoaa Ha
netHee/3nmHee
Bpems

YctaHosuTb
napameTpbl No
YMONYaHUio

timezone

<value>

int: -12..+12

Hactpolika
4acoBoOro nosca

YCTaHOBUTb YacoBom
noAC N0 YMOJTYAHUIO

hostname

<value>

string

3aAaHue ceTeBoro
UMeHU
ycTpolicTea

YCTaHOBUTbL ceTeBoe
MMA YCTPOWCTBA MO
YMOIYaHUIO

set

(dir)

CeTeBble
HacTpolKKn
ycTpolicTea

http

port

<value>

int: 1..65535

HasHaueHue
nopra ana
gocTyna no
npotokony http

YcTaHoBKa nopTa
ANA AocTyna no
npotokony http B
3HaueHue no
YMOHaHWIO

https

port

<value>

int: 1..65535

HasHaueHue
nopta ana
gocTyna no
npoTokony https

YcTaHoBKa nopTa
ANA AocTyna no
npoTokony https B
3HauyeHue no
YMOHaHUIO

ssh

port

<value>

int: 1..65535

HasHaueHue
noprta ana
fAocTyna no
npoTokony ssh

YcTaHoBKa nopTa
ANA AocTyna no
npotokony ssh 8
3HauyeHue no
YMOHaHUIO

telnet

port

<value>

int: 1..65535

HasHaueHue
nopra ana
AocTyna no
npotokony telnet

YcTaHoBKa nopta
ANA gocTtyna no
npoTokosy telnet B
3Ha4eHue no
YMONIHaHUIO

route

<value>

int: 1..30

Hactpolika
CTaTUYeCKMX
MapLIpyToB

enable

BKkntountb
Tekywum
cTaTUYecKuii
MapLpyT

name

string

HassaHue
MapwpyTa

destination

ip

<value
>

IP-address

IP-appec
Ha3HaveHus

gateway

<value>

IP-address

LWnto3 ana
TeKylero
MapwpyTa

mask

<value>

netmask

Macka nogcetn
HasHavyeHua

metric

<value>

metric

MeTpuka

add

CospaHue HoBOTo
MapLipyTa
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del <value> int: 1..30 Ypaneruve
MapuwpyTa
show <options> -
all BbiBecTut
nHbopmaumio 060
BCEX MapLpyTax
<value> int: 1..30 BbiBecTu
nHbopmaumio 06
0IHOM MapLupyTe
log (dir) HacTpoiiku -
NIOrMpoBaHMA
configd (dir) HacTpoiiku -
NOrMpoBaHuA
KOHOUrypaumm
debug enable - BK/11OUUTB BbIBOA, BbIK/1O4UTB BbIBOA,
OTNAZA0UHBIX OTNAZA0UHBIX
coobuieHnit coobuieHnit
errors enable - BKAOUNTL BbIBOS, BbIKNOUNTL BbIBOS,
coobuieHnit 06 coobuieHnit 06
owmnbKax owmnbKax
info enable - BKNtOUUTL BbIBOS, BbIKNOYUTL BbIBOL,
MHPOPMaLMOHHBI MHPOPMALMOHHBIX
X COOBLLEHNIA coobuieHuin
warnings enable - BKAOUNTL BbIBOA, BbIKNIOUNTL BbIBOA,
npeaynpexaeHui npeaynpexaeHui
output <value> disable | Bbibop mecTa YCTaHOBUTL MecTo
console | telnet BbIBOAA SIOTOB BbIBOAA IOTOB B
| syslog 3HauyeHwue no
YMONYaHMIO
networkd (dir) HacTpoliku
NOrMpoBaHuna
CeTeBOI CNyK6bI
debug enable - BKOUUTBL BbIBOA, BbIKNOYUTL BbIBOA,
0TNA[04HbIX 0TNA[04HbIX
coobuieHnit coobuieHnit
errors enable - BKAOYNTL BbIBOA, BbIKNOUNTL BbIBOA,
coobuieHuit 06 coobuieHnit 06
owmnbKax owmnbKax
info enable - BKNtOUUTL BbIBOS, BbIKNOYUTL BbIBOL,
MHGOPMALMOHHBI MHGOPMALIMOHHBIX
X co0bLeHui coobueHnit
warnings enable - BKNOYUTL BbIBOS, BbIKNtOYMTb BbIBOA,
npeaynpexaeHui npeaynpexaeHui
output <value> disable | Bbibop mecTa YcTaHOBUTL MecTo
console | telnet BbIBO/A JIOrOB BbIBO/A JIOTOB B
| syslog 3Ha4eHwue no
YMOHaHUIO
usb-modems (dir) Hactpoliku
NorMpoBaHua
USB-mopemos
debug enable - BK/IIOUUTD BbIBOA, BbIK/IOUUTB BbIBOZ,
OTNAA0UHbBIX OTNAA0UHbBIX
coobuieHuin coobuieHuin
errors enable - BKAIOUNTB BbIBOA, BbIKNIOUNTL BbIBOA,
coobueHnit 06 coobuieHnit 06
owmnbKax owmnbKax
info enable - BKNOUUTDL BbIBOA, BbIKNIOYUTL BbIBOA,
MHGOPMALMOHHBI MHGOPMALIMOHHBIX
X CO0b6LWeHMI coobuieHnit
warnings enable - BKAOUNUTL BbIBOA, BbIKNOUNTL BbIBOS,
npeaynpexaeHui npeAynpexaeHui
output <value> disable | Bbibop mecTa YcTaHOBUTL MecTo
console | telnet BbIBOAA /I0r0B BbIBOAA /IOTOB B
| syslog 3Ha4eHue no
YMONYaHWIO
syslog (dir) Hactpotiku Syslog -
enable - Bksitountb Syslog Bbik/tounTb Syslog
mode <value> server | local | Pexum BbIBOAA YCTaHOBUTbL pexum
server/local Syslog BbIBOAA Syslog B
3Ha4eHue no
YMONYaHWIO
server <options> - HacTpoliku -
cepsepa Syslog
ip <value> IP-address IP-aspec cepsepa YcraHosuTb IP-agpec
Syslog cepsepa Syslog B
3Ha4eHue no
YMONIHaHWIO
port <value> int: 1..65535 MopT cepsepa YcTaHOBUTbL NOPT
Syslog cepsepa Syslog B
3HayeHue no
YMONYaHWIO
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ntp <options> - MapameTpbl -
CUHXPOHM3aL MK
BpemeHu no NTP
mode <value> enable | disable BkntoueHue YcTaHoBUTL
CUHXPOHWM3aL MK napameTp B
BPEMEHU MO 3Ha4eHwue no
npotokony NTP YMOHaHUIO
remote peer <value> IP-address Appec cepsepa YcTaHOBUTL agpec
NTP cepsepa NTP B
3HayeHue no
YMONYaHUIO
qos (dir) HacTpoiiku
KayecTBa
obcnyxnsaHua
flow control <value> enable | disable BknitoueHue n YcTaHOBUTbL
BbIK/IlOUEHWE KOHTPO/Ib NOTOKa B
KOHTPOAA NOTOKa 3Ha4eHue no
YMONYaHWIO
priority decision <value> DSCP | 802.1p Hactpoiika YcTaHOBUTb BbIGOP
Bblibopa npUopUTETOB B
npuoputeTos 3HayeHue no
YMOYaHUIO
queue type <value> STRICT | WFQ Bbi6op TMNa YCTaHOBUTL TWN
oyepean oyepeam B 3HaUYeHUe
N0 YMO/IYaHUIO
security (dir) HacTpoliku -
6e30mnacHocTH
firewall rule <value> int: 1..30 (dir) PepaktuposaHue -
npaBsu ceTeBoro
JKpaHa
action <value> ACCEPT | DROP [Jeiicteue, YctaHoBUTb
coBepliaemoe ¢ Aelictsne no
nakeTom, YMONYAHUIO
noAXOAALMM Nog,
TeKyLuee Npasuao
destination <options> - MapameTpbl -
nonyyarens
ip <value IP-address IP-agpec YcraHosuTb IP-agpec
> nony4yartena nony4yartena no
YMONYaHWIO
port <value int: 1..65535 Mopt nonyyatens YcTaHoBUTL NopT
> nosyyartena no
YMONYaHWIO
enable - BkatounTh BbIKkOUUTL
TeKylee npasuno npasuio
name <value> string HassaHue Ypanutb HaszBaHue
npasuna npasuna
protocol <value> tep | udp | Bbibop npoTokona YcTaHoBUTbL
tep/udp | icmp NpOTOKON B
| any 3HaueHue no
YMONYaHUIO
source <options> - MapameTpbl -
oTnpasuTens
ip <value IP-address IP-appec YcraHosuTb IP-agpec
> oTnpasuTena oTnpasuTena no
YMONYaHUIO
port <value int: 1..65535 MopTt YcTaHOBUTbL NOPT
> oTnpasuTena oTnpasuTena no
YMONYaHUIO
type <value> Input | Output | Tun npasuna YcTaHOBUTL TUN
Forward CeTeBOro KpaHa npaBuia B 3HaYeHne
no YMONHaHWIO
mac filter <options> - Hactpolika -
dunbTpa MAC-
afpecos
client <value> address <value int: || MAC- 3agaHve MAC Yaanutb
> address afpeca, KoTopbli Bbl6paHHbI MAC 13
6yaeT HaxoanTCA cnucka
B BblbpaHHOM
crnucke
mode <value> disabled | allow Pexum dunbvrpa YCTaHOBUTb peXum
| deny bunbTpa B 3HaYeHue
no YMONHaHWIO
nat rule <value> int: 1..10 (dir) HacTpoliku -
npobpoca nopTos
destination <options> - MapameTpbl -
nonyyarens
ip <value IP-address IP-appec YcraHosuTb IP-agpec
> nonyyatens nonyyartensa s

3Ha4yeHue no
YMONYaHUIO
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port <value int: 1..65535 MopT nonyyatens YcTaHosuTb NopT
> nonyyartensa s
3Ha4eHue no
YMONYaHWIO
enable - BkntounTb BbIKNOUNTL TEKyLLee
TeKylLee npasuno npasuio
ip address <value IP-address Bbibop IP- YcraHoBuUTb |P-
> appecos, ajpeca no
npeAHasHayeHHbI YMONYaHuio
X ANA 3aMeHbl
name <value> string HassaHue YpanuTb HasBaHue
npasuna npasuna
protocol <value> tep | udp | MpoTokon, ana YcTaHOBUTL
tcp/udp | any KOTOpOro 3HayeHune
AevicteyeT npoTokona
TeKylyee npasuno
source <options> - MapameTpbl -
oTnpasuTena
ip <value IP-address IP-agpec YcTaHOBUTL
> oTnpasuTens 3HayeHwue |P-
OTnpaBuTeNa B
3Ha4eHue no
YMONYaHWIO
port <value int: 1..65535 Mopt YcTaHOBUTbL NOPT
> oTnpasuTens OTNpaBuUTeNs B
3Ha4eHue no
YMONYaHUIO
target ip <value IP-address IP-agpec nocne YcraHosuTb IP-agpec
> npeo6pasoBaHua nocne
npeobpas3oBaHus B
3Ha4eHwue no
YMONYaHWIO
type <value> dnat | snat | Tun npasuna YcTaHoBUTL TUN
masquerade npasuia B 3HaYeHne
N0 YMO/YaHUIO
ping wireless <value> enable | disable BKAOUUTL MmN BbIKAOUNTL
BbIKNIOUNTL BO3MOXHOCTb
BO3MOXXHOCTb AocTyna K
fAocTyna K ycTpoiicTBy no
yCTpoicTBY No npotokony ICMP
npotokony ICMP
ssh <options> - HacTpoliku -
AocTyna K
ycTpoiicTBy no
npotokony SSH
wired <value> enable | disable Bk/tOUUTL NN BbIK/OUUTL AOCTYN K
BbIKNIOUMNTL YCTPOWCTBY Yepes
[0CTyn K npoBOAHOM
YCTpOICTBY Yepes UHTEpdeic
NpoBOAHOW
WHTEpdENC
wireless <value> enable | disable BKAOUUTL AN BbIKNOYMTbL AOCTYN K
BbIKNIOUMNTL YCTPOWCTBY Yepes
AOCTYN K 6ecnpoBogHol
YCTPOMCTBY Yepes nHTepdeic
6ecnpoBogHoi
MHTEpdEeNc
telnet <options> - HacTpoliku
fAocTyna K
yCTpOMcTBY MO
npotokoy Telnet
wired <value> enable | disable BkAtOUUTD NN BbIK/OUUTL AOCTYN K
BbIK/NOUMNTD YCTPOWCTBY Yepes
[0CTyn K npoBOAHOM
YCTPOMCTBY Yepes nHTepdeic
NpoBOAHOWM
nHTEpdeic
wireless <value> enable | disable BkAtOUUTb KN BbIKNOUUTL AOCTYN K
BbIK/NOUMNTL YCTPOWCTBY Yepes
AOCTyn K 6ecnpoBogHol
YCTpOMCTBY Yepes uHTepdeic
6ecnpoBogHol
nHTEpdeic
web <options> - HacTpoliku
fAocTyna K
yCTpoiicTBY No
npotokony HTTP
wired <value> enable | disable BkAtOUUTD NN BbIK/OUUTL AOCTYN K

BbIK/IIOYUTD
A0CTYN K
YCTpOWiCTBY Yepes
NpPOBOAHOWM

yCTpOWicTBY Yepes
NpoBOAHOW
nHTepdeic
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appec

uHTepdeic
wireless <value> enable | disable BKAOUUTD AU BbIKAOUUTL AOCTYN K
BbIKNIOUNTL YCTPOWCTBY Yepes
[0CTyn K 6ecnpoBogHoi
YCTPOMCTBY Yepes nHTepdeic
6ecnpoBogHoi
uHTepdec
snmp - Hactpolika -
MOHUTOPUHra
ycTpolicTea no
npoTtokony SNMP
enable - Bkatounts SNMP BbIkntounte SNMP
informsink <value> string Appec ans YcTaHOBUTL agpec
npuéma ONA npuéma
coobuieHuin coobuieHuit Inform B
Inform 3HayeHue no
YMONYaHWIO
rocommunity | <value> string Maponb Ha yTeHWe | YcTaHOBUTL Naponb
Ha YTeHue B
3Ha4eHwue no
YMONYaHWIO
rwcommynity | <value> string Maponb Ha 3anucb YcTaHOBUTbL Naponb
Ha 3anuchb B
3Ha4eHue no
YMONYaHUIO
syscontact <value> string KoHTakTHas YcTaHOBUTL
nHpopmauma KOHTaKTHYtO
npounssogutens MHpopmaumio
npousBoauTena B
3Ha4eHue no
YMONYaHUIO
syslocation <value> string MecTtononoxeHune YcTaHoBUTbL
ycTpoiicTea MeCTONoNoXKeHUE
ycTpoiicTea B
3Ha4eHue no
YMONYaHUIO
sysname <value> string CucrtemHoe umsa YcTaHOBUTbL
ycTporicTsa cUcTemMHoe Uma
ycTpoiicTea B
3Ha4eHue no
YMOJIYAHUIO
trap2sink <value> string Appec npuéma YcTaHOBUTbL aapec
Tpanos v2 npuvéma Tpanos v2 B
3Ha4eHue no
YMONYaHWIO
trapcommunity| <value> string Maponb B Tpanax YcTaHOBUTbL Naponb
B TPanax B 3HaYeHue
no YMONHaHWIO0
trapsink <value> string Agapec npuéma YcTaHOBUTbL afpec
Tpanos vl npuéma Tpanos vl B
3Ha4eHwue no
YMOHaHMIO
tunnel gre <value> 0] 1(dir) Hactpoiiku GRE- -
TyHHenen
ip <options> - -
address <value> IP-address IP-agpec -
nHtepdeiica GRE
mask <value> netmask Macka -
nHTepdetica GRE
gateway <value> IP-address LWnto3 no -
YMONYaHUIo
uHTepdetica GRE
dns <value> <value IP-address Appec cepsepa -
> DNS uHTepdeiica
GRE
enable - Brntountb BbIkAouNTL
TeKywui TeKyLWuii nHTepdeiic
uHtepoeiic GRE GRE
keepalive <value> IP-address IP-agpec cepsepa BbIKk/OUNTD
KoHTponsa GRE KOHTponb GRE
localaddr <value> IP-address JloKanbHbI IP- -
agpec
mtu <value> int: Pasmep MTU gna YcraHosuts MTU B
uHTepdelica GRE 3HayeHwue no
YMONIHaHUIO
name <value> string Nma nHTepdeiica -
GRE
remoteaddr <value> IP-address YpoanéuHwiii IP- -

84

TepmuHan becnposoaHoro goctyna WB-10P/WB-11P




o ELTEX

ttl

<value>

int: 0..255

Mepeonpegenvts
TTL ana
uHtepoeiica GRE

YcraHosutb TTLe
3HayeHue no
YMONYaHUIO

type

<value>

gre, gretap

Bbi6op TMna GRE

12tp

<value>

01 (dir)

Hactpoliku L2TP-
TYHHenen

connection

type

HacTpoiika Tvna
coeMHeHns

alwayso
n

CoepuHeHne
aKTUBHO BCerga

ondema
nd

CoepuHeHne
aKTUBHO TO/IbKO
KOraa npomucxoamt
nepeaaya
Tpaduka

manual

3anpoc Ha
yCTaHOBNEHMe
coefuHeHuA
OTnpaBaAeTcA No
HaXaTUK KHOMKM
8 WEB-
KoHourypaTope

enable

Bkntountb
Tekywui
nHTepdeiic L2TP

Bbikntounts
TeKkyLWwuii nHTepdeic
L2TP

name

<value>

string

NUma nHTepoeiica
L2TP

username

<value>

string

NUma
nosnb3osatens gns
aBTOpM3aLMM Ha
cepsepa L2TP

password

<value>

string

Maponb ana
aBTOpPU3aLMM Ha
cepsepa L2TP

server

IP-address

IP-appec cepsepa
L2TP

timers

<option>

HacTtpoiika
TalimepoB ans
TYHHensa

echofailure

Konunyectso
notepaHHbIx LCP-
echo 3anpocos,
Hy}XHOe anAa
OTKNKOYEeHUA
TYHHEena

echointerval

Mepuoa oTnpasku
LCP-echo
3anpocos

idle

TalimayT
HEaKTUBHOCTH

mtu

<value>

int:

Pasmep MTU gna
nHTepdelica GRE

YcraHosuts MTU B
3HayeHwue no
YMOIYaHUIO

openvpn

<value>

0 1 (dir)

HacTpoliku
OpenVPN-
TyHHenen

name

<value>

string

Nma nHtepdeiica
Open VPN

authtype

Tvn aBTOpU3aLm

User

ABTOpM3aLMA NpU
NOMOLLM CBA3KM
nornH/naponb

Key

ABTOpU3aLMA NpU
nomoLu
cepTndurKaTos u
Kntoyen

enable

Bkatountb
Tekywum
nHTepoetic L2TP

Bbik/OUUTL
TeKkyLWwuit nHTepdeic
L2TP

username

<value>

string

Nma
nonb3osaTtena gna
aBTOpPU3aLMM Ha
cepsepa Open
VPN

password

<value>

string

Maponb ana
aBTOpPU3aALMM Ha
cepsepa Open
VPN

server

IP-address

IP-appec cepsepa
Open VPN
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port int 1..65535 MopT, Ha KoTopbIi
Gyayt
OTNPaBAATLCA
3anpocbl Ans
NOAKNOYEHNA K
cepsepy Open
VPN
auth <value> string Anroputm, -
MCnonb3yembli
npu aBTopu3aLmumn
cipher <value> string Ucnonb3yemblit -
anroputm
wndpoBaHua
download - - -
ca <value> URL Ccbinka ana -
CKaunBaHuA
ceptudukarta
yaocTosepatoLer
0 LeHTpa
client - - -
cert - Ccbinka ana -
CKaunBaHuA
KNUEHTCKOro
ceptudukarta
key - Ccbinka ana -
CKayuMBaHuUA
KNMEHTCKOro
K043
usb-modem <options> - Hactpoiiku USB- -
MOJEeMOoB
priority <value> USB1 | USB2 Bbibop YcTaHOBUTL
NpUOPUTETHOTO npuoputeTHoe
noAKAYeHUA noAKaoYeHne B
3Ha4eHue no
YMONYaHWIO
mode <value> reservation | Pexkmum paboTbl YCTaHOBUTb pexuUm
aggregation USB-mopemos paboTbl MOAEMOB B
3Ha4eHue no
YMOIYaHUIO
connection <value> 1| 2 (dir) Hactpoiiku
noAKAYeHUA
additional_ string JononHuTenbHble YcTaHOBUTbL
parametres napameTpbl [ONONHUTENbHbIE
WHUUManmnsaynumn napameTpbl
WHUUMann3auyunuu s
3Ha4eHwue no
YMOIYaHUIO
login string NUma YcTaHOBUTb UMA
nonb3osaTena gna | nosibsosatena B
NOoAK/0YEHUA 3Ha4YyeHune no
YMONYaHWIO
mode 2G | 3G | 4G | Bbi6op pexuma YCTaHOBUTb peXmUM
auto paboTbl MogemoB paboTbl Mogema B
3Ha4eHue no
YMOIYaHUIO
mru int: 68..1500 Hactpoiika MRU YctaHosuts MRU B
Ans uHTepdeiica 3HayeHwue no
YMONIHaHUIO
mtu int: 68..1500 Hactpoiika MTU YctaHosuts MTU B
ANs HTepdeiica 3HayeHwue no
YMONIHaHUIO
number string Homep no3BoHa YcTaHOBUTb HOMEpP
[03BOHA B 3HaYeHMe
no YMONYaHWIO
password string Maponb ana Ypanute naponb ana
noAKAYeHNA NoAKYeHNA
pin string MWH-kog, cum- Yaanutb NUH-kop,
KapTbl
ppptype alwayson | Tvn coeanHeHmna YcTaHOBUTL TUN
ondemand coeauHeHun B
3HaveHue no
YMONIHaHUIO
usb-port USB1 | USB2 Mopt USB YcTaHOBUTbL NOPT
USB B 3HaueHune no
YMONYaHWIO
username admin password <value> string N3meHeHuA YcTaHOBUTbL Naponb
napona aAMUHUCTPaTOpa B
aAMMUHUCTpaTOpa 3Ha4eHue no

YMO4aHUIO
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management

destination

<value>

IP-address

YaoanéuHblii agpec
ANA CO3aaHNA
TyHHena GRE
ynpasieHus

source

<value>

IP-address

JloKanbHbIV agpec
ANA CO3aaHuA
TyHHena GRE
ynpasneHus

enable

Bkntountb
nHTepdeic
ynpasneHus

Bbikntounts
nHTepdeic
ynpasneHus

keepalive

<value>

IP-address

IP-agpec ping-
cepsepa anAa
npoBepPKMn
aKTUBHOCTU
TYHHENA

mtu

<value>

int:

Pasmep MTU gna
uHTepoelica GRE
ynpasneHus

Yctanosutb MTU B
3Ha4yeHue no
YMONYaHWIO

ttl

<value>

int: 0..255

Mepeonpegenuts
TTL ana
nHTepdelica GRE
ynpasieHus

YcraHosutb TTL B
3Ha4eHwue no
YMONYaHUIO

type

<value>

gre | gretap

YcTaHoBUTb TMN
GRE ynpasneHus

vlan

<vlaue>

int: 1..4096

3apatb MeTKy
VLAN ana
uHTepoelica
ynpasieHus

Y6patb meTky VLAN
LnA uHTepdeiica
ynpasneHus

wisla

HacTtpoiikm wiSLA

enable

Bkntountb cepsuc
WiSLA

BbIKNOYUTL CepBuC
WiSLA

host

<value>

string

YcTaHoBUTb MMA
KaneHTa WiSLA

logging

<value>

error | warning
| notice |
information |
debug | trace

YcTaHoBUTbL
ypOBeHb
NormpoBaHua

portal

<value>

string | IP-
address

YcTaHOBUTbL agpec
noprana wiSLA

sendperiod

<value>

YcTaHoBUTb
nepuvoza oTnpasKu
coobuieHnit

debug

Bxop B pexxvm
OTNafKM

ps

BBop, cnucka
npoLeccos,
BbINONHAEMbIX Ha
ycTpoiictee

reboot

MNepesarpyska
ycTpoiicTea

arp

<options>

<value>

;al-il-dl-s]
~v|-n|-p|-H
| | IP-address

Mcnonb3osaHne
YTUAUTDI arp

at

<value>

<options>

int1..2

Komanga gna
Mcnonb3osaHuA
ytunutel AT, ana
B3aMmopgeincTena
c USB-mopgemamu

get

MonyueHne
CMM1CKa AOCTYMHbIX
peXxMmoB paboTbl
mozema

set

<value>

2G | 3G | 4G |
auto

YcTaHoBKa
pexuma paboTbl
mozema

pin

<value>

status | enable
| disable

Hactpolika
pa6otbl ¢ MNH-
KOAOM

backup

<value>

<value>

host || string

Bbirpyska
KOHUrypaumm c
ycTpoiicTea

boot

system

<value>

bank1 | bank2

CmeHa obpasa
ANA 3arpysKn
cucTemsl

commit

MoartsepxaeHne
npumMmeHeHunA
N3MEeHEHUN
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confirm

CoxpaHeHue
M3MeHeHWii B
SHeproHesasucum
Yo NamaTb

monitor

<value>

<value>

<options>

loopback | lan |
pppl | ppp2 |
grel | gre2 || int:
1..65535 | |
<tcpdump_option
s>

Mcnonb3osaHne
yTuauTbl tcpdump

restore

<value>

<value>

host || string

3arpyska
KoHOUrypaumm Ha
YCTPOICTBO

rollback

Cbpoc ycTpoiicTea
K 3aBOACKUM
HacTpolikam

shell

MNepexop 8
KOHCOoAb linux

show

<options>

KomaHpa ana
BbIBOAA
nHbopmaumum o
cucteme

bootvar

BbiBOAUT
nHbopmaumio 06
obpasax
nporpammHoro
obecneyeHus,
KoTopble
3arpysKeHbl B
cucteme

interfaces

BbIBOAWT CNUCOK
ceTeBbIX
UHTepbelicos u
nHbopmaLmio o
HUX

<options>

route

<route_options
>

BbiBOAUT
nHbopmaLmio o
MapLlupyTax B
cucteme

static-route

BbiBOoguT
nHbopmaumio o
HaCTPOEHHbIX B
cucteme
CTaTUYEeCKUX
MmapLipyTax

tunnels

BbiBoguT
nHbopmaumio o
HACTPOEHHbIX
TYHHENAX

BbiBOAUT
nHbopmaLmio o
HaCTPOEHHbIX
TyHHenax GRE

12tp

BbiBOoguT
nHbopmaumio o
HACTPOEHHbIX
TyHHenax L2TP

openvpn

BbiBOAMT
nHbopmaLmio o
HaCTPOEHHbIX
TYHHEenAx
OpenVPN

upgrade

image

<value>

<value>

host || string

O6HoBNEHMe
nporpammHoro
obecneyeHus

uptime

BbiBOAMT
nHbopmaLmio o
BPEeMeHU paboTbl
ycTpolictea ¢
nocnesHen
nepesarpysku
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NPUNOMEHUE I UHCTPYKLUA NO YCTAHOBKE YCTPOMCTBA

PekomeHgauumM No yCTaHOBKeE

10.

11.

PekomeHayemoe yCTaHaBAMBaEMOE MOJIOKEHWNE: KpenieHne Ha TPy6oCTonKy/cTonb nam cteHy.

Mepen yCTaHOBKOM U BKAIOYEHMEM YCTPOMCTBA HEOHXO4MMO NPOBEPUTDL YCTPOMCTBO HA Hanuume
BUOMMbIX MEXaHMYECKUX NOBPEKAEHUN. B cnyyae Hannuma noBpexaeHuid cneayet NpekpaTuTb
YCTaHOBKY YCTPOMCTBA, COCTaBUTb COOTBETCTBYHOLLMIA aKT M 06PATUTLCA K MOCTABLLMKY.

YCTPOWCTBO A0MKHO BbiThb YCTAHOB/EHO Ha TPybOCTOMKY/CTON6 MAM CTeHy Takum o06pasom,
4yTo6bl LAN-NOpT 6b171 HanpaBAeH BHUS.

He3aaeicTBoBaHHbIE aHTEHHble pPa3bembl TPebyeTca 3aKpbiTb 3aLMTHOM KPbIWKOW, KOTOpPas
BXOAMT B KOMM/IEKT NOCTaBKKN YCTPOICTBA.

He npousBoanTe yCTaHOBKY AaHHOIO YCTPOWMCTBA BO Bpemsa rpo3sbl. MOXeT CyLLecTBOBaTb PUCK
yAapa MOJIHUEN.

Heobxoanmo cobntogate TpeboBaHMA NO HAMPAXKEHWIO, TOKY M YAcTOTe, YKa3aHHble B AAaHHOM
NHCTPYKLMMU.

Mepes MOAKNHOYEHMEM K YCTPOMCTBY M3MepUTE/bHbIX MNpuboOpoB W  KomMbloTepa, WX
HeobXoAMMO npeaBapuUTebHO 33a3eM/IMTb. PasHOCTbL MOTEHUMANoB MeKay Kopnycamu
060pYy0BaHNA U U3MEPUTE/IbHBIX NPUOPOB HE A0/XKHaA NpeBbIwaTh 1B.

Mepea, BKAOYEHWEM YCTPOICTBA YOeANTLCA B LLEIOCTHOCTU Kabenei n nx HagaexKHOM KpenaeHun
K pasbemam.

Bo BpemMsa MOHTaKa yCTPOMCTBA HA BbICOTHbIX KOHCTPYKLMAX CeAYET BbINOAHATL YCTAHOB/IEHHbIE
HOpPMbI 1 TpeboBaHMA NPU BbICOTHbIX paboTax.

JKcnayaTauma YCTPOMCTBA AO/KHA MPOU3BOANUTLCA MHMKEHEPHO-TEXHUUYECKMM MEepCoHaIom,
npoLweALnm creumanbHyo NoAroTOBKY.

MoakntoyaTb K YCTpOﬁCTBy TOJZIbKO rogHoO€ K NpUMEHEHNIO BCNOMOraTe/sibHoe o6opy,a,OBaHme.

YcTpoictBo  Kpenutca Ha TpybocToiky/cton6 uam creHy, cobaogan MHCTPYKUUU MO TEXHWUKe
6e30MacHOCTM U PEKOMEHAALMM, MPUBEAEHHbIE BbILLE.

B KOMNIEKT MOCTaBKM YCTPOMCTBA BXOAWUT HEOBXOAMMbIN KOMMAEKT Kpenexa YCTPoWCTBa Ha
TpybOCTONKY/CTONG U CTEHY.

MopAaAoK yCTaHOBKM YCTPOMCTBA

PwNPE

KpenneHune KPOHLITEIMHOB K YCTPOWCTBY;

KpenieHune ycTpoicTea Ha TPYBOCTOMKY/CTONG MAN CTEHY;
MoakntoueHne Kabenen K pasbemam yCTPOMNCTBa;
YCTaHOBKa aHTEHH.
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MopaAaoK KpeniieHUA KPOHLUTEWHOB K YCTPOCTBY
an MOHTaXxXe yCTpOVICTBa Ha pPa3beMbl aHTEHH obasaTenbHo AOTKHbI ObITb YCTaHOB/1EHDbI
nbine3awnTHble (I'epMeTM‘-IHbIE) KONINAa4ykK, KOTOpble BXOAAT B KOMNNEKT MNOCTABKU yCTpOﬁCTBa. CHumaTb

KOJ/INAQ4YKN HYXKHO HENOCPEACTBEHHO neped NOAKNTHYEHNEM K aHTEHHbIM pa3bemMaM.

1. CobepuTe KpOHLWTENH ANA KPENNEHUA Ha TPYOOCTOMKY:

PucyHoK 'l — KpoHWTENH AN KpenaeHus Ha TpybocTomnKy

a) CoeAuHMTE KPOHLITEMH, KOTOpbIM ByAeT KpenuTbca Ha TPYHOCTOMKY, C KPOHLITEMHOM, KOTOpbIi
6yaeT KpenuTbCA K YCTPOMCTBY, Kak NOKa3aHO Ha pucyHKe 1.

b) CoBmectute paBa OTBEpCTMA AN BUHTOB Ha 060MX KpoHwWwTelHax. C MOMOLLbIO OTBEPTKU
NPUKPENUTE KPOHLLTENHbI APYT K ApYrY.

2. 3akpenuTe KPOHLWTEWNH Ha TpybocTolKe:

PucyHokK 2 — KpensiieHne KpoHLWTeMHa Ha TPYyHBOCTOMKY
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a) MNpu NOMOLLM XOMYTOB 3aKpenuTe KPOHLUTEMH Ha TPYHOCTONKY, PUCYHOK 2.

o

@\

PucyHok '3 — KpensieHne BUHTOB K YCTPOMUCTBY

b) B BepxHMe KpenexHble oTBepcTUA Ha Kopnyce WOP-2ac ycTraHoBuTe LWakbbl n BUHTLI DIN7985 M6.

BMHTbI HE HY>KHO 3aKpy4MBaTb 40 KOHLLA, OCTaBbTe 3a30Pp MUHUMYM 3 MM, PUCYHOK [3.

3. 3akpenuTe yCTPOWMCTBO Ha TpybocCToltKe:

Y

jﬁ

0

B(2:1)

A2:1)

PucyHok 4 — KpenneHue ycTponcTBa Ha TpybocTonke
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a) YcTaHOBMTE YCTPOWCTBO Ha HE3aKpy4YeHHble BEPXHUE BUHTbI KPOHLUTEWHA, KOTOPbIN NPUKpenaeH K
TpybocToiKe, pUCYyHOK 4.

b) B HMXHWE OTBEPCTUA KPENIeHUn YCTaHOBUTE BUHTbI, PUCYHOK 4.,
c) C nomoLLbio OTBEPTKM 3aTAHUTE BEPXHUE U HUMKHUE BUHTLI.
MopAAoOK KpenieHnA yCTPoiCTBa Ha CTEHY

1. YcraHosuTte KpOHLLITeﬁH (BXO,D,MT B KOMMNNEKT I'IOCTaBKVI) ANnA KpensieHnAa Ha CTeEHeE:

PucyHok I'5 — KpenneHne KpoHwTelHa

a) PacnonoskeHue KpoHLITeMHa Ha YCTPOMCTBE NMOKa3aHo Ha pPUCYHKe I'5.

b) CoBmectuTe 4eTblipe OTBEPCTMA ANA BMHTOB Ha KPOHLWTEWHE C TaKMMWM e OTBEePCTUAMM Ha
ycTpoictee. C NOMOLLbIO OTBEPTKU NPUKPENUTE KPOHLUTEMH BUHTaMM K YCTPOWCTBY.
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2. YcTaHOBWUTE WYpPYNbl Ha CTeHEe Ha pacctoaHnM 100 mm Apyr OT Apyra KaK NOKa3aHOo Ha pucyHke 6.

S

\ @W@x

RN

PucyHoK 6 — KpenneHue ycTpoliCcTBa Ha CTeHe

100 mm

3. 3akpenuTe yCTPOWCTBO Ha cTeHe. [abapuTbl YCTPOMCTBA NOCAE YCTAHOBKN OTHOCUTENbHO KPenekKHbIX

OTBEpPCTUIA NpeAcTaB/eHbl Ha pUcyHKe 7.

200 MM

[ | ]

79 Mm

100 mm
259 mm

79 MM

L] | |

PucyHok I'7 — FabapuTbl yCTPOIACTBA OTHOCUTE/IbHO KPEMEKHbIX OTBEPCTUM
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TEXHUYECKAA NOAAEPHKA

Ona  nonyyeHMa  TeXHUMYECKOM  KOHCynbTauuMuM MO BOMpPOCam  3KcnayaTauum  obopyaoBaHuA
000 «MpeanpuaTtne «3/ITEKC» Bbl MoXkeTe 06patnTbcsA B CEpBUCHbIN LLEHTP KOMNAHWUMK:

Poccuitckan ®eaepauymsa, 630020, r. HoBocnbupck, yn. OkpyrKHas, gom 29B.

TenedoHbl LEHTPA TEXHUYECKOW NOAAEPHKKM:
+7(383) 274-47-87,
+7(383) 272-83-31,

E-mail: techsupp@eltex-co.ru

Ha oduumanbHoOm calTe KOmMaHuMM Bbl MOXKeTe HalTh TeXHWYECKYH AOKYMEHTauui M nporpamMmmHoe
obecneyeHne ana npoaykumm OO0 «Mpeanpuatve «IJITEKC», obpatutbca K B 6ase 3HaHMN, OCTaBUTb
WHTEPAKTUBHYIO 3asBKY WIW MNPOKOHCY/IbTUPOBATLCA Y WHXKeHepoB CepBMCHOTO LUEHTPa Ha TEXHUYECKOM
dopyme:

http://www.eltex-co.ru/support/downloads/
http://eltex-co.ru/forum/
http://www.eltex-co.ru/support/knowledge/
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